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Support

For assistance, contact Fortinet Customer Service and Support 24 hours a day at +1
408-542-7780, or by using one of the local contact numbers, or through the Support portal at
https://support.fortinet.com/

Fortinet Customer Service and Support provide end users and channel partners with the fol-
lowing:

e Technical Support

e Software Updates

e Parts replacement service
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Fortinet Product License Agreement / EULA and Warranty Terms

To ensure a secured WiFi network, Fortinet hardware (controllers and access points) are designed to
run only the proprietary firmware developed by Fortinet. Only approved Fortinet access points are con-
figurable with Fortinet controllers and vice versa. Third party access points and software cannot be con-
figured on Fortinet hardware

Trademarks and Copyright Statement

Fortinet®, FortiGate®, and FortiGuard® are registered trademarks of Fortinet, Inc., and other
Fortinet names may also be trademarks, registered or otherwise, of Fortinet. All other product
or company names may be trademarks of their respective owners. Copyright © 2015 Fortinet,
Inc., All Rights reserved. Contents and terms are subject to change by Fortinet without prior
notice. No part of this publication may be reproduced in any form or by any means or used to
make any derivative such as translation, transformation, or adaptation without permission
from Fortinet, Inc., as stipulated by the United States Copyright Act of 1976.

Product License Agreement

The parties to this agreement are you, the end customer, and either (i) where you have pur-
chased your Product within the Americas, Fortinet, Inc., or (ii) where you have purchased your
Product outside of the Americas, Fortinet Singapore Private Limited (each referred to herein
as "Fortinet"). CAREFULLY READ THE FOLLOWING LEGAL AGREEMENT (THE OR THIS
“AGREEMENT” OR “EULA”"). USE OR INSTALLATION OF FORTINET PRODUCT(S) AND
ANY UPDATES THERETO, INCLUDING HARDWARE APPLIANCE PRODUCTS, SOFT-
WARE AND FIRMWARE INCLUDED THEREIN BY FORTINET, AND STAND-ALONE SOFT-
WARE PRODUCTS SOLD BY FORTINET (TOGETHER, THE "PRODUCTS")
CONSTITUTES ACCEPTANCE BY YOU OF THE TERMS IN THIS AGREEMENT, AS
AMENDED OR UPDATED FROM TIME TO TIME IN FORTINET'S DISCRETION BY FORTI-
NET PUBLISHING AN AMENDED OR UPDATED VERSION. FORTINET SHALL NOT BE
BOUND BY ANY ADDITIONAL AND/OR CONFLICTING PROVISIONS IN ANY ORDER,
RELEASE, ACCEPTANCE OR OTHER WRITTEN CORRESPONDENCE OR OTHER WRIT-
TEN OR VERBAL COMMUNICATION UNLESS EXPRESSLY AGREED TO IN A WRITING
SIGNED BY THE GENERAL COUNSEL OF FORTINET. IF YOU DO NOT AGREE TO ALL
OF THE TERMS OF THIS AGREEMENT, DO NOT START THE INSTALLATION PROCESS
OR USE THE PRODUCTS. IF YOU DO NOT AGREE TO THE TERMS OF THIS AGREE-
MENT, YOU SHOULD IMMEDIATELY, AND IN NO EVENT LATER THAN FIVE (5) CALEN-
DAR DAYS AFTER YOUR RECEIPT OF THE PRODUCT IMMEDIATELY NOTIFY THE
FORTINET LEGAL TEAM IN WRITING AT LEGAL@FORTINET.COM OF REQUESTED
CHANGES TO THIS AGREEMENT.
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1. License Grant.

This is a license, not a sales agreement, between you and Fortinet. The term "Software", as
used throughout this Agreement, includes all Fortinet and third party firmware and software
provided to you with, or incorporated into, Fortinet appliances and any stand-alone software
provided to you by Fortinet, with the exception of any open source software contained in Fort-
inet’'s Products which is discussed in detail in section 15 below, and the term “Software”
includes any accompanying documentation, any updates and enhancements of the software
or firmware provided to you by Fortinet, at its option. Fortinet grants to you a non-transferable
(except as provided in section 5 ("Transfer") and section 15 ("Open Source Software") below),
non-exclusive, revocable (in the event of your failure to comply with these terms or in the
event Fortinet is not properly paid for the applicable Product) license to use the Software
solely for your internal business purposes (provided, if a substantial portion of your business is
to provide managed service provider services to your end-customers, you may use the Soft-
ware embedded in FortiGate and supporting hardware appliances to provide those services,
subject to the other restrictions in this Agreement), in accordance with the terms set forth in
this Agreement and subject to any further restrictions in Fortinet documentation, and solely on
the Fortinet appliance, or, in the case of blades, CPUs or databases, on the single blade, CPU
or database on which Fortinet installed the Software or, for stand-alone Software, solely on a
single computer running a validly licensed copy of the operating system for which the Software
was designed, or, in the case of blades, CPUs or databases, on a single blade, CPU or data-
base. For clarity, notwithstanding anything to the contrary, all licenses of Software to be
installed on blades, CPUs or databases are licensed on a per single blade, solely for one
blade and not for multiple blades that may be installed in a chassis, per single CPU or per sin-
gle database basis, as applicable. The Software is "in use" on any Fortinet appliances when it
is loaded into temporary memory (i.e. RAM). You agree that, except for the limited, specific
license rights granted in this section 1, you receive no license rights to the Software.

2. Limitation on Use.

You may not attempt to, and, if you are a corporation, you are responsible to prevent your
employees and contractors from attempting to, (a2) modify, translate, reverse engineer, decom-
pile, disassemble, create derivative works based on, sublicense, or distribute the Software; (b)
rent or lease any rights in the Software in any form to any third party or make the Software
available or accessible to third parties in any other manner; (c) except as provided in section
5, transfer assign or sublicense right to any other person or entity, or (d) remove any propri-
etary notice, labels, or marks on the Software, Products, and containers.

3. Proprietary Rights.

All rights, title, interest, and all copyrights to the Software and any copy made thereof by you
and to any Product remain with Fortinet. You acknowledge that no title to the intellectual prop-
erty in the Software or other Products is transferred to you and you will not acquire any rights
to the Software or other Products except for the specific license as expressly set forth in sec-
tion 1 (“License Grant”) above. You agree to keep confidential all Fortinet



confidential information and only to use such information for the purposes for which Fortinet
disclosed it.

4. Term and Termination.

Except for evaluation and beta licenses or other licenses where the term of the license is lim-
ited per the evaluation/beta or other agreement or in the ordering documents, the term of the
license is for the duration of Fortinet's copyright in the Software. Fortinet may terminate this
Agreement, and the licenses and other rights herein, immediately without notice if you breach
or fail to comply with any of the terms and conditions of this Agreement. You agree that, upon
such termination, you will cease using the Software and any Product and either destroy all
copies of the Fortinet documentation or return all materials to Fortinet. The provisions of this
Agreement, other than the license granted in section 1 ("License Grant"), shall survive termi-
nation.

5. Transfer.

If you are a Fortinet contracted and authorized reseller or distributor of Products, you may
transfer (not rent or lease unless specifically agreed to in writing by Fortinet) the Software to
one end user on a permanent basis, provided that: (i) you ensure that your customer and the
end user receives a copy of this Agreement, is bound by its terms and conditions, and, by sell-
ing the Product or Software, you hereby agree to enforce the terms in this Agreement against
such end user, (ii) you at all times comply with all applicable United States export control laws
and regulations, and (iii) you agree to refund any fees paid to you by an end user who pur-
chased Product(s) from you but does not agree to the terms contained in this Agreement and
therefore wishes to return the Product(s) as provided for in this Agreement. Further, if you are
a non-authorized reseller of Products, you are not authorized to sell Product(s) or Software,
but, regardless, by selling Product(s) or Software, you hereby agree you are bound by the
restrictions and obligations herein and are bound to: (i) ensure that your customer and the end
user receive a copy of this Agreement and are bound in full by all restrictions and obligations
herein (ii) enforce the restrictions and obligations in this Agreement against such customer
and/or end user, (iii) comply with all applicable United States export control laws and regula-
tions and all other applicable laws, and (iv) refund any fees paid to you by a customer and/or
end user who purchased Product(s) from you but does not agree to the restrictions and obliga-
tions contained in this Agreement and therefore wishes to return the Product(s) as provided
for in this Agreement. Notwithstanding anything to the contrary, distributors, resellers and
other Fortinet partners (a) are not agents of Fortinet and (b) are not authorized to bind Fortinet
in any way.

6. Limited Warranty.

Fortinet provides this limited warranty for its product only to the single end-user person or
entity that originally purchased the Product from Fortinet or its authorized reseller or distributor
and paid for such Product. The warranty is only valid for Products which are properly regis-
tered on Fortinet’'s Support Website, https://support.fortinet.com, or such other website as pro-
vided by Fortinet, or for which the warranty otherwise
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starts according to Fortinet’s policies. The warranty periods discussed below will start accord-
ing to Fortinet’s policies posted at http://www.fortinet.com/aboutus/legal.html or such other
website as provided by Fortinet. It is the Fortinet distributor’s and reseller’s responsibility to
make clear to the end user the date the product was originally shipped from Fortinet, and it is
the end user’s responsibility to understand the original ship date from the party from which the
end user purchased the product. All warranty claims must be submitted in writing to Fortinet
before the expiration of the warranty term or such claims are waived in full. Fortinet provides
no warranty for any beta, donation or evaluation Products, for any spare parts not purchased
directly from Fortinet by the end-user, for any accessories, or for any stand-alone software.
Fortinet warrants that the hardware portion of the Products, including spare parts unless noted
otherwise ("Hardware") will be free from material defects in workmanship as compared to the
functional specifications for the period set forth as follows and applicable to the Product type
("Hardware Warranty Period"): a three hundred sixty-five (365) day limited warranty for the
Hardware excluding spare parts, power supplies, and accessories (provided, solely with
respect to FortiAP and Meru AP indoor Wi-Fi access point Hardware appliance products and
FortiSwitch Hardware appliance products other than the FortiSwitch-5000 series (for both
excluding spare parts, power supplies, and accessories), the warranty herein shall last from
the start of the warranty period as discussed above until five (5) years following the product
announced end-of-life date), and, for spare parts, power supplies, and accessories, solely a
ninety (90) days limited warranty. Fortinet's sole obligation shall be to repair or offer replace-
ment Hardware for the defective Hardware at no charge to the original owner. This obligation
is exclusive of transport fees, labor, de-installation, installation, reconfiguration, or return ship-
ment and handling fees and costs, and Fortinet shall have no obligation related thereto. Such
repair or replacement will be rendered by Fortinet at an authorized Fortinet service facility as
determined by Fortinet. The replacement Hardware need not be new or of an identical make,
model, or part; Fortinet may, in its discretion, replace the defective Hardware (or any part
thereof) with any reconditioned Product that Fortinet reasonably determines is substantially
equivalent (or superior) in all material respects to the defective Hardware. The Hardware War-
ranty Period for the repaired or replacement Hardware shall be for the greater of the remaining
Hardware Warranty Period or ninety days from the delivery of the repaired or replacement
Hardware. If Fortinet determines in its reasonable discretion that a material defect is incapable
of correction or that it is not practical to repair or replace defective Hardware, the price paid by
the original purchaser for the defective Hardware will be refunded by Fortinet upon return to
Fortinet of the defective Hardware. All Hardware (or part thereof) that is replaced by Fortinet,
or for which the purchase price is refunded, shall become the property of Fortinet upon
replacement or refund. Fortinet warrants that the software as initially shipped with the Hard-
ware Products will substantially conform to Fortinet's then current functional specifications for
the Software, as set forth in the applicable documentation for a period of ninety (90) days
("Software Warranty Period"), if the Software is properly installed on approved Hardware and
operated as contemplated in its documentation. Fortinet's sole obligation shall be to repair or
offer replacement Software for the non-conforming Software with software that substantially
conforms to Fortinet's functional specifications. This obligation is exclusive of transport fees,
labor, de-installation, installation, reconfiguration, or return shipment and handling fees and
costs, and Fortinet shall have no obligation related thereto. Except as otherwise agreed by
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Fortinet in writing, the warranty replacement Software is provided only to the original licensee,
and is subject to the terms and conditions of the license granted by Fortinet for the Software.
The Software Warranty Period shall extend for an additional ninety (90) days after any war-
ranty replacement software is delivered. If Fortinet determines in its reasonable discretion that
a material non-conformance is incapable of correction or that it is not practical to repair or
replace the non-conforming Software, the price paid by the original licensee for the non-con-
forming Software will be refunded by Fortinet; provided that the non-conforming Software (and
all copies thereof) is first returned to Fortinet. The license granted respecting any Software for
which a refund is given automatically terminates immediately upon refund. For purpose of the
above hardware and software warranties, the term “functional specifications” means solely
those specifications authorized and published by Fortinet that expressly state in such specifi-
cations that they are the functional specifications referred to in this section 6 of this Agree-
ment, and, in the event no such specifications are provided to you with the Software or
Hardware, there shall be no warranty on such Software.

7. Disclaimer of Other Warranties and Restrictions.

EXCEPT FOR THE LIMITED WARRANTY SPECIFIED IN SECTION 6 ABOVE, THE PROD-
UCT AND SOFTWARE ARE PROVIDED "AS-IS" WITHOUT ANY WARRANTY OF ANY KIND
INCLUDING, WITHOUT LIMITATION, ANY IMPLIED WARRANTY, IMPLIED OR EXPRESS
WARRANTY OF MERCHANTABILITY, OR WARRANTY FOR FITNESS FOR A PARTICULAR
PURPOSE AND NON-INFRINGEMENT. IF ANY IMPLIED WARRANTY CANNOT BE DIS-
CLAIMED IN ANY TERRITORY WHERE A PRODUCT IS SOLD, THE DURATION OF SUCH
IMPLIED WARRANTY SHALL BE LIMITED TO NINETY (90) DAYS FROM THE DATE OF
ORIGINAL SHIPMENT FROM FORTINET. EXCEPT AS EXPRESSLY COVERED UNDER
THE LIMITED WARRANTY PROVIDED HEREIN, THE ENTIRE RISK AS TO THE QUALITY,
SELECTION AND PERFORMANCE OF THE PRODUCT IS WITH THE PURCHASER OF
THE PRODUCT. NOTWITHSTANDING ANYTHING TO THE CONTRARY, THE HARDWARE
WARRANTY PERIOD DISCUSSED ABOVE DOES NOT APPLY TO CERTAIN FORTINET
PRODUCTS, INCLUDING FORTITOKEN WHICH HAS A 365 DAY WARRANTY FROM THE
DATE OF SHIPMENT FROM FORTINET'S FACILITIES, AND THE SOFTWARE WARRANTY
DOES NOT APPLY TO CERTAIN FORTINET PRODUCTS, INCLUDING FORTIGATE-ONE
AND VDOM SOFTWARE. YOU HEREBY ACKNOWLEDGE AND AGREE THAT NO VEN-
DOR CAN ASSURE COMPLETE SECURITY AND NOTHING HEREIN OR ELSEWHERE
SHALL BE DEEMED TO IMPLY A SECURITY GUARANTEE OR ASSURANCE. The warranty
in Section 6 above does not apply if the Software, Product or any other equipment upon which
the Software is authorized to be used (a) has been altered, except by Fortinet or its authorized
representative, (b) has not been installed, operated, repaired, updated to the latest version, or
maintained in accordance with instructions supplied by Fortinet, (c) has been subjected to
abnormal physical or electrical stress, misuse, negligence, or accident; (d) is licensed for beta,
evaluation, donation, testing or demonstration purposes or for which Fortinet does not charge
a purchase price or license fee. In the case of beta, testing, evaluation, donation or free Soft-
ware or Product, the end user acknowledges and agrees that such Software or Product may
contain bugs or
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errors and could cause system failures, data loss and other issues, and the end user agrees
that such Software or Product is provided “as-is” without any warranty whatsoever, and Forti-
net disclaims any warranty or liability whatsoever. An end user’s use of evaluation or beta
Software or Product is limited to thirty (30) days from original shipment unless otherwise
agreed in writing by Fortinet.

8. Governing Law.

Any disputes arising out of this Agreement or Fortinet’s limited warranty shall be governed by
the laws of the state of California, without regard to the conflict of laws principles. In the event
of any disputes arising out of this Agreement or Fortinet’s limited warranty, the parties submit
to the jurisdiction of the federal and state courts located in Santa Clara County, California, as
applicable.

9. Limitation of Liability.

TO THE MAXIMUM EXTENT PERMITTED BY LAW AND NOTWITHSTANDING ANYTHING
TO THE CONTRARY, FORTINET IS NOT LIABLE UNDER ANY CONTRACT, NEGLIGENCE,
TORT, STRICT LIABILITY, INFRINGEMENT OR OTHER LEGAL OR EQUITABLE THEORY
FOR ANY LOSS OF USE OF THE PRODUCT OR SERVICE OR ANY DAMAGES OF ANY
KIND WHATSOEVER, WHETHER DIRECT, SPECIAL, INCIDENTAL OR CONSEQUENTIAL
(INCLUDING, BUT NOT LIMITED TO, DAMAGES FOR LOSS OF GOODWILL, LOSS OF
PROFIT, LOSS OF OPPORTUNITY, LOSS OR DAMAGE RELATED TO USE OF THE PROD-
UCT OR SERVICE IN CONNECTION WITH HIGH RISK ACTIVITIES, DE-INSTALLATION
AND INSTALLATION FEES AND COSTS, DAMAGE TO PERSONAL OR REAL PROPERTY,
WORK STOPPAGE, COMPUTER FAILURE OR MALFUNCTION, COMPUTER SECURITY
BREACH, COMPUTER VIRUS INFECTION, LOSS OF INFORMATION OR DATA CON-
TAINED IN, STORED ON, OR INTEGRATED WITH ANY PRODUCT INCLUDING ANY
PRODUCT RETURNED TO FORTINET FOR WARRANTY SERVICE) RESULTING FROM
THE USE OF THE PRODUCT, RELATING TO WARRANTY SERVICE, OR ARISING OUT OF
ANY BREACH OF THE LIMITED WARRANTY IN SECTION 6 ABOVE, EVEN IF FORTINET
HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. THE SOLE REMEDY
FOR A BREACH OF THE LIMITED WARRANTY IS REPAIR, REPLACEMENT OR REFUND
OF THE DEFECTIVE OR NONCONFORMING PRODUCT AS SPECIFICALLY STATED IN
SECTION 6 ABOVE.

10. Import / Export Requirements; FCPA Compliance.

You are advised that the Products may be subject to the United States Export Administration
Regulations and other import and export laws; diversion contrary to United States law and reg-
ulation is prohibited. You agree to comply with all applicable international and national laws
that apply to the Products as well as end user, end-use, and destination restrictions issued by
U.S. and other governments. For additional information on U.S. export controls see
www.bis.doc.gov. Fortinet assumes no responsibility or liability for your failure to obtain any
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necessary import and export approvals, and Fortinet reserves the right to terminate or sus-
pend shipments, services and support in the event Fortinet has a reasonable basis to suspect
any import or export violation. You represent that neither the United States Bureau of Industry
and Security nor any other governmental agency has issued sanctions against you or other-
wise suspended, revoked or denied your export privileges. You agree not to use or transfer the
Products for any use relating to nuclear, chemical or biological weapons, or missile technol-
ogy, unless authorized by the United States Government by regulation or specific written
license. Additionally, you agree not to directly or indirectly export, import or transmit the Prod-
ucts contrary to the laws or regulations of any other governmental entity that has jurisdiction
over such export, import, transmission or use. Furthermore, you represent that you under-
stand, and you hereby agree to comply with, all requirements of the U.S. Foreign Corrupt
Practices Act and all other applicable laws. For beta, testing, evaluation, donation or free
Products and/or related services, you hereby agree, represent and warrant to Fortinet that (a)
receipt of the Products and/or services comply with all policies and you have obtained all nec-
essary approvals for such Products and/or services, (b) the Products and/or services are not
provided in exchange for Fortinet maintaining current business or for new business opportuni-
ties, and (c) the Products and/or services are not being received for the benefit of, and are not
being transferred to, any government entity, representative or affiliate.

11. U.S. Government End Users.

The Software and accompanying documentation are deemed to be "commercial computer
software" and "commercial computer software documentation,” respectively, pursuant to
DFAR Section 227.7202 and FAR Section 12.212, as applicable. Any use, modification, repro-
duction, release, performance, display or disclosure of the Software and accompanying docu-
mentation by the United States Government shall be governed solely by the terms of this
Agreement and shall be prohibited except to the extent expressly permitted by the terms of
this Agreement and its successors.

12. Tax Liability.

You agree to be responsible for payment of any sales or use taxes imposed at any time on this
transaction.

13. General Provisions.

Except as specifically permitted and required in section 5 (“Transfer”) above, you agree not to
assign this Agreement or transfer any of the rights or obligations under this Agreement without
the prior written consent of Fortinet. This Agreement shall be binding upon, and inure to the
benefit of, the successors and permitted assigns of the parties. The United Nations Conven-
tion on Contracts for the International Sales of Goods is expressly excluded. This Agreement
and other Fortinet agreements may be amended or supplemented only by a writing that refers
explicitly to the agreement signed on behalf of both parties, or, for this Agreement, as other-
wise expressly provided in the lead-in above Section 1 above, provided, notwithstanding any-
thing to the contrary and except for this Agreement which may be amended or updated as
expressly provided in the lead-in above Section 1 above, for any amendment or other agree-



ment to be binding on Fortinet, such amendment or other agreement must be signed by Forti-
net's General Counsel. No waiver will be implied from conduct or failure to enforce rights nor
effective unless in a writing signed on behalf of the party against whom the waiver is asserted.
If any part of this Agreement is found unenforceable, that part will be enforced to the maximum
extent permitted and the remainder shall continue in full force and effect. You acknowledge
that you have read this Agreement, understand it, and agree to be bound by its terms and con-
ditions.

14. Privacy.

For information regarding Fortinet’s collection, use and transfer of your personal information
please read the Fortinet privacy policy on the Fortinet web site (http://www.fortinet.com/abou-
tus/privacy.html).

15. Open Source Software.

Fortinet’s products may include software modules that are licensed (or sublicensed) to the
user under the GNU General Public License, Version 2, of June 1991 (“GPL") or GNU Lesser
General Public License, Version 2.1, of February 1999 (“LGPL") or other open source soft-
ware licenses which, among other rights, permit the user touse, copy, modify and redistribute
modules, or portions thereof, and may also require attribution disclosures and access to the
source code ("Open Source Software"). The GPL requires that for any Open Source Software
covered under the GPL, which is distributed to someone in an executable binary format, that
the source code also be made available to those users. For any Open Source Software cov-
ered under the GPL, the source code is made available on this CD or download package. If
any Open Source Software licenses require that Fortinet provide rights to use, copy or modify
a Open Source Software program that are broader than the rights granted in this agreement,
then such rights shall take precedence over the rights and restrictions herein. Fortinet will pro-
vide, for a charge reflecting our standard distribution costs, the complete machine-readable
copy of the modified software modules. To obtain a complete machine-readable copy, please
send your written request, along with a check in the amount of US $25.00, to General Public
License Source Code Request, Fortinet, Inc., 899 Kifer Rd, Sunnyvale, CA 94086 USA. In
order to receive the modified software modules, you must also include the following informa-
tion: (a) Name, (b) Address, (c) Telephone number, (d) E-mail Address, (e) Product purchased
(if applicable), (f) Product Serial Number (if applicable). All open source software modules are
licensed free of charge. There is no warranty for these modules, to the extent permitted by
applicable law. The copyright holders provide these software modules “AS-1S” without war-
ranty of any kind, either expressed or implied. In no event will the copyright holder for the open
source software be liable to you for damages, including any special, incidental or consequen-
tial damages arising out of the use or inability to use the software modules, even if such holder
has been advised of the possibility of such damages. A full copy of this license, including addi-
tional open source software license disclosures and third party license disclosures applicable
to certain Fortinet products, may obtained by contacting Fortinet's Legal Department at
legal@fortinet.com.
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GNU GENERAL PUBLIC LICENSE GNU GENERAL PUBLIC LICENSE
Version 2, June 1991
Copyright (C) 1989, 1991 Free Software Foundation, Inc.
59 Temple Place, Suite 330, Boston, MA 02111-1307 USA
TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIFICATION

This License applies to any program or other work which contains a notice placed by the copy-
right holder saying it may be distributed under the terms of this General Public License. The
"Program", below, refers to any such program or work, and a "work based on the Program"
means either the Program or any derivative work under copyright law: that is to say, a work
containing the Program or a portion of it, either verbatim or with modifications and/or trans-
lated into another language. (Hereinafter, translation is included without limitation in the term
"modification".) Each licensee is addressed as "you". Activities other than copying, distribution
and modification are not covered by this License; they are outside its scope. The act of run-
ning the Program is not restricted, and the output from the Program is covered only if its con-
tents constitute a work based on the Program (independent of having been made by running
the Program). Whether that is true depends on what the

Program does.

1. You may copy and distribute verbatim copies of the Program's source code as you receive
it, in any medium, provided that you conspicuously and appropriately publish on each copy an
appropriate copyright notice and disclaimer of warranty; keep intact all the notices that refer to
this License and to the absence of any warranty; and give any other recipients of the Program
a copy of this License along with the Program. You may charge a fee for the physical act of

transferring a copy, and you may at your option offer warranty protection in exchange for a fee.

2. You may modify your copy or copies of the Program or any portion of it, thus forming a work
based on the Program, and copy and distribute such modifications or work under the terms of
Section 1 above, provided that you also meet all of these conditions:

a) You must cause the modified files to carry prominent notices stating that you changed the
files and the date of any change.

b) You must cause any work that you distribute or publish, that in whole or in part contains or is
derived from the Program or any part thereof, to be licensed as a whole at no charge to all
third parties under the terms of this License.

c) If the modified program normally reads commands interactively when run, you must cause
it, when started running for such interactive use in the most ordinary way, to print or display an
announcement including an appropriate copyright notice and a notice that there is no warranty
(or else, saying that you provide a warranty) and that users may redistribute the program

under these conditions, and telling the user how to view a copy of this License. (Exception: if
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the Program itself is interactive but does not normally print such an announcement, your work
based on the Program is not required to print an announcement.) These requirements apply to
the modified work as a whole. If identifiable sections of that work are not derived from the Pro-
gram, and can be reasonably considered independent and separate works in themselves,
then this License, and its terms, do not apply to those sections when you distribute them as
separate works. But when you distribute the same sections as part of a whole which is a work
based on the Program, the distribution of the whole must be on the terms of this License,
whose permissions for other licensees extend to the entire whole, and thus to each and every
part regardless of who wrote it.. Thus, it is not the intent of this section to claim rights or con-
test your rights to work written entirely by you; rather, the intent is to exercise the right to con-
trol the distribution of derivative or collective works based on the Program. In addition, mere
aggregation of another work not based on the Program with the Program (or with a work
based on the Program) on a volume of a storage or distribution medium does not bring the
other work under the scope of this License.

3. You may copy and distribute the Program (or a work based on it, under Section 2) in object
code or executable form under the terms of Sections 1 and 2 above provided that you also do
one of the following:

a) Accompany it with the complete corresponding machine-readable source code, which must
be distributed under the terms of Sections1 and 2 above on a medium customarily used for
software interchange; or,

b) Accompany it with a written offer, valid for at least three years, to give any third party, for a
charge no more than your cost of physically performing source distribution, a complete
machine-readable copy of the corresponding source code, to be distributed under the terms of
Sections 1 and 2 above on a medium customarily used for software interchange; or,

¢) Accompany it with the information you received as to the offer to distribute corresponding
source code. (This alternative is allowed only for noncommercial distribution and only if you
received the program in object code or executable form with such an offer, in accord with Sub-
section b above.)

Source code for a work means the preferred form of the work for making modifications to it.
For an executable work, complete source code means all the source code for all modules it
contains, plus any associated interface definition files, plus the scripts used to control compila-
tion and installation of the executable. However, as a special exception, the source code dis-
tributed need not include anything that is normally distributed (in either source or binary form)
with the major components (compiler, kernel, and so on) of the operating system on which the
executable runs, unless that component itself accompanies the executable. If distribution of
executable or object code is made by offering access to copy from a designated place, then
offering equivalent access to copy the source code from the same place counts as distribution
of the source code, even though third parties are not compelled to copy the source along with
the object code.



4. You may not copy, modify, sublicense, or distribute the Program except as expressly pro-
vided under this License. Any attempt otherwise to copy, modify, sublicense or distribute the
Program is void, and will automatically terminate your rights under this License. However, par-
ties who have received copies, or rights, from you under this License will not have their
licenses terminated so long as such parties remain in full compliance.

5. You are not required to accept this License, since you have not signed it. However, nothing
else grants you permission to modify or distribute the Program or its derivative works. These
actions are prohibited by law if you do not accept this License. Therefore, by modifying or dis-
tributing the Program (or any work based on the Program), you indicate your acceptance of
this License to do so, and all its terms and conditions for copying, distributing or modifying the
Program or works based on it.

6. Each time you redistribute the Program (or any work based on the Program), the recipient
automatically receives a license from the original licensor to copy, distribute or modify the Pro-
gram subject to these terms and conditions. You may not impose any further restrictions on
the recipients' exercise of the rights granted herein. You are not responsible for enforcing com-
pliance by third parties to this License.

7. If, as a consequence of a court judgment or allegation of patent infringement or for any
other reason (not limited to patent issues), conditions are imposed on you (whether by court
order, agreement or otherwise) that contradict the conditions of this License, they do not
excuse you from the conditions of this License. If you cannot distribute so as to satisfy simulta-
neously your obligations under this License and any other pertinent obligations, then as a con-
sequence you may not distribute the Program at all. For example, if a patent license would not
permit royalty-free redistribution of the Program by all those who receive copies directly or
indirectly through you, then the only way you could satisfy both it and this License would be to
refrain entirely from distribution of the Program.

If any portion of this section is held invalid or unenforceable under any particular circum-
stance, the balance of the section is intended to apply and the section as a whole is intended
to apply in other circumstances.

It is not the purpose of this section to induce you to infringe any patents or other property right
claims or to contest validity of any such claims; this section has the sole purpose of protecting
the integrity of the free software distribution system, which is implemented by public license
practices. Many people have made generous contributions to the wide range of software dis-
tributed through that system in reliance on consistent application of that system; it is up to the
author/donor to decide if he or she is willing to distribute software through any other system
and a licensee cannot impose that choice.

This section is intended to make thoroughly clear what is believed to be a consequence of the
rest of this License.

8. If the distribution and/or use of the Program is restricted in certain countries either by pat-
ents or by copyrighted interfaces, the original copyright holder who places the Program under
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this License may add an explicit geographical distribution limitation excluding those countries,
so that distribution is permitted only in or among countries not thus excluded. In such case,
this License incorporates the limitation as if written in the body of this License.

9. The Free Software Foundation may publish revised and/or new versions of the General
Public License from time to time. Such new versions will be similar in spirit to the present ver-
sion, but may differ in detail to address new problems or concerns. Each version is given a dis-
tinguishing version number. If the Program specifies a version number of this License which
applies to it and "any later version”, you have the option of following the terms and conditions
either of that version or of any later version published by the Free Software Foundation. If the
Program does not specify a version number of this License, you may choose any version ever
published by the Free Software Foundation.

10. If you wish to incorporate parts of the Program into other free programs whose distribution
conditions are different, write to the author to ask for permission. For software which is copy-
righted by the Free Software Foundation, write to the Free Software Foundation; we some-
times make exceptions for this. Our decision will be guided by the two goals of preserving the
free status of all derivatives of our free software and of promoting the sharing and reuse of
software generally.

NO WARRANTY

11. BECAUSE THE PROGRAM IS LICENSED FREE OF CHARGE, THERE IS NO WAR-
RANTY FOR THE PROGRAM, TO THE EXTENT PERMITTED BY APPLICABLE LAW.
EXCEPT WHEN OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR
OTHER PARTIES PROVIDE THE PROGRAM "AS IS" WITHOUT WARRANTY OF ANY
KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PUR-
POSE. THE ENTIRE RISK AS TO THE QUALITY AND PERFORMANCE OF THE PRO-
GRAM IS WITH YOU. SHOULD THE PROGRAM PROVE DEFECTIVE, YOU ASSUME THE
COST OF ALL NECESSARY SERVICING, REPAIR OR CORRECTION.

12. IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRIT-
ING WILL ANY COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MAY MODIFY AND/
OR REDISTRIBUTE THE PROGRAM AS PERMITTED ABOVE, BE LIABLE TO YOU FOR
DAMAGES, INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL
DAMAGES ARISING OUT OF THE USE OR INABILITY TO USE THE PROGRAM (INCLUD-
ING BUT NOT LIMITED TO LOSS OF DATA OR DATA BEING RENDERED INACCURATE
OR LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR A FAILURE OF THE PRO-
GRAM TO OPERATE WITH ANY OTHER PROGRAMS), EVEN IF SUCH HOLDER OR
OTHER PARTY HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.



GNU | ESSER GENERAL PUBLIC LICENSE

Version 2.1, February 1999
Copyright (C) 1991, 1999 Free Software Foundation, Inc.
59 Temple Place, Suite 330, Boston, MA 02111-1307 USA
TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIFICATION

0. This License Agreement applies to any software library or other program which contains a
notice placed by the copyright holder or other authorized party saying it may be distributed
under the terms of this Lesser General Public License (also called "this License"). Each
licensee is addressed as "you".

A "library" means a collection of software functions and/or data prepared so as to be conve-
niently linked with application programs (which use some of those functions and data) to form
executables.

The "Library", below, refers to any such software library or work which has been distributed
under these terms. A "work based on the Library" means either the Library or any derivative
work under copyright law: that is to say, a work containing the Library or a portion of it, either
verbatim or with modifications and/or translated straightforwardly into another language.
(Hereinafter, translation is included without limitation in the term "modification”.)

"Source code" for a work means the preferred form of the work for making modifications to it.

For a library, complete source code means all the source code for all modules it contains, plus
any associated interface definition files, plus the scripts used to control compilation and instal-
lation of the library.

Activities other than copying, distribution and modification are not covered by this License;
they are outside its scope. The act of running a program using the Library is not restricted, and
output from such a program is covered only if its contents constitute a work based on the
Library (independent of the use of the Library in a tool for writing it). Whether that is true
depends on what the Library does and what the program that uses the Library does.

1. You may copy and distribute verbatim copies of the Library's complete source code as you
receive it, in any medium, provided that you conspicuously and appropriately publish on each
copy an appropriate copyright notice and disclaimer of warranty; keep intact all the notices
that refer to this License and to the absence of any warranty; and distribute a copy of this
License along with the Library. You may charge a fee for the physical act of transferring a
copy, and you may at your option offer warranty protection in exchange for a fee.

2. You may modify your copy or copies of the Library or any portion of it, thus forming a work
based on the Library, and copy and distribute such modifications or work under the terms of
Section 1 above, provided that you also meet all of these conditions:
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a) The modified work must itself be a software library.

b) You must cause the files modified to carry prominent notices stating that you changed the
files and the date of any change.

¢) You must cause the whole of the work to be licensed at no charge to all third parties under
the terms of this License.

d) If a facility in the modified Library refers to a function or a table of data to be supplied by an
application program that uses the facility, other than as an argument passed when the facility
is invoked, then you must make a good faith effort to ensure that, in the event an application
does not supply such function or table, the facility still operates, and performs whatever part of
its purpose remains meaningful.

These requirements apply to the modified work as a whole. If identifiable sections of that work
are not derived from the Library, and can be reasonably considered independent and separate
works in themselves, then this License, and its terms, do not apply to those sections when you
distribute them as separate works. But when you distribute the same sections as part of a
whole which is a work based on the Library, the distribution of the whole must be on the terms
of this License, whose permissions for other licensees extend to the entire whole, and thus to
each and every part regardless of who wrote it. Thus, it is not the intent of this section to claim
rights or contest your rights to work written entirely by you; rather, the intent is to exercise the
right to control the distribution of derivative or collective works based on the Library. In addi-
tion, mere aggregation of another work not based on the Library with the Library (or with a
work based on the Library) on a volume of a storage or distribution medium does not bring the
other work under the scope of this License.

3. You may opt to apply the terms of the ordinary GNU General Public License instead of this
License to a given copy of the Library. To do this, you must alter all the notices that refer to this
License, so that they refer to the ordinary GNU General Public License, version 2 instead of to
this License. (If a newer version than version 2 of the ordinary GNU General Public License
has appeared, then you can specify that version instead if you wish.) Do not make any other
change in these notices.

Once this change is made in a given copy, it is irreversible for that copy, so the ordinary GNU
General Public License applies to all subsequent copies and derivative works made from that
copy. This option is useful when you wish to copy part of the code of the Library into a program
that is not a library.

4. You may copy and distribute the Library (or a portion or derivative of it, under Section 2) in

object code or executable form under the terms of Sections 1 and 2 above provided that you

accompany it with the complete corresponding machine-readable source code, which must be
distributed under the terms of Sections 1 and 2 above on a medium customarily used for soft-
ware interchange.



If distribution of object code is made by offering access to copy from a designated place, then
offering equivalent access to copy the source code from the same place satisfies the require-
ment to distribute the source code, even though third parties are not compelled to copy the
source along with the object code.

5. A program that contains no derivative of any portion of the Library, but is designed to work
with the Library by being compiled or linked with it, is called a "work that uses the Library".
Such a work, in isolation, is not a derivative work of the Library, and therefore falls outside the
scope of this License.

However, linking a "work that uses the Library" with the Library creates an executable that is a
derivative of the Library (because it contains portions of the Library), rather than a "work that
uses the library". The executable is therefore covered by this License. Section 6 states terms
for distribution of such executables.

When a "work that uses the Library" uses material from a header file that is part of the Library,
the object code for the work may be a derivative work of the Library even though the source
code is not.

Whether this is true is especially significant if the work can be linked without the Library, or if
the work is itself a library. The threshold for this to be true is not precisely defined by law.

If such an object file uses only numerical parameters, data structure layouts and accessors,
and small macros and small inline functions (ten lines or less in length), then the use of the
object file is unrestricted, regardless of whether it is legally a derivative work. (Executables
containing this object code plus portions of the Library will still fall under Section 6.) Otherwise,
if the work is a derivative of the Library, you may distribute the object code for the work under
the terms of Section 6. Any executables containing that work also fall under Section 6,
whether or not they are linked directly with the Library itself.

6. As an exception to the Sections above, you may also combine or link a "work that uses the
Library" with the Library to produce a work containing portions of the Library, and distribute
that work under terms of your choice, provided that the terms permit modification of the work
for your own use and reverse engineering for debugging such modifications. You must give
prominent notice with each copy of the work that the Library is used in it and that the Library
and its use are covered by this License. You must supply a copy of this License. If the work
during execution displays copyright notices, you must include the copyright notice for the
Library among them, as well as a reference directing the user to the copy of this License. Also,
you must do one of these things:

a) Accompany the work with the complete corresponding machine-readable source code for
the Library including whatever changes were used in the work (which must be distributed
under Sections 1 and 2 above); and, if the work is an executable linked with the Library, with
the complete machine-readable "work that uses the Library", as object code and/or source
code, so that the user can modify the Library and then relink to produce a modified executable
containing the modified Library. (It is understood that the user who changes the contents of
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definitions files in the Library will not necessarily be able to recompile the application to use
the modified definitions.)

b) Use a suitable shared library mechanism for linking with the Library. A suitable mechanism
is one that (1) uses at run time a copy of the library already present on the user's computer
system, rather than copying library functions into the executable, and (2) will operate properly
with a modified version of the library, if the user installs one, as long as the modified version is
interface-compatible with the version that the work was made with.

¢) Accompany the work with a written offer, valid for at least three years, to give the same user
the materials specified in Subsection 6a, above, for a charge no more than the cost of per-
forming this distribution.

d) If distribution of the work is made by offering access to copy from a designated place, offer
equivalent access to copy the above specified materials from the same place.

e) Verify that the user has already received a copy of these materials or that you have already
sent this user a copy. For an executable, the required form of the "work that uses the Library"
must include any data and utility programs needed for reproducing the executable from it.
However, as a special exception, the materials to be distributed need not include anything that
is normally distributed (in either source or binary form) with the major components (compiler,
kernel, and so on) of the operating system on which the executable runs, unless that compo-
nent itself accompanies the executable. It may happen that this requirement contradicts the
license restrictions of other proprietary libraries that do not normally accompany the operating
system. Such a contradiction means you cannot use both them and the Library together in an
executable that you distribute.

7. You may place library facilities that are a work based on the Library side-by-side in a single
library together with other library facilities not covered by this License, and distribute such a

combined library, provided that the separate distribution of the work based on the Library and
of the other library facilities is otherwise permitted, and provided that you do these two things:

a) Accompany the combined library with a copy of the same work based on the Library,
uncombined with any other library facilities. This must be distributed under the terms of the
Sections above.

b) Give prominent notice with the combined library of the fact that part of it is a work based on
the Library, and explaining where to find the accompanying uncombined form of the same
work.

8. You may not copy, modify, sublicense, link with, or distribute the Library except as expressly
provided under this License. Any attempt otherwise to copy, modify, sublicense, link with, or
distribute the Library is void, and will automatically terminate your rights under this License.
However, parties who have received copies, or rights, from you under this License will not
have their licenses terminated so long as such parties remain in full compliance.



9. You are not required to accept this License, since you have not signed it. However, nothing
else grants you permission to modify or distribute the Library or its derivative works. These
actions are prohibited by law if you do not accept this License. Therefore, by modifying or dis-
tributing the Library (or any work based on the Library), you indicate your acceptance of this

License to do so, and all its terms and conditions for copying, distributing or modifying the
Library or works based on it.

10. Each time you redistribute the Library (or any work based on the Library), the recipient
automatically receives a license from the original licensor to copy, distribute, link with or mod-
ify the Library subject to these terms and conditions. You may not impose any further restric-
tions on the recipients' exercise of the rights granted herein. You are not responsible for
enforcing compliance by third parties with this License.

11. If, as a consequence of a court judgment or allegation of patent infringement or for any
other reason (not limited to patent issues), conditions are imposed on you (whether by court
order, agreement or otherwise) that contradict the conditions of this License, they do not
excuse you from the conditions of this License. If you cannot distribute so as to satisfy simulta-
neously your obligations under this License and any other pertinent obligations, then as a con-
sequence you may not distribute the Library at all. For example, if a patent license would not
permit royalty-free redistribution of the Library by all those who receive copies directly or indi-
rectly through you, then the only way you could satisfy both it and this License would be to
refrain entirely from distribution of the Library.

If any portion of this section is held invalid or unenforceable under any particular circum-
stance, the balance of the section is intended to apply, and the section as a whole is intended
to apply in other circumstances.

It is not the purpose of this section to induce you to infringe any patents or other property right
claims or to contest validity of any such claims; this section has the sole purpose of protecting
the integrity of the free software distribution system which is implemented by public license
practices. Many people have made generous contributions to the wide range of software dis-
tributed through that system in reliance on consistent application of that system; it is up to the
author/donor to decide if he or she is willing to distribute software through any other system
and a licensee cannot impose that choice. This section is intended to make thoroughly clear
what is believed to be a consequence of the rest of this License.

12. If the distribution and/or use of the Library is restricted in certain countries either by pat-
ents or by copyrighted interfaces, the original copyright holder who places the Library under
this License may add an explicit geographical distribution limitation excluding those countries,
so that distribution is permitted only in or among countries not thus excluded. In such case,
this License incorporates the limitation as if written in the body of this License.

13. The Free Software Foundation may publish revised and/or new versions of the Lesser
General Public License from time to time. Such new versions will be similar in spirit to the
present version, but may differ in detail to address new problems or concerns. Each version is
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given a distinguishing version number. If the Library specifies a version number of this License
which applies to it and "any later version", you have the option of following the terms and con-
ditions either of that version or of any later version published by the Free Software Founda-
tion. If the Library does not specify a license version number, you may choose any version
ever published by the Free Software Foundation.

14. If you wish to incorporate parts of the Library into other free programs whose distribution
conditions are incompatible with these, write to the author to ask for permission. For software
which is copyrighted by the Free Software Foundation, write to the Free Software Foundation;
we sometimes make exceptions for this. Our decision will be guided by the two goals of pre-
serving the free status of all derivatives of our free software and of promoting the sharing and
reuse of software generally.

15. The warranty disclaimer contained in Sections 11 and 12 of the preceding GPL License is
incorporated herein.



Audience

About This Guide

This preface includes the following sections:

® Audience

® Purpose

Audience

This guide is for network administrators who are implementing FortiConnect to manage secure User and
Device connectivity on their networks. FortiConnect works alongside Wireless Controllers, LAN
Switches, NAC Systems, Firewalls and other Network Enforcement devices which provide the captive
portal and enforcement point for User connectivity and Smart Connect functionality for onboarding
devices.

Purpose

The FortiConnect Installation and Configuration Guide describes how to install and configure the
FortiConnect appliance. It describes the simple initial installation of the appliance via CLI and the
configuration and administration of the FortiConnect Portal through the web-based interface.
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FortiConnect Concepts

Welcome to FortiConnect

FortiConnect is a complete provisioning, management, and reporting system that provides temporary
network access for guests, visitors, contractors, consultants, or customers. FortiConnect works
alongside Wireless Controllers, LAN Switches, NAC Systems, Firewalls and other Network Enforcement
devices which provide the captive portal and enforcement point for User access.

FortiConnect allows any user with privileges to easily create temporary User accounts and sponsor

those users for network access. FortiConnect performs full authentication of sponsors, the users who
create accounts, and allows sponsors to provide account details to the User by printout, email, or SMS.
The entire experience, from user account creation to network access, is stored for audit and reporting.

When User accounts are created, they are stored within the built-in database on the FortiConnect
server. When using FortiConnects built-in database, external network access devices, such as the
Wireless LAN Controller, can authenticate users against FortiConnect using the RADIUS (Remote
Authentication Dial In User Service) protocol.

FortiConnect provisions the User account for the amount of time specified when the account is
created. Upon expiry of the account, FortiConnect either deletes the account or sends a RADIUS
message which notifies the controller of the amount of valid time remaining for the account before
the controller should remove the user.

FortiConnect provides vital network access accounting by consolidating the entire audit trail from
account creation to actual use of the account so that reports can be performed through a central
management interface.

FortiConnect Concepts

FortiConnect makes use of a number of terms to explain the components needed to provide User access.

The Guest/User

The Guest/User is the person who needs an account to access the network. A Guest or a User normally
accesses the network using their own device, connecting to a wired or wireless hotspot provided by an
organization. They normally have their browser connection redirected to a portal where they can login
by the Network Enforcement Device. Throughout the documentation you will see references to a Guest
or a User whereas these are essentially the same person.
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FortiConnect Concepts

Sponsor

The sponsor user is the person who creates the User account. This person is often an employee of the
organization that provides the network access. Sponsors can be specific individuals with certain job
roles, or can be any employee who can authenticate against a corporate directory such as Microsoft
Active Directory (AD).

Admin

The admin user is the administrator who configures and maintains the FortiConnect appliance.

Network Enforcement Device

These devices are the network infrastructure components that provide the network access.
Additionally, network enforcement devices are responsible for pushing Users to a captive portal where
they can enter their account details. The captive portal can sit on either the Network Enforcement
Device, or FortiConnect. When a User enters his or her temporary user name and password, the network
enforcement device checks those credentials against the accounts created by the FortiConnect.

FortiConnect

FortiConnect ties together all the pieces of User access. FortiConnect links the sponsor creating the
account, the account details passed to the User, the User authentication against the network
enforcement device, and the network enforcement device’s verification of the User with the
FortiConnect. Additionally, FortiConnect consolidates accounting information from network
enforcement devices to provide a single point of User access reporting from who created the account,
to when the User accessed the network and exactly what they did while on the network.
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Installing FortiConnect on VMware

Installing FortiConnect

FortiConnect is supported on the following platforms:

® VMware virtual machine
® Microsoft Hyper-V
® SA200, SA250 and SA2000

The following sections walk you through installing FortiConnect on each of these platforms using the
FortiConnect ISO image available in the download section of the Support Portal.

Note: PLEASE NOTE THAT FortiConnect 14.10 CAN ONLY BE UPGRADED FROM FortiConnect RELEASES
13.10 and 14.2

Installing FortiConnect on VMware

FortiConnect can be installed into a VMware virtual machine. The following platforms are supported for
install

ESX 3.5

ESX 3.5i

ESX 4.x

ESX 4.xi

ESX 5.xi

Workstation 5.0 or later (only supported for evaluation and demonstration purposes only)
Server 1.0 or later

Fusion 2.0 or later (only supported for evaluation and demonstration purposes only)

Microsoft Hyper V on Windows 2008 or later

Note: Install steps are for VMware ESX 4.0 update 1. Installation steps on other VMware platforms may
differ slightly but the general settings for the virtual machine should be followed.

Note: Don't use the 'easy install’' option in VMware Workstation, please select ‘custom install
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Installing FortiConnect on VMware

1. Login to your ESX server using the vSphere client.

!':','- VMware vSphere Client

vmware

VMware vSphere®

Client

To directly manage a single host, enter the IP address or host name.
To manage multiple hosts, enter the IP address or name of a
vCenter Server.

IF address [ Mame: || j

User name: I

Password: I

™ use Windows session credentials

Login Close Help

2. Using the vSphere client copy the FortiConnect ISO file to a Datastore on the Host VMware Server.
3. From the drop down menus on the vSphere client go File -> New -> Virtual Machine.
4. From here, select Custom to customize the build and click on Next >.
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Installing FortiConnect on VMware

5. Name the virtual machine appropriately and click on Next.
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Installing FortiConnect on VMware

Create New Yirtual Machine

Name and Location
Speofy a name and location for this virtual madhine
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Installing FortiConnect on VMware

6. Select a Datastore to install to and click on Next.

Create New ViFtual I

Storage Virtual Machine Version: 8

Guest Operating System £
Netivork 228,75 GB 144,74 GB 88.26 GB VMFS3 Suppaorte
Create a Disk

Ready to Complete

7. Select Virtual Machine Version 8 and click on Next.
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Installing FortiConnect on VMware

8. Select Linux - Red Hat Enterprise Linux 5 (32-bit) and click on Next.
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Installing FortiConnect on VMware

New Virtual Machine

Guest Operating System
Spedfy the guest operating system to use with this virtual machine

9. Choose 2 for the amount of Virtual Cores and click on Next.
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Installing FortiConnect on VMware

10. Select a Memory Size of a minimum 4Gb.
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Installing FortiConnect on VMware

11. Choose to Connect 1 NIC (Choose adapter VMXNET 3 from the drop down menu) and then click on
Next.
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Installing FortiConnect on VMware

12. Leave the SCSI controller as default then click on Next.
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Installing FortiConnect on VMware

ew Virtual Machine

SCSI Controller ¥irtual Machine Version: 8
Which SCST controller type would you ke to use?

Select a Disk
Ready to Complete

13. Select Create new virtual disk and click on Next.
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Installing FortiConnect on VMware

Create New Virtual Machine

Select a Disk Virtual Machine Version: 8

_tb | _sooe [ netz | com |

14. Choose a Disk size with a minimum of 50Gb (test and lab environments), minimum 100Gb for live
environments (thin provisioning recommended where necessary) and select Store with the virtual
machine and click on Next. Thin provisioning may be selected, however this does have a
performance penalty.
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Installing FortiConnect on VMware

Create Hew Virtual Machine

Create a Disk Virtual Machine Version: &
Spedify the virtual disk size and provisioning policy

15. Select the Virtual device node to be SCSI (0:0) and click on Next.
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Installing FortiConnect on VMware

16. Select the Edit The Virtual Machine before completion and click on Continue.
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Y Create New Virtual Machine

Ready to Complete

Click Finish to start a task that wil oreate the new wirtual machine

Installing FortiConnect on VMware

—loj x|

Virtual Machine Version: 8

Configuration

Mame and Location

Storage

virtual Machine Yersion
rd rati fSlEm

Memory

Metwork

Create & Digk
Advanoed Cotions
Ready to Complete

Settings for the new virtual machine:

Mame:
Host/Clugten
Drataston:

Guest O5:

CPUs:

Memaory:

MNICs:

MIC 1 Nebwork:
MIC 1 Type:
SCEl Controllen
Create disk:
Disk capadity:
Disk provisioning:
Datastore:
Virtual Device Node
Disk mode:

Identity Manager 14.2.0
localhost.locidomair
datastonzl

Red Hat Enterprize Linwe 5 {32-bit)
1

1024 MB

1

WM Network

VMXMET 3

L=l LogicParallel

Mew wirtual disk

B0 GB

Thin Provision
datasbonal

SCSI(0=0)

Persistent

¥ Edit the virtual machine settings before completion

/1y Creation of the virtual machine (VM) does not indude automatic instaliation of the guest operating

system. Install 3 guest 05 on the WM after creating the VM.

e |

sh:klﬂmilnl

concel_|

4

17. Remove the floppy device by selecting the New Floppy on the hardware list and click on Remove.
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Installing FortiConnect on VMware

Identity Manager 14.2.0 - Virtual Machine Properties

#E Memory (adding) 1024 MB

@ crus (adding) 1

£} video card (adding) Video card

= VMO device (adding) Restricted
New CD/OVD (adding) Client Device

New SCSI Controller (add..  LSI Logic Parallel
B New NIC (adding) VM Network
&= MNew Hard Disk (adding) Virtual Disk

18. Set CD/DVD to the datastore ISO file you uploaded in Step 1 by selecting the New CD/DVD on the
hardware list, and on the right hand menu select Datastore I1SO and browse to the file. Once chosen,
click on Connect at power on.
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Installing FortiConnect on VMware

virtual Machine Properties

Memory (adding)

CPUs (adding)

Video card (adding)

VMO device (adding)

New CD/DVD (adding)
Mew SCSI Controller (add...
New NIC (adding)

Mew Hard Disk (adding)

19. Right click and select power on to power up your virtual machine.

20. Go to the console tab.
21. At the boot prompt type “vmware” and hit enter.
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Helcome to the Meru Connect 14.1H.H Installation Proce

To install on a B appliance type '=aZBA’ thenm press {ENT

To install on a 58 appliance type "sa?58' then press <ENT

To install SAZEARA appliance type "saZBBA’ then C{ENTER>.
To install az a UMware guest type "weware' then press <ENT

To install as as Hyper-U guest type "hyper-v' them press

0600 06 300 0 IEYIRIN T NI 60 -0 30 0 -6 -0- -0 - -3 -0

Wwill r 3 all existing information from the hard disks in the computer.
e make sure there is wnothing that pou need from the he isk before

eding. There 15 no way of retrieving data after this ] has run.

e B e e e e e e e e e e e e el e e e e e e W e e e e LR R g B i R

22. The install can take around 5-10 minutes and may appear to pause at times. When the login prompt

appears installation is complete.

Installing on Microsoft Hyper-V

FortiConnect can be installed on Microsoft Hyper-V.

1. Open up Hyper-V manager as shown in the screenshot below
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File Ackion Weew Halp

w1 Bm

& Hyper-¥ Manager|
B8 R7I0-HYPERY

g e s Manaer provices e ook and ol ormeslon piu Con wes b manage & ikl s

Intraduction

e

A wriuakasbon sarver w8 phymcal don

moured o un vrioal machines Teu

oy e My’ Manager o omate, mrltur and rarage e el machines on 8 WiuslZaon serssr

¥iou can use vitual machines 10 wn difeeent workdnads . Each vinual machine rns in an solaied eseoution
aTvionment, which givies you the Sedlty Lo run Sfernt operaling srsters and apckcalions on one pryscal

T

b

B Connect to Server..
Wibw *

B rew

2. To bring up the New Virtual Machine Wizard, click on New underneath the Actions column and

select virtual machine.
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This wizard helps you create a virtual machine. ¥ou can use virtual machines in place of physical
computers for a variety of uses. You can use this wizard to configure the virtual machine now, and
you can change the configuration later using Hyper-V Manager.

To create a virtual machine, do one of the folowing:

= Click Finish to create a virtual machine that is configured with default values,
« Click Mext to create a virtual machine with a custom configuration,

[] Do not show this page again

-:Frt'.'-:»_:SJl_lHl? || Finish H Cancel I

3. Click on Next to create a virtual machine with a custom configuration.
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Choose a name and location for this virtual madhine,

The name is displayed in Hyper-V Manager. We recommend that you use a name that helps you easily
identify this virtual machine, such as the name of the guest operating system or workdoad,

Name: [IDM 14.2.0) |

You can areate a folder or use an existing folder to store the virtual machine. If you don't select a
fobder, the virtual machine is stored in the default folder configured for this server,

[[] stere the virtual machine in a different location

Liocation: iC:%wﬁamWﬁanHyw-‘i\ | |_I:'r:u- S .,

& If wou plan to take snapshots of this virtual madhine, select a locaton that has enough free
space. Snapshots indude viriual machine data and may require a large amount of space

4. Choose a name and location for the virtual machine and then click on Next.
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Assign Memory
Before You Begin Specify the amount of memory to allocate to this wirtual madhine, You can spedfy an amount from &
% ) ME through 92148 MB, Ta improve performance, spedfy more than the minimum amount recommended
Specfy Name and Location for the operating system.

Startupmemory: | 1024] MB

Connect Virtual Hard Disk
Installation Onki oﬂﬂmmdedd:hunmm“myhmhammm,mﬂhhmmhtﬂdh

use the virtual machine and the operating system that it will run.

-:Preﬂm:” Next > || Finish H Cancel

5. Select the amount of memory you wish to allocate to your virtual machine, a minimum of 4GB is
recommended, and then click on Next.
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ﬁ Configure Networking

Before You Begn Each new virtual machine indudes a network adapter, You can configure the network adapter touse a
Specify | S il virtual switch, or it can remain disconnected,

Assign Memory Connection: |New Virtual Switch “|
| cConfigure tietworkng |

Instalation Options
Summary

| <previos || Mext> || Fnsh || cancel

6. The Connection is set to your default switch, click on Next.
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Connect Virtual Hard Disk

A virtual machine requires storage so that you can install an operating system. You can spedfy the
storage now or configure it later by modifying the virtual machine's properties.

®) Create a virtual hard disk
Use this option to create a dynamically expanding virtual hard disk with the default format (VHD).

Name: [Identity Manager 14.2.0.vhdx |
Location: |(:\Users\Public\Documents\Hyper-¥\Virtual Hard Disks| | mg...
Size: GB (Mavimum: 64 TE)

() Use an existing virtual hard disk
Lise this option to attach an existing virtual hard disk, either VHD or VHDX format,

Locabon: |CriUsers\Public\Documents\Hyper-¥\Wirtual Hard Disks Browse..

() Attach a virtual hard disk later
Uise this option to skip this step now and attach an existing virtual hard disk later.

7. Choose a Disk size with a minimum of 50Gb (test and lab environments), minimum 100Gb for live
environments (thin provisioning recommended where necessary), then click on Next to continue.
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Installation Options
Before You Begn You can instal an operating system now if you have access to the setup media, or you can instal it
Specfy Name and Location _—
Assign Memory ® Instal an operating system later
Configure Metworking () Install an operating system from a boot CO/DVD-ROM
Connect Virtual Hard Disk Media
Summary ) Image fle [iso): |C:¥Jm1.hd'ni'istrator \Documents', Browse,, |

() Install an operating system from a boot floppy disk

Miedia

virtual floppy disk [ wfd): | Browse,, | [\'&

(2 Install an operating system from a network-based installation server

8. Ensure that the Install an operating system later option is checked then click on Next.
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ﬁ Completing the New Virtual Machine Wizard

Before You Begin You have successfully completed the New Virtual Machine Wizard. You are about to aeate the
Specify Hame and Location oloving virtual machine.
i Description:
Configure Metworking Marme; Identity Manager 14.2.0
e  Virhuesl Hard Disk Memary: 1024 MB
Metwark: Mesi Wi tusal Switch
Instaliation Options Hard Disk: €1 \Users\Public\Documents Hyper -V ual Hard DisksIdentity Manager 14.2.0.

SUmMMary Operating System: Wil be instaled at a later time

3l " >

To areate the virtual machine and dose the wizard, dick Finish.

s | e || concd |

9. You have now finished creating your virtual machine, click on Finish to continue.

10. You will now see your virtual machine listed in Virtual Machines column, right click on your
machine and click on the Settings option.

11. You will be presented with the settings screen as shown below.
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|Idmtl]r Manager 14.2.0 '-'[ 41 PG
2 Hardware -~ t’ DVD Drive
| Add Hardware
& BIos Select the controller and location on the contralier to attacdh the CDJOVD drive.
Boot from CD Confroller: Location:
B8 Memory |]I:ECmtruh1 V| |ﬂ(|1|.EJ W
1024 M8
=] n Processor Suceny
1 Virtual processar Specify the media to use with your virtual CD/OVD drive,
= Bl 1D Controller 0 O mone
s Hard Drive ® Image fie:

= B IDE Controller 1
{4 DVD Drive
idm-14.2.0is0
B 5051 Controller
® U Network Adapter
New Virtual Switch
¥ com1
None
¥ comz
Nene
i Diskette Drive
Mone
£ Management

Identity Manager 14.2.0.v...

|1 Mame

Identity Manager 14.2.0
|| Integration Services

Al services offered

12 Snapshot File Location
Ba Smart Paging Fie Location

1P Automatic Start Action
Restart if previously nunning

C: \ProgramDataMicrosoft\Win...

C: \ProgramData MicrosoftWin...

W

[c;umummahrmunmsm—mz.u.im |

() Phyysicsl CD/OVD drive:
Drive T:"  w

To remove the virtual CDJOVD drive from this virtual machine, dick Remove,

12. To select and install your FortiConnect image file, click on the DVD Drive option underneath the
IDE Controller 1 section in the Hardware column.

13. To the right of the screen, select the Image file check box and browse to the required iso image.
14. Right click on your virtual machine and click on the Start option.
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% |dentity Manager 14.2.0 on R710-HYPERV - Virtual Machine Connection | = | © I3
File Action Media Clipboard View Help
8 0@O®0 N B

Welcome to the Mern Identity Manager 14.2.0 Inste

install on a SAZ0D appliance type "= 0" then press <{ENTER>.
To install on a 3AZ50 appliance type *“saZ250° then press <ENTER>.
To install on a SA2000 appliance type 'sa2000’ then press <ENTER>.
To install as a UMware guest type 'umware’ then press (ENTER>.
To install as as Hyper—U guest type *“hyper—v’ then press

B el 1 1 & I o L L e e

will remove all existing information from the hard di in the computer.
: : iz nothing that you need from the isk before
f trieving data after

! hyper-w

Status: Running —_ Il‘t

15. Install FortiConnect by typing in hyper-v and hitting return.

16. The install can take around 5-10 minutes and may appear to pause at times. When the login prompt
appears installation is complete.

Installing FortiConnect on
SA200/S5A250/SA2000

To install the FortiConnect onto a SA200/SA250 or SA2000 appliance you need to image the appliance to
factory defaults, you can download the system image ISO from the support portal and burn this file to a
blank CD-ROM.

e Burn an image with Windows 7 - To do this you can get the relevant info from
http://windows.microsoft.com/en-GB/windows/Burn-a-CD-or-DVD-from-an-ISO-file . For other
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versions of Windows, third-party disk burning tools may be required.

e Burn an image with Linux - For Linux right-click the image file and select Write to disk.

Once you have the system image on a bootable CD, you can perform the following steps to install the
system image onto the SA200/5SA250/SA2000.

1. Perform the installation over a serial console connection, attach a console management cable to the
serial port on the back of the appliance. From the computer to which the serial cable is attached,
run a terminal emulation program with settings set to: 115200 baud, 8 data bits, no parity, 1 stop
bit, no flow control.

» To connect using a Windows computer you will require a terminal application (e.g. PuTTY
http://www.chiark.greenend.org.uk/~sgtatham/putty/)

« To connect using a Linux computer you may use a GTKTerm. Depending on the distribution you
use your user may have to be joined to the "dialout” group.

2. Once you have connected to the SA200/SA250/SA2000 appliance, insert the bootable CD into an
external CD-ROM drive and attach it to the a one of the USB ports on the appliance.

Generic external USB CDROM drives can be used. The following drives have been tested and work
correctly:

o Samsung External DVD Writer SE-5084
e Lite On DVD ROM eTDU-108
e Lenovo 43N3264 External USB DVD Writer

3. Power on the appliance. If the appliance is already started, switch it off and then switch it on again.

4. The appliance should now boot from the CD-ROM drive and the initial install is displayed as shown
below.
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Helcome to the Meru Connect 14.18.8 Imnstallation Process

inzstall on 288 appliance type "saZBB”° then press <{ENTER:.
install 1 SAZ5H appliance type 'sa258° then press <ENTER>:.
install HBE appliance type '"=aZ?BBB’ then press <{ENTER:.
install as UMuare guest type wadare then press <{ENTER:.
install as as Hyper-VU guest type "hyper-v’ then press (ENTER>.

B B B b LTV TN o -0 BB B 4 34

Thi r % ixisting information from the hard disks in the computer.
there 1 nothing that you need from the | i di: ]
iz no way of retrieving data after this proc

T o T 0 0 o 0 S o S A 0 T 0 Ao SO 0 -

boot :

5. At the Initial Installation, run the installation according to the method you are connected to the
appliance:

e If you are installing on a SA200 type sa200 and press <Enter>.
« If you are installing on a SA250 type sa250 and press <Enter>.
o If you are installing on a SA2000 type sa2000 and press <Enter>.

Note: Some models of CDROM will ’go to sleep’ too quickly after the menu is displayed. If this happens
you will see the following confirmation dialog. Press <Enter> twice to continue installation.
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Welcome to Meru Identity Manager

Unable to download the kickstart file. Please modify the
kickstart parameter below or press Cancel to proceed as an
interactive installation.

cdrom: /ks-sa20008. cfg]

$----4
| OK |

alze

Summary:
Install Starting +

tarting install process. This may

5 5
take several minutes. ..

Total
Comple+
Remaini

7. When theinstall image is successfully transferred, the system reboots automatically as shown below.
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iding termination =signals...done
ing kill signals done
dizabling swa)
Aimp
inmounting |

- misc done

reboot | ||.1_|

8. The CD-ROM automatically ejects from the appliance.

Note: Some top-loading CDROM drives may not eject correctly following install. If this occurs, you
will see an initial boot screen again as the CD is reread. It is safe to remove the CD manually
and restart the server using the power switch.

9. The FortiConnect appliance boots and runs the final setup of the image automatically. The imaging
process is complete when the login is displayed as shown below.

Meru Conmect 14.18.8

localho=t login:

10. Continue to the instructions in the System Setup chapter to complete the installation.
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Command Line Configuration

System Setup

FortiConnect is administered using a web interface over either HTTP or HTTPS, or via the FortiConnect
CLI. However, after initial installation, the system needs to be configured through the CLI to provide
the networking configuration for the appliance so it can be accessed via the web interface to perform
other admin tasks.

This chapter includes the following sections:

Command Line Configuration

Installing the Product License and Accessing the Administration Interface
Setup Wizard

Configuring Network Settings

Date and Time Settings

Configuring SSL Certificates

Configuring Administrator Authentication

Command Line Configuration

To perform an initial configuration of the FortiConnect perform the following steps:

® Change the root password

® (Configure IP Address and Default Gateway so that the appliance can be accessed on the network.

Initial Login

When logging in for the first time after initial installation, or after re-imaging the appliance, you need
to set up a password for the root user.

1. Connect to the command line interface using either a keyboard and monitor connection to the
appliance, or serial console connection.

2. Login as the root user. The login user name for the console is root as shown below.
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Initial Login

Meru Connect 14.18.8

localhost login: root
fou are reguired to chamge your password immediately (root enforced)
MNew UNIX password:

3. Change the password at the root prompt. Type a password and then confirm the password by re-
entering it at the prompt. Once completed you will be presented with the CLI Administration Menu
as shown below.

Note: Fortinet recommends using a strong password that is not based on a dictionary word, has a
minimum of 6 characters, and contains at least 4 different characters.

Administration Menu

fibout

Network Settings
fiuthentication

Date & Time Settings
Troublezhooting
Certificates

Upgrade

Restore Backup
Shutdown ~ Reboot
Logout

Option:
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About

About

From the CLI Administration Menu, you can check your system information by selecting menu option
1. This will bring up the screen below.

software: Meru Conmect 14.18.8.8 Build Y54
Flatform: vmware

IP Address: 192.168.137 .28

Hostname: localhost.localdomain

Serial Humber: UMware-56 4d b3 Bc ac Se ee 18-9c d3 f8 4f ab de 56 f5

Gystem ID: ce?4-4745-a4d3-8fa?-ab6393-38d4f -b6e91-Becas-7344-9166

Disk space: 356G total, 326G free

x) Exit to main menu

Option:
From here we can see the following:-
» Software - Version of FortiConnect
» Platform - Platform installed on.
o IP Address - IP Address of FortiConnect
* Hostname - Hostname
» Serial Number - Serial Number of FortiConnect
o System ID - System ID of FortiConnect
« Disk space - Total disk space and disk space free

Press X to exit out of the screen
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Network Settings

To allow the appliance to be accessed on the network, you need to configure the IP address and default
gateway for the first interface on the appliance (ethO or NIC1). To configure these details, perform the
following steps.

1. Using either a keyboard and monitor connection to the appliance, or serial console connection,
authenticate to the command line interface as shown below. The username for the console is root
and the password is the one you have previously configured.

Meru Connect 14.18.8

localhost login:

2. You will be then presented with the CLI Administration Menu screen as show below, select menu
option 2 to configure the Network Settings.
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Administration Menu

About

Network Settings
Anthentication

Date & Time Settings
Troublezhooting

Certificates
Upgrade

Resztore Backup
Shutdown ~» Reboot
Logout

Option:

3. Choose from the numbered menu options which interface you would like to enter the network
settings for, see below.

Change ethl IF Aaddress 12 . 1668 .137 .281
ethld Subnet Mask [2% 55.£55 .81
q aateway . 134.£1
= ' [19£.168.
Change DHS Server 2 [1]
Enable [IPwh [disabledl

Exit to main menu

Option:

« Select option number 1 to change the ethO IP Address

e Select option number 2 to change the ethO Subnet Mask

o Select option number 3 to change the Default Gateway

« Select option number 4 to change the DNS Server 1 Address

o Select option number 5 to change the DNS Server 2 Address (if a secondary DNS server is
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configured on the network)
o Select option number 6 to enable IPv6 and change the settings (see step 6 on how to do this)
« To apply the changes press A
o Select X to Exit to the main menu

4. When an option has been selected, you can enter the new settings as shown below and then press
Enter once complete.

Networks Settings

Change ethB IF Address [192.168.137.281
Change ethB Submet Mask [255.255.255.81
Change Default Gateway [192.168.137.21
Change DN3 Serwver 1 [192.168.137.21
Change DN3 Serwver Z [1

Enable IPv6 [dizabled]

Exit to main menu

Option: 1
Enter new IP Address [192.168.137.2Z81:

5. You will then be asked whether you wish to proceed with the changes, press A on your keyboard to
proceed and a restart of your services will commence (press X on your keyboard to cancel this).

6. If you selected option number 6 to change IPv6 settings then you will be presented with the screen
below and notice that IPv6 isnow enabled.
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Hetworks Settings

. YOU MUST APPLY ETHB CHANG

ge ethd IFP Address 12 . 168.137.
ge ethd Subnet M 255,255,255,
ige De 1t Gateway [ 7
Change DHN: erver 1 [192.168.
1 ruer 2 [
[enabled]l
[]
¢ Length L[b4l

Apply ethd Changes [IF Address » Subnet Mask ~ Default Gateway]l
Exit to main menu

Option:

» Select option 7 to enter the IPv6 Address
o Select option 8 to enter the IPv6 Prefix Length

» Select option 9 to enter the IPv6 Gateway

Once an option has been selected you can enter the details as shown on the screenshot above and press
Enter

Alternatively, select option 6 to disable IPv6

Note: If you select one of the above options but do not wish to change any settings, hit Enter on your
keyboard and you will return to the menu without any changes.

Authentication

Select the Authentication option to change root passwords on FortiConnect and change the
Administration Admin password.

1. From the CLI Administration Menu select option 3 as shown below.
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Administration Menu

NHetwork Settings
Authentication

Date & Time Settings
Troubleshooting

Certificates
Upgrade

Restore Backup
Shutdown ~ Reboot
Logout

Option:

2. Select option 1 to change the root password on the appliance, enter the new password and then
confirm.

Authentication

t Admin Interface Admin User Password
to main menu

Option: 1
Are you re? (ysml: y

Hew UNIX password:

3. Select option 2 to Reset the Administration Interface Admin User Password, press Y to reset back
to default settings.
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1) Change Koot Fa ord

L Admin Interface Admin User

L to malin menu

Option: 2
Are you sure? (y-snd:

Or press X to return to the main menu.

Pazssword

Date and Time Settings

Date and Time Settings

Changing the Date and Time Settings on FortiConnect

1. To change the Date and Time Settings on FortiConnect select option 4 from the CLI Administration

Menu
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Administration Menu

Network Settings
Authentication

Date & Time Settings
Troubleshooting

Certificates
Upgrade

Restore Backup
Shutdown ~» Reboot
Logout

Option:

2. From the menu options shown below, you can change the Date and Time Settings

Date & Time Settings

Current local time 2813-H6-18 H6:28:15

1) Set Timezone [America-Los_fngeles]
2) 3et Time [B6:28:151

3) 3et Date [2813-B6-181

X) Exit to main menu

Option:

3. Select menu option 1 to set the timezone for FortiConnect.
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e lect Timezone [page

asAbid jan

shlgiers
Asmera

shurg
3L

b |
ville

s Lome J41) Afr asLuanda

zselection H) Hext Page

Option [type choice & press enterl:

« Select your geographical location using the numbers provided and press Enter. Navigate through
the Continents and Cities by clicking on N to see the next page.

Services will now restart on your machine so the settings can be implemented.

4. Select menu option 2 to set the Time of the FortiConnect.

Date & Time Settings

Current local time Z2813-86-18 B6:29:49

1) Set Timezone [fimerica-Los_fingeles]
2) 3et Time [B6:29:491]

3) 3et Date [Z2B13-86-181

X) Exit to main menun

Option: 2
Enter new time (hh:mm:s=s) [B6:29:491]1:

» Enter your required time and press Enter, the time will set automatically.

5. Select menu option 3 to set the Date for FortiConnect.
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Date & Time Settings

Current local time Z2813-86-18 B6:31:Z28

1) Set Timezone [fimerica-Los_fingeles]
2) 3et Time [B6:31:281

3) 3et Date [ZB13-86-181

X) Exit to main menun

Option: 3
Enter new date (yyyy-mm-4dd) [Z2B13-B6-181:

« Enter the Date you require and press Enter and the date will set automatically.

Select X to return to the main menu.

Trouble Shooting

The CLI Administration Menu allows you access to a Troubleshooting menu.

1. From the CLI Administration Menu as shown below select option 5.
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Administration Menu

About

NHetwork Settings
Authentication

Date & Time Settings
Troubleshooting

Certificates
Upgrade

Restore Backup
Shutdown ~ Reboot
Logout

Option:

This will bring up the CLI Troubleshooting menu as shown below.

Fing, DNs Lookup and Traceroute

Show Routing Tahble

show 3System Processes [Type g to exitl]
Show S5Se CEe

Enter Engin ng Mode

Clear Allowed IP Addresses
Show Critical Alerts
ar Hoot FPassword and Fower 0Off
nd Disk Space
*1t to main menu

2. From the CLI Troubleshooting menu, select option 1 to open the Ping, DNS Lookup and Traceroute
menu.
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Trouble Shooting

Ping, DNS Lookup and Traceroute

1) Ping

21 DNS Lookup

3) Traceroute

X) Exit to previous menu

Option:

3. To ping a device select option 1 Ping.

Ping, DN5S Lookup and Tracerownte

1)
&) +
3) Traceroute

%) Exit to previous menu

Option: 1
IPvd Address ~» IPvb Address ~ Domain Mame to Ping:

4. Enter either the IPv4, IPv6 or the Domain Name of the device to ping and press Enter. Your ping
results will appear.

5. To perform a DNS Lookup select option 2 DNS Lookup.
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Fing, DNS Lookup and Traceroute

DNS Lookup
Traceroute
Exit to previous menu

Option: 2
IPv4 Address ~ IPvb Address ~ Domain Name to lookup in DNS:

6. Enter either the IPv4, IPv6 or the Domain Name to lookup in DNS and press Enter. Your DNS Lookup
results will appear.

7. To perform a Traceroute select option 3 Traceroute

Ping, DMN5S Lookup and Traceroute

1) Ping

2) DNS Lookup

3) Traceroute

X) Exit to previous menu

Option: 3
IPv4 Address ~» IPuvb Address ~ Domain Mame to Traceroute:

8. Once complete press X to return to the previous menu.

9. From the CLI Troubleshooting menu, select option 2 to Show a Routing Table. Press enter to return
to the Troubleshooting menu.
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Return to previous menu

Option:

Window irtt Iface

H ethH
A ethA
H ethHd

10. From the CLI Troubleshooting menu, select option 3 to Show System Processes. Press g to quit from
this screen and then press X to return to the Troubleshooting menu.

PiEBIED up 42 min, 1 user, load average: B.9Z, B.77,

95 total, |

1.8:
total,
total,

N

L1 W
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11. From the CLI Troubleshooting menu, select option 4 to Show Service Status. Press X to return to the

Troubleshooting menu.
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LGervice Status

crond started
d started

x) Return to previouz menu

Dption: _

12. From the CLI Troubleshooting menu, select option 5 to Enter Engineering Mode. Engineering mode
is provided so that technical support can help perform any low level debugging that is needed.

Troubleshooting

Ping, DNS Lookup and Traceroute

Show Routing Table

Show System Processesz [Type q to exit]
Show Service 3tatus

Enter Engineering Mode

Clear fAllowed IP fAddresses

Show Critical fAlerts

Clear Root Password and Power Off
Extend Disk Space

Exit to main menu

Option: 5

Engineering Client Code: elV8-ahHg-65a4
Enter Engineering Response Code:
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Trouble Shooting

13. From the CLI trouble shooting menu, select option 6 to Clear Allowed IP Addresses. Select y to
continue or n to cancel.

Troubleshooting

Ping, DN3 Lookup and Traceroute

Show Routing Table

Show System Processes [Type q to exit]]
Show Service Status

Enter Engineering Mode

Clear Allowed IP Addresszes

Show Critical Alerts

Clear Root Password and Power Off
Extend Disk Space

Exit to main menu

Option: b6
Are you sure? (y-sm):

14. From the CLI trouble shooting menu, select option 7 to Show Critical Alerts. A list of critical alerts
should be displayed. If there are no critical alerts you should see the screen as shown below.

Troublezhooting

= NO ALERTS TO DISPLAY =

Ping, DNS Lookup and Traceroute

Show Routing Table

Show System Processes [Type g to exitl
Show Service Status

Enter Engineering Mode

Clear Allowed IP Addresses

Show Critical Alerts

Clear Root Password and Power Off
Extend Disk Space

Exit to main menu

Dption:

Note: Option 8 - Clear Root Password and Power Off is for Fortinet internal use only and should not
be used.
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Root Password Reset

15. From the CLI trouble shooting menu, select option 9 to Extend Disk Space on your virtual machine.

ew disk found with BAG of space
‘four current free space is 7776
Tour total free space would increase to 857G

is process modif ies your disks conf iguration we require that the following
en before continuing:

a backup, and ensure this is stored om an external sustem
» a Hyper-U snapshot

The process will take some time, during which the system will not be available
for use.

Jo you wish to continue? (ysmd: y

Note: Add an additional physical disk in the server if the physical disk space is insufficient and then
select 9 to extend disk space in your virtual machine.

16. If disk space is found you will be then advised to take the relevant snapshots before continuing.
Type N to exit and take a snapshot, or Y to continue.

Root Password Reset

In the rare occurrence you may need to reset your Root Password you will have to manually reboot
FortiConnect first.

1. Once you have rebooted press any key when you see the screen below.
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Root Password Reset

You will then see the screen as shown below.

GHU GRUB we on B.97 (638K lower - 184b6464K uwpper memory)

Meru ldentity Hanager
P 1 rec i (Serial)
ird<Monitor)
all

*

T and + keys to select which entry is highlighted.
enter to boot the lected 0S5 or 'p’ to enter a
ord to unlock the next set of features.

2. Use the arrow keys on your keyboard to highlight Password Recovery (Keyboard/Monitor) if using
a keyboard and monitor to connect, or highlight Password Recovery (Serial) if attached to an

appliance (SA200/5A250/2000)
Press Enter

4. Enter your new root password by following the instructions on the screen below.
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Certificates

Fassword Recovery Mode

Changing password for user root.
Hew UNDX po word
Retype new UNIX password:

5. Enter your new password and press enter.
6. Retype your new password and press enter.

You have now successfully changed your root password and will be returned to the root login prompt.

Certificates

Server Certificate administration can be managed within the CLI Administration Menu.

1. From the CLI Administration Administration Menu, select menu option 6.
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Certificates

Administration Menu

fibout

Network Settings
finthentication

Date & Time Settings
Troubleshooting

Certificates
Upgrade

Restore Backup
Shutdown » Reboot
Logout

Option:

2. To create a temporary certificate select option 1.

Certificates

e Temporary tif icate

erate Privat ey & Create Temporary Certificate
. to main menu

ption:

« The certificate will be automatically created and FortiConnect will reboot and return you to the
root login after. Further information on certificates and FortiConnect are explained later in the
documentation.

3. To Regenerate a Private Key and Create a Temporary Certificate select option 2.
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Upgrade

nerate Private Key & Create Temporary Certificate

. to main menu

ption:

« The Private Key will be regenerated and the certificate will be automatically created and the
FortiConnect will reboot and return you to the root login after. Further information on
certificates and the FortiConnect are explained later in the documentation.

Upgrade

From the CLI Administration menu you can perform an upgrade of FortiConnect. To allow this you must
have already uploaded the upgrade file to your FortiConnect appliance, this can be done via the
FortiConnect administration interface once you have logged on for the first time (Please see section
System Setup on how to log on and use FortiConnect Administration).

1. From the FortiConnect Administration Interface select Server and click on Upgrades as shown below.
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Upgrade

o,
sieEy > MU GO Admnaion

L it

2. Click on the browse button and select the upgrade file from your locally stored directory. The file
should upload automatically.

3. From the CLI Administration Menu select option 7.

Note: PLEASE NOTE THAT FORTICONNECT 14.10 CAN ONLY BE UPGRADED FROM Identity Manager
RELEASES 13.10 and 14.2

Note: The FortiConnect upgrade should be run when connected to the FortiConnect console, if
you run the upgrade via SSH please ensure network connectivity is maintained throughout
the duration of the upgrade, loss of connectivity may cause the upgrade to fail.

Note: IMPORTANT - DEPENDING ON THE AMOUNT OF DATA IN THE FORTICONNECT DATABASE THIS

UPGRADE PROCESS MAY TAKE A SHORT WHILE, PLEASE DO NOT ABORT THE PROCESS EVEN IF IT
DOESNT LOOK APPARENT THAT PROCESSES ARENT RUNNING
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Upgrade

Administration Menu

Network Settings
Authentication

Date & Time Settings
Troubleshooting

Certificates
Upgrade

Re=ztore Backup
Shutdown ~ Reboot
Logout

Option:

4. The file you uploaded in step 2 should now be displayed next to option 1 in the CLI Upgrade menu.
Select option 1 to perform the upgrade.

1) Run upgrade_11.1Z2.8.bin [ldewmtity Manager upgrade to 11.12.81]
%) Exit to main menu

Option: _

5. If performing an upgrade across a cluster of FortiConnect appliances you will be able to push the
upgrade across clusters, to do this go to Server --> Upgrades in the FortiConnect administration
interface as shown below.

6. Click on the Push to cluster button to sync between clusters.
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Restore Backup

7. Once synced you will see the icon change to green as shown below.

It i recommended that you take & Vieare snapshot before startng the upgrade process. This will allow recovery if the upgrade process is intermupted.

Fike Descrigtion ize (kb Mos tynced to chuster

-1, 10L0-buid-T3-vD1-upgrade.bin - Mery Cormect upgrade to 1410.0 40142730 7923def@%d71 20d898de611884271100 m

Restore Backup

From the CLI Administration Interface you can Restore a Backup.

1. From the CLI Administration Menu select option 8.

Administration Menu

fibout
Network Settings
Authentication
Date & Time Settings
Troubleshooting
Certificates
Upgrade
Restore Backup
Shutdown » Reboot

%) Logout

Option:
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Shut Down / Reboot

2. Select which backup you wish to restore and press enter.

store guesthackup_13.2£.8_ZA138Z85-17VH513.zip [£B13-B2-8B5 17:851
it to main menu

3. Press X to return to the main menu.

Shut Down / Reboot

From the CLI Administration Menu you can perform Shut Down and Reboot options of FortiConnect.

1. From the CLI Administration Menu select option 9.

© Fortinet System Setup 67



Shut Down / Reboot

Administration Menu

About

Network Settings
Anthentication

Date & Time Settings
Troublezhooting

Certificates
Upgrade

Resztore Backup
Shutdown ~» Reboot
Logout

Option:

2. Select menu option 1 to Shutdown FortiConnect, or menu option 2 to Reboot FortiConnect.

Shutdown ~» Reboot

1) Shutdown :
21 Reboot =
%) Exit to main menu

Option: _
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Logout

Logout

Logout of the CLI Administration Menu at any time by choosing X on the menu as shown below.

Administration Menu

About

Network Settings
Authentication

Date & Time Settings
Troubleshooting
Certificates

Upgrade

Restore Backup
Shutdown ~ Reboot
Logout

Option: _

Installing the Product License and Accessing the
Administration Interface

Before accessing the web administration interface of FortiConnect, you need to install a product
license.

This section describes the following:

® Obtain and Install a FortiConnect License

® Access the FortiConnect Interface.
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Obtain and Install a FortiConnect License

Obtain and Install a FortiConnect License

To obtain a product license please follow the intructions on the Entitlement Certificate that ships with
the product.

Access the FortiConnect Interface

1. If you have installed a license, the admin login is automatically displayed. Otherwise, open a web
browser to the FortiConnect Administration interface by entering the IP address that you configured
through the command line as the URL, followed by /admin :

o For HTTP access, open http://<Forticonnect_ip_address>/admin
e For HTTPS access, open https://<Forticonnect_ip_address>/admin

2. The FortiConnect Administration interface is displayed as shown below. This is the administrator
interface to the appliance.

3. Login as the admin user. The default user name/password for the admin console is admin/admin.
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http://winscp.net/

Setup Wizard

st [lll<]

ME,}I{ET\ &

Meru Connect Administration

141040

LG fimihi

Paysword;

Note: Fortinet recommends setting up SSL access and also to change the default admin user password
for security.

Note: Entering the FortiConnect Appliance IP address without the” /admin” as the URL brings up the
Sponsor Interface, details about the Sponsor Interface are detailed later in the document.

Setup Wizard

Getting started within FortiConnect is made easy using a Setup Wizard to help configure basic settings
before performing any other operations. This minimizes the need to restart the appliance later on.

1. Upon logging into the FortiConnect Administration Interface for the first time the SetupWizard will
automatically start as seen below.

Note: To access the Setup Wizard at anytime after exiting navigate to Home-->Setup Wizard

2. Click Next to continue.
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Setup Wizard

w ‘Welsamae Weliame o the Meru Cornect setup wizard
The wazsrd vl take pou through Dullding the basic configuration,

Sakect Meot to start the wizard.

Note: Clicking on the Exit button at anytime will exit the Setup Wizard and any changes made up
to that point will be saved.

3. The next step in the Setup Wizard allows you to change the Administrator Password, this must be
changed the first time you go through the setup wizard, the Administrator Password is the password
for the default admin account. Enter and repeat the new password, or simply leave blank if you wish
to keep the existing password.

Note: The password must be at least six characters and must contain at least four different characters

4. Click Next to continue
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Setup Wizard

W Wieloome 0 ir order ta continue the defaukt admin password must be changed naw.

W Administrator Password Adrmin Padivword: Confirmc

5. Now enter any DNS settings in the next step below, you will be required to enter :
o Hostname - Hostname of your server

« Domain - Domain name
e Primary DNS - IP address of Primary DNS server

» Secondary DNS - IP address of secondary DNS server

Note: If you don't setup a valid DNS server the setup process may take longer as DNS requests time out.
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Setup Wizard

W Welcome Hotrame: lecalhost

W Admirestrator Passwand Diomain: lecaldomain

W Netwark Primary OMS: 192.168.137.2
Secondary DM

6. Click Next to continue

7. You will then be required to enter in your Date/Time Settings as shown below, you can manually
enter your Date/Time Settings or use an NTP server.

Note: Upon changing the date and time settings you will be shown a pop up message saying "Please
wait, system services are being restarted”. The system is rebooting to allow the date and time
settings to take effect.
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Setup Wizard

NTR is usad to sutematically synchronize your server time, i your organization has its awn NTP sarvenfs) you should uwse them, if not

o Wiglcome
YOu Fay [ abde 1o use Servers from DETE w0 oo LAt ong,

' Acministrator Passwond
The sy=tern trmezane is used by the server admiristrators (& affects shel logins, system services and the dates displayed in log files)

of Merwark DatelTime
% Date/Time Settings . i o
System Date: 1 [=] pec [=] 20a[=] 1
03824
System Timezona: | Amencailos_Angeies [=]
NTP

Lise TP 1o sym System Date & Time;

NOTE: NTP is automatically used to synchronize server time. If your organization has your own NTP Server
(s) use them, if not you may be able to use server (s) from htp://www.pool.ntp.org.

» To Manually enter your Date/Time Settings - set the System Date using the Date Picker and
System Timezone from the drop down menu.

« To use an NTP Server - Click inside the check box Use NTP to sync System Date & Time: and
enter NTP server settings.

Click Next to continue

Then you can set up the Sponsor Authentication, below. Sponsors are users within your organization
who are responsible for offering access to guests. Sponsor Authentication settings determine how
these Sponsors are authenticated in FortiConnect.
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Setup Wizard

yf Wialcome Sponsors are users within your organisation who are respansible for offenng sccess to guests. Sponsor Authentication settings
detarming how these Sponsars are authenticated in the Meru Connect.

l'f Ackrninistrannr Passwond

whan the wizard is comlene you may specity adaitional authentication methods in the Sponsor Partal -» Authenticalion pags,
W Matwark

Authentication Type:  Micrgsof Active Directony -
l,f Dt/ Tims Satt ngs

Server

W Spensor Authentication

10. From the Authentication Type dropdown menu, select from the following methods of
Authentication (for the purpose of documentation the most popular methods have been captured
below) :

Microsoft Active Directory - Enter Hostname or IP Address. Upon entering this, click Next and you will
then be asked to enter more information

« Name - Server name

e Server - Server IP Address

« Domain - Server Domain Name

» Encryption - From the dropdown menu select the required encryption method.

e Base DN - Base DN information

With this information entered, click Next. You will then be prompted to enter the Search Credentials for
the Active Directory server. Enter the appropriate Username and Password for your Active Directory
server.

OpenLDAP - Enter Hostname or IP Address. Upon entering this, click Next and you will then be asked to
enter more information

¢« Name - Server name

e Server - Server IP Address
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Encryption - From the dropdown menu select the required encryption method.

Base DN - Base DN information

Novell eDirectory - Enter Hostname or IP Address

Name - Server name

Server - Server IP Address

Encryption - From the dropdown menu select the required encryption method.

Base DN - Base DN information

LDAP - Enter Hostname or IP Address

RADIUS -

Name - Server name

Server - Server IP Address

Encryption - From the dropdown menu select the required encryption method.

Base DN - Base DN information
Enter Hostname or IP Address

Name - Server name

Server - Server IP Address

Port - Port number

Secret - Secret information, and confirm.

Internal Sponsor Database

First name - First name of Sponsor to be created.
Last name - Last name of Sponsor to be created.
Email - Email Address of Sponsor to be created.
User Name - User Name of Sponsor to be created.
Password - Password and confirmation.

Click Add to Add Sponsor

11. Click Next to continue

Setup Wizard

Note: If Sponsor Authentication has already been set up, you will see the screen below.
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Setup Wizard

Setup Wizard

v weelome Create local Spordors who are permitted to iSsue guest actounts.

W' Administrator Passward

Lissrnams | First Mama | Surnams | Email | Groug |
W Matwark Mo sporsrs defined

W Date/Time Sattings
W Sponsar Authonticetien First Mame:

ticatior Last Mame
Ernail

LHername;

Paszward: Confirm:

12. Then you can setup User Authentication as per below, Users are authenticated by network devices
acting as a policy enforcement point in the network. These are normally the devices that intercept
the Users web requests and redirect them to a login page.
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Setup Wizard

o Wiglcome

o Aomirisirator Passwornd
o Metwark

o Date/Time Settings

J Spomzar Autnentication

W Guest Authentication

Gleests ane authenticated Dy network devioes adting as the policy enforosment point in the retwork, These are nanmally the devites
that intercept the gusts weh requets and redinsct them to a lagin page.

Mieru Connect supports authenticating the guests from these devices using RADIUS in the case of wirskess controllers, LAM switches,
firewalls st

Enter the details of the initial desics that you would like 1o autherticate the guests,

Hetwark Device Type: | RADILE 3
Herwdrk Device:

13. From the Network Device Type drop down menu, select which Authentication method you wish to

use:

RADIUS - Enter the network device's IP Address and click on Next to continue.

« Name - Enter the RADIUS Server name

e Network Device IP / mask - Enter the Network Devices Hostname or IP Address

e Secret - Enter the RADIUS Secret and confirm

o Type - From the drop down menu select the type of authentication device being used.

« Description - Enter any description necessary.

14. Click Next to complete

15. You have now completed the Setup Wizard, click on Close to exit.
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Configuring Network Settings

Configuring Network Settings

Any network settings not configured during the Setup Wizard can be setup at any time. To configure
remaining network settings follow the steps below:

1. From the administration interface, select Server > Network Settings from the left panel to go to
the Network Settings page. This page provides all the network settings that can be changed on
FortiConnect as shown below.

Metwork Settings

Hastname

Hoamnamee  locahast

Diomainc locakdomain,

=L'H]

Brmary DS (LFRLTRE R,

Secondary DNE:

IF Address TEL16R13720

Subnet Maske 2550552550

GatEEyT 1R A6E137 2
1Pul
Enalole:

You can change the following Network Settings:

« Hosthame—Assign the name of the appliance as defined in DNS (without DNS suffix).
« Domain—Enter the domain name for your organization (e.g. merunetworks.com).
e Primary DNS—Enter the IP address of the primary DNS server.

e Secondary DNS—Enter the IP address of the secondary DNS server.

IPv4 Addresses - Enter your IP Address settings for Networks using IPv4
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Date and Time Settings

o |IP Address—Modify the IP address on the appliance.

e Subnet Mask—Enter the corresponding subnet mask.

» Gateway—Modify the default gateway for the network to which the appliance is connected.
IPv6 Addresses - Click the Enable checkbox if your Network uses IPv6

o IP Address—Modify the IP address on the appliance.

o Prefix Length - From the drop down list select the Prefix Length.

« Gateway—Modify the default gateway for the network to which the appliance is connected.

2. Click the Save button to save the changes that you made.

Note: For any changes of the Network Settings to take effect FortiConnect requires a restart. Clicking
Save will initiate the restart process on FortiConnect within 60 seconds.

Date and Time Settings

Correct date and time are critical to FortiConnect as FortiConnect authenticates Users based upon the
time their accounts are valid. It is important for the time to be correct so that User accounts are
Activated and Expired at the correct time. If possible, Fortinet recommends using a Network Time
Protocol (NTP) server to synchronize the time and date.

1. From the administration interface, select Server > Date/Time Settings to display the Date/Time
Settings page as shown below.
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Date and Time Settings

Date/Time Settings

Date Teme

Cystoem Diata: 1 & o [F NMT‘:;
05cagdy

Sy:tem Timezone  Amercafos_Angeles -

MNTP

Lise NTP ne sy Sywtam Date & Tars:

2. Select the correct System Date and System Time for the location of your FortiConnect.
3. Select the correct System Timezone for the location of your FortiConnect.

4. Click the Save button to apply any changes.

Note: Changing the System Timezone automatically adjusts the date and time on the FortiConnect
appliance and during this time you will be alerted that the change is taking place by a notification
-"The application may not respond for a short time while your changes are applied”

5. If you have one, two or three NTP servers available on the network, click the Use NTP to set System
Date & Time checkbox.

Enter the IP address of each NTP server available into the fields provided.

Upon clicking the Save button, the system will automatically restart the services and start using
NTP.
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Access Restrictions

Access Restrictions

You can configure FortiConnect to restrict access to only certain IP address ranges for the
administration interface and the sponsor interface at any one time.

Administration Access

1. From the administration interface, select Server > Access Restrictions and click the
Administration tab as shown below.

Administration Sponsor

Allewiad IF Addrassas

1P Range

000,000 w

¢+ [al

i o

2. In the Allowed IP Addresses field, type a range of IP addresses that are allowed access to the
FortiConnect Administration interface, and apply a CIDR subnet range using the dropdown menu.

3. Click Add IP Range to add the addresses to the list.
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Sponsor Access

Note: Leaving the IP Range field blank allows all IP addresses to access the Administration interface,
if users have the required admin account permissions.

Sponsor Access

1. From the administration interface, select Server > Access Restrictions and click the Sponsor tab
as shown below.

Access Restrictions

Administration = Spensar

Allpwed IP Addresses

IP Range
Do w

2. Type the range of IP addresses that are allowed to access the Sponsor interface, and apply a CIDR
subnet range using the dropdown menu.

3. Click on Add IP Range to add them to the list.

Note: Leaving the IP Range field blank allows all IP addresses to access the Sponsor interface, if users
have the required sponsor account permissions.
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Configuring SSL Certificates

Configuring SSL Certificates

Both sponsors and administrators can access FortiConnect using either HTTP or HTTPS. For more secure
access Fortinet recommends using HTTPS.

This section describes the following:

Accessing FortiConnect Using HTTP or HTTPS
Generating Temporary Certificates/CSRs/Private Key

Downloading Certificate Files

Uploading Certificate Files

Accessing FortiConnect using HTTP or HTTPS

You can configure whether sponsors and administrators access the portal using HTTP, HTTP and
HTTPS, or HTTPS only.

1. From the administration interface, select Server > SSL Settings from the left panel to display the
SSL Settings page as shown below.
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Accessing FortiConnect using HTTP or HTTPS

S5L Setrings

HTTP and HTTPS  Sorver Certificate  Trusted CA& Certificates  Certficate Revocation Lists 551 Renegotiation

Allow Onily HTTPS
Mllow Only HTTR
@ Allow HTTPS and HTTP
Allow Onily HTTRS [with HTTP Redirected to HTTRS)

2. Click on the HTTP and HTTPS tab and select from one of the following options:

e Allow Only HTTPS—When selected, only allows HTTPS access to the sponsor and administration
interfaces of FortiConnect.

e Allow Only HTTP—When selected, only allows HTTP access to the sponsor and administration
interfaces of FortiConnect.

e Allow HTTPS and HTTP—When selected, allows both HTTPS and HTTP access to the sponsor and
administration interfaces of FortiConnect.

e Allow Only HTTPS (with HTTP Redirected to HTTPS)—When selected, allows sponsors and
administrators to access the portal with HTTPS only, however, sponsors and administrators are
redirected via HTTPS if using a standard HTTP connection.

3. When you have made your selection, click the Save button.
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Generating Temporary Certificates/CSRs/Private Key

Generating Temporary
Certificates/CSRs/Private Key

FortiConnect generates a default certificate when first installed. If you are planning on using HTTPS,

Fortinet strongly recommends generating a new temporary certificate and private key. When doing this,
a certificate signing request (CSR) is also generated that can be used to obtain a Certificate Authority
(CA) signed certificate.

1. From the administration interface, select Server > SSL Settings from the left hand menu.Select the
Server Certificate tab and click the Create CSR link from the section of the page as shown below
to bring up the Create CSR form shown below that.

S5L Setrings
HTTPand HTTPS  Sorver Cortiflcate  Trusted CA Certificates  Ceriificate Rewocation Lists 551 Renegotiation
Certificate Signing Request

Create CSR

Create Terngorany Cerificate froem C5R

Jerwe sl TSR
Drawniload

Doremnload Current 551 Certificate

Dipwnioad Cuerent 551 Private Kiy
Wplaad Certificate
Uplaad this Server's S5L Certificate: | Choose File | ya file chosen

Upload Certificate and Private Key

Uphoad this Serser's 5L Certificate Choose Fike | no file chosen

Upload this Server's 551 Private Key: | Choose File | ja file chosen

[ uplosd ] cancel ]

Create CSR Form
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Generating Temporary Certificates/CSRs/Private Key

Create CSR

HTTP and HTTP5  Server Cartificate  Trusted CA Certficates  Centificate Revocation Lists 550 Renggatiation

C5R

Common Mame [FODN or 1P Address);
Organization:

Ovganizatianal it {Sectian)

Locality (e.g. Cityl:

State of Provinge:

Country nired Kingdam Ll

Private Key Regeneration
warning: if you regenarate your privats ey your current certficate will be replaced by a self-signed tamporany certificats

Regenerale Private Key

2. Provide the details for the temporary certificate and CSR in the Create CSR form:

e« Common Name (FQDN or IP Address)—This is either the IP address of FortiConnect or the fully
qualified domain name (FQDN) for the FortiConnect appliance. The FQDN must resolve correctly
in DNS.

« Organization—The name of your organization or company.

« Organizational Unit (Section)—The name of the department or business unit that owns the
device.

o Locality (e.g. City)—The city where the server is located.
« State or Province—The state where the server is located.
e Country—Select the relevant country from the dropdown menu.

3. The Regenerate Private Key checkbox is optional and should be used if you think your existing
private key has been compromised. If you regenerate your private key, the current certificate is
invalidated and a new self-signed temporary certificate is generated using the new private key and
CSR. Select this option to regenerate a private key.

4. Click Create.
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Generating Temporary Certificates/CSRs/Private Key

5. The Certificate Signing Request page is again displayed as shown previously. If you chose to
regenerate the private key, services will be restarted to enable you to use the new certificate and
private key.

6. The Create Temporary Certificate from CSR and Download CSR options are now available as shown
below.

55L Settings

CZA Created
HTTPF and HTTPS  Sorver Cortificate  Trusted CA Cerbficates  Certificate Revocation Lists  S5L Renegatiation

Certificate Signing Request

Creats COF

Create Termporary Certificate from C5R
| el CGR

Daownload

Download Current 551 Certificaty

Do | g it S 51 Peivags i

Upload Certificate
Upload this Server's 551 Cermificate: L Chogse F_ﬁ!' _: Mo file chosen
Upload Certificate and Private Key

Upload this Server's S5L Certificate: Choose Fike Ha file chosen

Uphaad this Senver's S5L Private Key: | Choose File | na file chosen

7. Selecting Create Temporary Certificate from CSR generates a temporary certificate from the
previously requested Certificate Signing Request that you created in Steps 1 to 4.

8. You can download the CSR by clicking the Download CSR option as shown above. Once you have sent
the CSR to a Certificate Authority and obtained the CA-signed certificate in return, you can upload
it by following the instructions in the Uploading Certificate Files section.

Note: The installed and generated private keys are 2048 bits in length
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Downloading the Certificate

Downloading the Certificate

Fortinet strongly recommends backing up the certificate and private key. The certificate can be
downloaded from the administration interface for manual backup to a secure location.

1. From the administration interface, select Server > SSL Settings from the left hand menu. Open the
Server Certificate tab

2. Select Download Current SSL Certificate from the Download Certificate section of the page as
shown below.

HTTP and HTTPS  Server Cartificate  Trusied CA Certificates  Certificate Revocation Lists 551 Renegatiation

Certificate Signing Request

Creats CSR

Create Temporary Certificate from C5R
filcgd CGR

Deowwriload

Download Current 551 Certificate

Download Cusrent 551 Private Kay

e e L TS Y

Uplaad Certificate
Uphoad this Server’s 551 Certificate: | Choose Fil | ma file chosen
Upload Certificate and Private Key

Uphoad this Server's S5L Cermificate ‘_G"IDGSE File | ma file chosen

Upload this Server's 551 Private Key: | Choose Fike | b file chosen

3. Save the SSL Certificate to a secure backup location.
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Uploading Certificate and Private Key Files

Uploading Certificate and Private Key Files

FortiConnect provides a method of importing/uploading certificate files to the appliance. The Upload
Certificates option is used to install a CA-signed certificate or to restore Base 64 PEM format certificate

files previously backed up.

NOTE: You must upload certificate files in Base 64 PEM format or DER format. The certificate files are not
backed up as part of any backup process. You must manually back them up as described in Downloading

Certificate Files

1. From the administrationinterface, select Server > SSL Settings from the left hand menu. Select the
Server Certificate tab.

2. View the Upload Certificates section at the bottom of the page as shown below.

S5L Settings
HTTP and HTTPS  Sorver Cortifleata  Trusted CA Certificates  Certificate Rewocation Lkts  S5L Renggatiation
Certificate Signing Request

Create CSR

Creste Temgorary Cermificate from CSR

Jowm lGad CSR

Dawniload

Download Curmrent: 551 Certificate

S

doranload Cusrent 51 Private Ky

Uplaad Certificate
Upload this Sarver's S5L Certificate: | Choose Fe | yo file chosen
Upload Certificate and Private Key

Upload this Server's S5L Certificate Chioose Fil | Na file chosen

Upload this Server’s 551 Private Key: | thoose File | ya file chosen

[ upiosd ] cancel |

3. Click the Choose File button to locate the SSL Certificate file you want to upload and click the
Upload button.

4. If the private key have been created separately, then you can select them both from different
locations and upload them under the Upload Certificate and Private Key section on the same page.
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Uploading Trusted CA Certificates

WARNING -When uploading a certificate, it must match the private key installed.

Uploading Trusted CA Certificates

FortiConnect allows you to upload Trusted CA Certificates so that it can trust devices that it makes SSL
connections to.

1. From the FortiConnect interface select Server > SSL Settings and click on the Trusted CA
Certificates tab as below.

S5L Settings

HTTP and HTTPS  Server Certificate  Trusted CA Cortificates Certificate Revocation Lists 551 Renegotiation

Shawing 11007 19 G-I I8t I E
Certificate « * | Issued By & ¥ Expires & ¥ | |
D35t 3 Public Brimary Certificagion Authorify OZ-Aug-2028 ME5%509 '
a5 3 Public Primary Certificasion Autharity - G2 (c) 1998 VeriSign, nc, - Far autharized use 02-Aug-2028 00:55:50 i
o s
DigiCert High Assurande CA-3 DigiCert High Assuranoe EV 03-Apr-2022 01:00:00 o
Aot CA
DIEICEr High Assurance EW Bogt 04 10-Mow-2031 oo:occo0 | T
Entruzt Certification surtharity - L1C Entrust.net Certficaton 110:Dac- 2019 21:1354 ..
Authority (2048)
Ertryst nes Cortification Authosity 048] 2e-Dec-209EsT | W
Eritrust.niat Secure Server Certification Authongy 5-May-201817:30s0 W
Equifax Secure Cemificate Autharity z-agame st
GeoTrust Global Ca -may-2022050000
identitynetaarks.com /]
Page 10f2[=] G| w|(M

Upload new Root CA: | Chase File | g file chasan

Doranload all certificages

2. Click on the Choose File button next to the Upload new Root CA option and click on the upload
button once you have selected the desired Certificate to upload.

3. You can also click on the Download All Certificates link to download all certificates.

92 FortiConnect User Guide © Fortinet



Certificate Revocation Lists

Certificate Revocation Lists

A certificate is irreversibly revoked if, for example, it is discovered that the Certificate Authority (CA)
had improperly issued a certificate, or if a private-key is thought to have been compromised.
Certificates may also be revoked for failure of the identified entity to adhere to policy requirements
such as publication of false documents, mis-representation of software behavior, or violation of any
other policy specified by the CA operator or its customer. The most common reason for revocation is the
user no longer being in sole possession of the private key (e.g., the token containing the private key has
been lost or stolen).

FortiConnect automatically uploads Trusted Certificates to a Revocation List and updates the Certificate
at a set specific time period to ensure the Certificate is still valid.

1. The list can be viewed by navigating to Server --> SSL Settings and then clicking on the Certificate
Revocation List tab on the FortiConnect Administration database as shown below.

55L Settings

HTTP and HTTRS  Server Certificate  Trusted CA Cermificates  Certificate Revocation Lists 550 Renegotiation

CRLs are checked when Sponsors or Merwork Users authenticate using Oient Cemificates, For seurity reasons the web sandce will be stopped il a downlaaded
CRL gupires, this can accur f the Meru Connect does not have intermat access.

.o

URL &Y | | pat Uncate & W | et Lipdate &% | Crafid & W
Mo CRLS Instalied

sy CRIL:

Upsdate Every:

2. CRL's can be manually added to this list by entering the URL of the stored CRL into the New CRL box.

3. Enter a time value that you wish this CRL to be updated and then click on the Add button to add this
to the list.
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SSL Renegotiation

SSL Renegotiation

In October 2009 a serious SSL vulnerability (CVE-2009-3555) was disclosed that affected Client
Certificate authentication on all common web server and browsers. The issue has been addressed by a
change to the SSL protocol. FortiConnect has support for the updated protocol but many common
browsers do not. To support browsers that have not been updated you can enable the previous
behaviour.

From the FortiConnect Administration Interface go to Server --> SSL Settings and click on the SSL
Renegotiation tab as shown below.

551 Settings
HTTP and HTTPS  Server Certificate  Trusted CA Certificates  Certificate Revocation Lists = 55L Renagotiation

Thie iSsue has been addressed by a change to the 550 protodol Meru Connect has support for the updated protaoal but many (ommon browserns da not To
sUppart browssns that hiave nat been updated you can anabls the previaus behawviaur.

This sesting will agply ta all web 551 connectians to the sereer.

¥ Allow pre-CVE-2009-3555 550 Renegatiation

Click on the Allow pre-CVE-2009-3555 SSL Renegotiation box to enable renegotiation. This setting
will apply to all web SSL connections to the server.
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Configuring Administrator Authentication

Configuring Administrator Authentication

FortiConnect has a single default administrator account, called “admin.” The Admin Accounts pages
under the Authentication menu allow you to create, edit and delete additional administrator accounts.
You can additionally configure FortiConnect to authenticate administrators against an external RADIUS
server.

This section describes the following:

Add New Admin Account
Edit Existing Admin Account
Delete Existing Admin Account

Admin Session Timeout

Configuring RADIUS for Administrator Authentication

Add New Admin Account

1. From the administration interface, select Server > Admin Users from the left hand menu.

2. In the Local Database tab of the Administrators page as shown below, click the Add Administrator
button.
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Add New Admin Account

Admin Users

Local Database RADIUS Authentication

Usernarme | Frst Marme | Last Mame | Email Grous |
admin admin user admin@a.com  Ful Access o
ecgar i i Dacom poral Manager I

3. In the Add Administrator page as shown below, enter all the admin user credentials.
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Add New Admin Account

Add Administrator

Ussrmama:
First Mames:
Last Mama:
Emaik:

o . Confirmn:
Fasswaoro

Group: Full Afcess -

e First Name—Type the first name of the admin user

e Surname—Type the last name of the admin user.

e Email —Type the email address of the admin user

» Username—Type the user name for the admin account.
o Password—Type the password for the admin account.

o Confirm—Retype the password for the admin account
Note: The password must be at least six characters long and contain at least four different characters

e Group - from the drop down menu add your Admin to a group based on access permissions -

Full access - Full Administration access
Portal Manager - can only see Portal, Portal Rules, Themes and Hosted Files entries.
Portal Content Editor - can only edit portal text, images and colours.

4. Click the Add button.

o If there are any errors, the account is not added and an error message is displayed at the top of
the page.

o If successfully added, a success message is displayed at the top of the page and you can add
additional admin accounts.
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Edit Existing Admin Account

Edit Existing Admin Account

You can modify the settings of admin accounts that already exist.

1. From the administration interface, select Server > Admin users from the left hand menu.

2. Inthe Local Database tab of the Administrators page as shown below, click the usemame from

the list.

Admin Users

Local Database RADIUS Authentication

Username | First Mame | Last Name | Email Group

admin admin usar admin@a.com | Full Access 1]

editar | ] | ] | J@a.com - Portal Manager | 1]
Add

3. Inthe Edit Administrator page as shown below, edit the user credentials.
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Edit Existing Admin Account

Edit Administrator

Usermame:  admin
First Mamsz  admin

Last Mame: user

Emai: adminacom
Paspward: ConSine
Group: Full Access j

« First Name—Edit the first name of the admin user

« Surname—Edit the last name of the admin user.

e Email —Edit the email address of the admin user

o Password—Edit the password for the admin account.

o Confirm—Edit the password for the admin account.

e Group - from the drop down menu add your Admin to a group based on access permissions -

Full access - Full Administration access
Portal Manager - can only see Portal, Portal Rules, Themes and Hosted Files entries.
Portal Content Editor - can only edit portal text, images and colours.

Note: Leaving the Password and Confirm Password fields empty keeps the existing password.

4. Click the Save Settings button.

« If there are any errors, the account is not changed and an error message is displayed at the top
of the page.

« If successfully changed, a success message is displayed at the top of the page and you can make
additional changes to the same admin account.

© Fortinet System Setup 99



Delete Existing Admin Account

Delete Existing Admin Account

You can remove existing admin accounts from the administration interface.

1. From the administration interface, select Server > Admin Users from the left hand menu.

Admin Users

Local Database RADIUS Authentication

Username | First Mame | Last Mame | Email Group

admin admin user admin@a.com  Full Access 1]

editor j j j@a.com Portal Manager 1]
Add

2. In the Admin Accounts page as shown above, click the bin icon at the end of the user entry that you
want to delete.

3. When prompted, click OK to delete the user or Cancel to cancel the deletion. If successfully deleted,
a success message is displayed at the top of the page.

Configuring RADIUS for Administrator
Authentication

As an alternative to configuring local administrator accounts, you can configure admin users to be
authenticated over RADIUS to a RADIUS server. To configure RADIUS authentication for Administrator
Authentication, perform the following steps:

100 FortiConnect User Guide © Fortinet



Configuring RADIUS for Administrator Authentication

1. From the administration interface, select Server > Admin Users.
2. Click the RADIUS Authentication tab as shown below.

Local Database RADIUS Authentleation

Keny Conmecs cnly lows acoess 1o admin users aushenticating against a RADILS server winen the RADILS server returns the BETF Sarvice-Type amribute set o &
[adrenistrative) as pan of the Actess-ACoept Messags

Primary Sarer

Server IP Address:  TOLI0L1.3E

Part: 1812

RADILIS Secres: Cortfinme
Secandary Sarvar

Server IP Address:

Part:

RADILS Seonet Confinm:

Graup

Users will be placed in this group when authenticated.

Groupe | Partal Content Editor =
Authentication Mode

Cnly allow kpcal user authentication if oth RADNUS Servers (annol be contaded

N TN

Type the Server IP Address for the Primary RADIUS Server.
4. Type the Port that RADIUS authentication is running on for that server (default is 1645 or1812).

In the RADIUS Secret field, type the shared secret to be used between the RADIUS Server and
FortiConnect.

Confirm the secret to make sure that it is set correctly.

Enter details for a Secondary RADIUS Server. These details are used when FortiConnect does not
receive a response from the Primary RADIUS Server. These fields are optional.

8. Group - from the drop down menu add your Admin to a group based on access permissions -
Full access - Full Administration access
Portal Manager - can only see Portal, Portal Rules, Themes and Hosted Files entries.
Portal Content Editor - can only edit portal text, images and colours.
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Configuring TACACS+ for Administrator Authentication

9. Check the Authentication Mode checkbox so that Local Admin account is only allowed if both the
RADIUS Servers cannot be contacted. If this option is unchecked, Local Admin account is allowed if
authentication is denied for any one of the RADIUS Servers.

10. Click the Save button to save the Administrator RADIUS settings.

Note: FortiConnect only allows access to admin users who are successfully authenticated. The RADIUS
server must return the IETF Service-Type attribute set to 6 (administrative).

Configuring TACACS+ for Administrator
Authentication

Admin authentication can be configured with TACACS+ server. Authentication Type can be None,
TACACS+ or RADIUS.

Select None if no external authentication (RADIUS or TACACS+) is used and Admin will be authenticated
against the local FortiConnect database.

Select TACACS+ is selected, you must specify a primary server and secondary server. Secondary server
will be used if Primary server is not reachable/unable to connect.

Default port number is 49 and Secret can be any string which matches the Secret configured in TACACS+
server. FortiConnect should be added as AAA client in TACACS+ server. Only PAP mode authentication
is supported.
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HOME

NETWORK ACCESS POLICY

POLICY SETTINGS

SPONSOR PORTAL

GUEST PORTALS

SMART CONNECT

DEVICES

REPORTS & LOGS

SERVER

Admin Users

Interface Timeout

Local Database External Authentication

Authentication Type: | TACACS+ ¥
None
Radius

Primary Server
| TAcAacs |

Server IP Address: 172.18.1.5
Port: 49

Sacret Confirm:

Secondary Server
Server IP Address:
Port:

Secret: Confirm:

Group

Users will be placed in this group when authenticated.

Group: Full Access ¥

Asiehamelnntine Mada

Data Retention

Data Retention

FortiConnect allows you to delete or archive old data from the system, to configure the settings from
the administration interface go to Server-->Data Retention, you will see the screen below.
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Data Retention

Data Retention

Settings Schedule

Enale:

o

Process tata older than: 1 Days | =

Palicy

Dislate gy -

Unused Accounts

Expira inactive fom 0 Days 'rl “Th:a.:.pm: o all accounts

Praoess Linkised Actoumnts

1. Click on the Settings tab to set the archive details :-

Place a check in the Enable check box to enable Data Retention.

In the Process data older than fields use the drop down menu to select whether you wish to
process data in days, weeks, months or years, then enter your desired figure into the field next
to it.

From the Policy drop down menu select whether you wish to Delete only (no further action in
this section will be needed) or whether you wish to Archive to FTP and delete, or Archive to
SFTP and delete.

2. If you have selected to FTP or SFTP you will be required to enter further information :-

In the Server field, enter the IP address or hostname of your server.
In the Port field, enter the required port number.

in the Directory field, enter the required directory.

In the Username field, enter the required Username

In the Password field, enter the required Password and then enter again to Confirm.

3. Click on Save to save your settings, or click on Process Now to start the process immediately.

4. You can expire any Unused Accounts if they have been inactive for a certain amount of time.
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Data Retention

e From the drop down menu, choose from years, days, hours or minutes.
» Enter a specified time in the Expire inactive for field

e Click on Process Unused Accounts

5. To configure the schedule from the administration interface go to Server-->Data Retention, you
will see the screen below.

Data Retention

Sattings  Schedule

Fraquency: Weekly =

Dayof theweek:  Monday  |=)

Dy of the manth:

6. Click on the Schedule tab to set the schedule details :-
From the Frequency drop down menu, select whether the schedule should run Daily, Weekly or

Monthly.

If necessary, from the Day of the week drop down menu, select what day of the week the

schedule should run.

» If necessary, from the Day of the month drop down menu, select what day of the month the
schedule should run.
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Data Retention
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Configuring Local Sponsor Authentication

Configuring Sponsor Authentication

Sponsors are the people who use FortiConnect to create User accounts.

Sponsor authentication authenticates those sponsor users to the Sponsor interface of FortiConnect.
There are five options available:

® Local User Authentication—Create local sponsor accounts directly on FortiConnect. See Configuring
Local Sponsor Authentication.

® Active Directory Authentication—Authenticate sponsors against an existing Active Directory (AD)
infrastructure. See Configuring Active Directory (AD) Authentication.

® LDAP Authentication—Authenticate sponsors against a Lightweight Directory Access Protocol (LDAP)
server. See Configuring LDAP Authentication.

® Novell eDirectory - Authenticate sponsors against a Novell eDirectory server. See Configuring Novell
eDirectory.

® RADIUS Authentication—Authenticate sponsors against a RADIUS server. See Configuring RADIUS
Authentication.

® Active Directory Single Sign-On—This option uses Kerberos between the client’s web browser and
FortiConnect to automatically authenticate a sponsor against an Active Directory Domain Controller.
See Configuring Active Directory Single Sign-On.

® C(lient Certificate Authentication - This option allows a sponsor to present a certificate through their
browser to authenticate themselves. Once this has been done the sponsor can be mapped to a role
based upon an LDAP server.

You can configure multiple authentication servers in FortiConnect as well as the order in which the
authentication servers are used to authenticate sponsors. For details, see Configuring Sponsor
Authentication Settings.

Configuring Local Sponsor Authentication

Local authentication allows you to set up sponsor user accounts directly on FortiConnect. You can do
the following with local authentication:

® Add New Local User Account
e Edit Existing User Account
® Delete Existing User Account
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Add New Local User Account

Add New Local User Account

1. From the administration interface, select Sponsor Portal > Authentication and then click on the
Internal Sponsors tab from the menu as shown below.

Authentcaton

sumhantication Servers | Imtemnal Spensars

stwing 1-1 o+ [T

Usernasme £ ¥ | Frstname &% | Last name & % | Epnail 2% Growup & ¥

lzal local SEOnSoT local@idmoom | DEFALLT w
"™ :'I'ﬁ‘!"-lr"TGD w1

2. Click the Add User button to bring up the local sponsor configuration page as shown below.
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Add New Local User Account

LEarniaime

Paiwond Corlinm:

First Marmms:
L3k Marme
Emait

Groupe DEFALLT (=)

3. In the Add a Local User Account page, enter all the sponsor user credentials:
» Username - Type the sponsors username.

o Password - Enter the sponsors password.

e Confirm - Confirm the sponsors password.
Note: The password must be at least six characters and must contain at least four different characters

o First Name—Type the first name of the sponsor.

o Last Name—Type the last name of the sponsor.

o Email —Type email address of the sponsor.

e Group—Select the group for the sponsor account from the dropdown.

4. Click the Save button.

» If there are any errors, the account is not added and an error message is displayed at the top of
the page.

» If successfully added, a success message is displayed at the top of the page and you can add
additional user accounts.
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Edit Existing User Account

Edit Existing User Account

1. From the administration interface, select Sponsor Portal > Authentication and then click on the
Internal Sponsors tab from the menu as shown below.

Authenucanon

sushantication Servers  Imternal Spensars

Usornaarss & | Firstname & ¥ | Last nams & % | Email &% Growp & ¥

leal lacal Spansor eca@idmeoom | DEFAULT 0 W

4 Poge 1 of1 [=] l6d #

2. Click on the link of the sponsor you wish to edit, this will bring up the Edit User page as shown below.
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Edit Existing User Account

Lisgrnaarea:  ocal

Paspwnick Confie

First Mamsi! ol
Last Maifies  Agofar
Ernaik calilfidm. com

Group: DEFALLT [

3. In the Edit User page, enter all the sponsor user credentials:
« Username - Type the sponsors username.

o Password - Enter the sponsors password.

e Confirm - Confirm the sponsors password.
Note: Leave passwords blank to retain current password.

* First Name—Type the first name of the sponsor.

o Last Name—Type the last name of the sponsor.

e Email —Type email address of the sponsor.

o Group—Select the group for the sponsor account from the dropdown.

4. Click the Save button.

« If there are any errors, the account is not added and an error message is displayed at the top of
the page.

o If successfully added, a success message is displayed at the top of the page and you can add
additional user accounts.
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Delete Existing User Account

Delete Existing User Account

You can delete existing sponsor user accounts from the administration interface.

1. From the administration interface, select Sponsor Portal > Authentication and then click on the
Internal Sponsors tab from the menu as shown below.

Authentication

Augbsntication Servers  Internal Spenear

Uarnders & T | Frstname &% Lastnams & % | Sl &7 G &
| local lacal SR lcal@idmoosen | DEFALLY [ ] |
{ Pageiof1 :. Gal

2. Alist of local users appears on the page. Choose the user you wish to delete by clicking the dustbin
icon to the right of the Group field.

3. Confirm deletion of the user at the prompt.

o If successfully deleted, a success message is displayed at the top of the page and you can
perform additional local user account operations.
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Configuring Active Directory (AD) Authentication

Configuring Active Directory (AD)
Authentication

Active Directory authentication authenticates sponsor users to FortiConnect using their existing AD user
accounts. The sponsors need not have another set of user names and passwords to authenticate to the
FortiConnect appliance. It also enables the administrator to quickly roll out User Access because there
is no need to create and manage additional local sponsor accounts.

Active Directory authentication allows you to do the following:

® Add Active Directory Domain Controller
e Edit Existing Domain Controller
® Delete Existing Domain Controller Entry

AD authentication supports authentication against multiple domain controllers. The domain controllers
can be part of the same Active Directory to provide resilience, or they can be in different Active
Directories. FortiConnect can authenticate sponsor users from separate domains, even where no trust
relationship is configured.

All Active Directory authentication are performed against individual domain controller entries.

FortiConnect attempts to authenticate sponsors against each Domain Controller entry according to the
Authentication Order (specified in Configuring Sponsor Authentication Settings).

Note: If below security settings are present in Domain Controller Security

Domain controller: LDAP server signing requirements - Set to "Require Signing"
Network security: LDAP client signing requirements - Set to "Negotiate signing" or "Require signing

Then the encryption type for the AD Server in MCT should not be "None".

Add Active Directory Domain Controller

1. From the administration interface, select Sponsor Portal > Authentication. Select the
Authentication Servers tab below.
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Add Active Directory Domain Controller

Authenucation

Authenticatien Servers  Intemal Sponsors

‘Wihar a Sponsor sthernpts to kg in thisir redentials are tested against these sensers in order until an suthertication stempt sucoseds. However If 5 browser supplies a Chant
Cemifuate or Srghe Sgn On credentials thess are dhicked before sry other authentation methods.

Order | Enabled | Name | Type | Sevuer | CRent Cartifiates | Singke Sign On |
1 (s} Lotal  irternal sponsor detabase na na

2. Click the Add Server button.
3. From the Authentication type drop down menu, select Microsoft Active Directory
4. In the Server text box insert the Hostname or IP address of the AD server as shown below.
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Add Active Directory Domain Controller

Add AutFentication Sarvir

Authentication Type:  Microanft Active Directory | =

Server

Enter details required as shown in the screenshot below.

© Fortinet

Name—Type a text description of the Server Name or IP Address.

Server Type - Will auto populate with the server type.

Server - Will auto populate with the servers IP address.

Domain - Will auto populate with the system domain.

Encryption - From the drop down menu, select the desired encryption method.

Base DN— From the drop down menu, select the Base Distinguished Name (DN) of the domain
controller. This is the name of the root of the directory tree. It is used so that when group
searches are performed, the FortiConnect knows from where to start. An example of the base DN
for the domain cca. identitynetworks.com is DC=cca,DC=identitynetworks,DC=com.
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Add Active Directory Domain Controller

Add Authentication Server

Mame: 101012

Server Type: Microsoft Artive Directory
Sarvar: 102
Damain: identitynetmarks.com

Entryption:  Mone 3

Chaose Fie

Base DN: DCmid arvtityTietworkes. DOscom [server default] El

Click on Next and then Enter details required as shown below.

« Username—Type a username that has permissions to search the Active Directory using LDAP. This
allows FortiConnect to find out details about users such as the list of groups to which they
belong.

» Password—In addition to the AD Username, type the password for that account.

e Confirm— Retype the password for confirmation.
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Edit Existing Domain Controller

Add Authantication Sarvar

Connaecton

Nama: o2

Server Types MICrosoft Altive Direcony
SEruer 1090012

Domairc dentityretworks.com
Encryprion: None

Base DMz DCsidentitynetworks DCscom

Search Credentiaks

LISErmia mes

Passwcard:

T N

Click on next to complete.

Once the above details have been entered you can enable/disable the server by clicking on the circle
underneath the Enabled column.

Edit Existing Domain Controller

1. From the administration interface, select Sponsor Portal > Authentication and click on the
Authentication Servers tab from the menu.

2. Select the Active Directory Domain Controller from the list and click the underlined domain name to
select and edit the domain controller as shown below.
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Edit Existing Domain Controller

Althentication

Authentication Servers  Internal Sporsars

Wihen a Sponsor attempts 1o log in their credentials are tested against these senvers in order untl an authentication attempt sucoesds. However f 3 browser
supplies a Client Certficate ar Single Sign On credentials these are checked befare any other authentication methads.

Order | Enabled | Mame | Type Server | Chent Certificates | Simgle Sign On
1 * 9 109012 Microsoft Adtive Directory 101012 Configurs Confgurs L
2 . [} Lacal Internal sponsor databaze ra rva

m-'.\ -m

3. In the Edit Active Directory Domain Controller page as shown in the screenshot below, edit the
details for authenticating against this AD domain controller

Edit Authentication Server

Mama: 1000482

Server Types Microsaft Active Directony
Server: a2

Domaire Elantityneiworis.com
Encryption: | Nors v]

Chiodse Fle Mo fle chosen

Base Dn: DC=identitynetworks. DC=com [server default] E

4. Modify settings as needed:
+ Name - Type a text description of the Server Name or IP Address.

» Server Type - Will auto populate with the server type.
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Edit Existing Domain Controller

o Server - Will auto populate with the servers IP address.
e Domain - Will auto populate with the system domain.
» Encryption - From the drop down menu, select the desired encryption method.

o Base DN - From the drop down menu, select the Base Distinguished Name (DN) of the domain
controller. This is the name of the root of the directory tree. It is used so that when group
searches are performed, FortiConnect knows from where to start. An example of the base DN for
the domain cca. merunetworks.com is DC=cca,DC=merunetworks,DC=com.

Click on next and edit search credentials, below.

Connoction

Mame: 11012

Server Type: Microsoft Ative Directony
Sarver: ooz

Cramain; identitynetwarks.com
Encryption: Mone

Base OM: D =identitymetworis DC=com
Search Cradentiale
Username: administrator

PasTwaroc

o Username - Type a username that has permissions to search the Active Directory using LDAP. This
allows FortiConnect to find out details about users such as the list of groups to which they
belong.

o Password - In addition to the AD Username, type the password for that account.

e Confirm - Retype the password for confirmation

Click on Next to finish

Once the above details have been entered you can enable/disable the server by clicking on the circle
underneath the Enabled column.
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Delete Existing Domain Controller Entry

Delete Existing Domain Controller Entry

1. From the administration interface, select Sponsor Portal > Authentication from the menu and click
on the Authentication Servers tab.

2. Click the underlined name of the domain controller from the list as shown below.

Authentication

Authentication Servars  Intemal Sponsors

When a Spansor altempls 1o kg in ther credentials are tested against these servers in order until an authentication SMempl Suctesds, Howsver il 8 browser
supplies a Cient Certificate or Single Sign On credentials these are chacked before any other authentication methads.

Order | Emabled = Mame Type Server Client Certificates ~ Singla Sign On
1TrTe 10,102 Microoft Active Directory 100012 Configure Configurs (]
2 & o L3 Internal sponsor database

oo e crce |

3. Delete the domain controller by clicking the bin icon to the right of the Enabled field.
4. Confirm deletion of the Domain Controller at the prompt.
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Configuring LDAP Authentication

Configuring LDAP Authentication

LDAP authentication allows FortiConnect to authenticate sponsor users using their existing LDAP user
accounts. The sponsors need not have another set of user names and passwords to authenticate to
FortiConnect. It also enables the administrator to quickly roll out User Access because there is no need
to create and manage additional local sponsor accounts. LDAP authentication allows you to do the
following:

® Add an LDAP Server
® Edit an Existing LDAP Server
® Delete an Existing LDAP Server Entry

LDAP authentication supports authentication against multiple LDAP Servers. An LDAP server entry
consists of multiple items:

LDAP Server Name—A text description to identify the LDAP Server.
® LDAP Server URL—This is the URL to access the LDAP server such as ldap://ldap.merunetworks.com.

Base DN—This is the Distinguished Name of the container object where an LDAP search to find the
user begins, such as OU=Engineering,0O=merunetworks.

® User Search Filter—The User Search Filter defines how user entries are named in the LDAP server. For
example, you can define them as uid (uid=%USERNAME%) or cn (cn=% USERNAMEY%).

® Group Mapping—There are two main methods that LDAP servers use for assigning users to groups:

Storing the group membership in an attribute of the user object. With this method, the user object has
one or more attributes that list the groups to which the user belongs. If your LDAP server uses this
method of storing group membership, you need to enter the name of the attribute which holds the
groups of which the user is a member.

Storing the user membership in an attribute of the group object. With this method, there is a group
object that contains a list of the users who are members of the group. If your LDAP server uses this
method, you need to specify the group to check under the LDAP mapping section of a User Group for
which you want to match the user.

To determine the method to be used, Fortinet recommends checking the LDAP documentation for your
server or using a third party LDAP browser e.g. from http://directory.apache to check the attributes of
the server.

® Username—The user account that has permissions to search the LDAP server. This is needed so that
FortiConnect can search for the user account and group mapping information.

® Password—The password for the user account that has permissions to search the LDAP server.

To provide resilience in the event of an LDAP server failure, you can enter multiple entries for high
availability LDAP servers pointing to the same database. The Server name and URL need to be different
in each entry.

FortiConnect attempts to authenticate sponsors against each LDAP server entry in the order specified
by Authentication Order (as detailed in Configuring Sponsor Authentication Settings)

To verify that you have the correct LDAP credentials for connecting to your LDAP server,
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Add an LDAP Server

Add an LDAP Server

1. From the administrationinterface, select Sponsor Portal > Authentication from the menu and click
on the Authentication Servers tab as shown below.

Authentication

Authentication Servers  Intemal Sponsors

When a Sponsor attempts to log in their credentials are tested against thess senvers inorder untll an authentication attempt sucoesds. However if a browser
supplies 3 Client Certificate or Single Sign On credentials these are checked before any other authentication methads.

Order | Emabled | Name | Type | Server | Chent Certificates | Single Sign On
i * @ 100012  Microsoft Active Directary 1001012 Configurs Confipurs mw
2 [} Local Internal sponsar database

Click the Add Server button.

3. In the Add LDAP Server page, from the drop down menu select the type of LDAP server you wish to
add and enter all the details for authenticating against a specific LDAP server as shown in the
screenshot below.
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Add an LDAP Server

Add Authontication Soreer

Authentication Type: Gerwsic LODAP 1-:

S

o> | o]

Note: When selecting Open LDAP the FortiConnect wizard will automatically populate and detect
certain settings, For the purpose of the documentation, Generic LDAP will be used as an example
as to detail all the settings FortiConnect requires.

4. Enter the following details as show below.
< Name—Type a text description of the LDAP Server Name or IP Address.

« Server Type - Server type is auto populated.
e Server - Server IP address is auto populated.

*  Encryption - Select the Encryption method desired for this server. (If the certificate is not trusted then you will be
given an option to upload a certificate. Click on Choose File to select one.)

¢« Base DN—This is the Distinguished Name of the container object from which an LDAP search to find the user is
started, select the desired BASE DN from the drop down list such as OU=Users,O=merunetworks.com or
OU=Engineering,O=merunetworks.
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Add an LDAP Server

Add Authantication Sarvar

W

Server Ty

ST

Encryption:

Base DM

101082

Generic LDAP

o2

This server suppons encryption, but you must use a hostnamae that matchas the CH (Comman Mamel in the servar's S5L certificats.

Mo bl

DC=identitynetworks.DC=cam [server default] I~

5. Now click on next to continue and enter further LDAP settings.

Server

Users

Groups

Server - Enter Server IP Address

Encryption - Enter Encryption method

Non Default Port - Enter non default port number.
Network Timeout - Enter the network timeout in seconds.

BASE DN - This is the Distinguished Name of the container object from which an LDAP search to
find the user is started, select the desired BASE DN from the drop down list such as
OU=Users,0=merunetworks.com or OU=Engineering,O=merunetworks.

Server Supports Paged Results - Click box to support this.

Page Size - Enter page size if Server Supports Paged Results is checked.

Fixed Bind DN for login - Enter the Fixed Bind DN for login, if left blank the system will
determine the Bind DNs automatically.

User Name Query - Returns information for a user. Enter query here.

Username Query Returns Groups - Check box to enable. Some LDAP server implementations
(e.g. Active Directory or eDirectory) have the user's group memberships as an attribute of the
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Attributes

Add an LDAP Server

user. Other implementations (e.g. OpenLDAP) require an additional query be run to find a user's
group memberships.

User Group Membership Query - Returns the groups that a user is in when the query is run.

Active Groups Query - Returns a list of groups when a query is run.

First Name - Enter the attribute that contains a user’s First name.

Last Name - Enter the attribute that contains a user's Last name.

Email - Enter the attribute that contains a user's email address.

Manager - Some LDAP Servers or user configurations may not have a manager attribute.
Username - Enter the attribute that contains a user's username.

Group name - Enter the attribute that contains a user's group name, if supported by the LDAP
Server.

UUID - UUDI of the Server

6. Click on next to continue

add Authentication Server

Base DM,

Users

Page Siza:

The following settings are common defaults that may wark on mamy LDAP servers. some detailed knowledge of your LDAP server may be reguired ta maoddy and

complets the configuration.
Server
Servern: 104012
Encryption: Mona hal| F
Part:
heetwork Timeaut (secondsk 10

DC=igentitynatworks. DC=com

Server SUpports Paged Resylrs [&

1000

Fimed Bired DN for Logine

Usamams Queny: {uldets)

Emiail Query: (& objectlass=Person imai =)

7. Now enter the Search Credentials as shown in the screenshot below.

© Fortinet

Use anonymous bind — Select the check box to enable.
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Edit an Existing LDAP Server

Password - The password for the user account that has permissions to search the LDAP server.

Add Authentication Server

Comnootion

Confirm —Repeat the password for confirmation.

Mame: 101012
Server Type: Generic LDaR

Sarver: 102

Encryption: Mone
Bass DM D =idarbnyrs s, = om

Sgarch Credentlals

Ude anonyrmous bind:
Bing Dk

Passssarct

8. Click next to complete setup

Edit an Existing LDAP Server

1. From the administrationinterface, select Sponsor Portal > Authentication from the menu and click
on the Authentication Servers tab as shown below.
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Authentication

Edit an Existing LDAP Server

Authentleatlon Sarvars  Internal Sponsors

Order | Enabled | Mame Typs Server Client Certificates | Single Sign On
1 v o I 101012  Generic LDAP 101012 Configure |
i&v @ 10,1012 | Microsaft Actree Directory  10.10.1.2 nifigur

ia @ Local | intemal sponsor database i

[ =

2. Click the underlined link of the LDAP Server you wish to edit.

When 3 Spansor amempts o og in their oredentials are tested against these servers in onder until an authentication attemat suloeeds. However if  browser
supplies a Cient Certficate or Single Sign On credentials these are checked befiore any other authentikation methods,

3. In the Edit LDAP Server page, Edit the details as detailed below server as shown below.

Ediit Authentication Ssrrer

e 101082

Server Type: Generic LOAP
Serven .2

Encryptions | Mare  [7]

Buase Dn; DC=identitynetwarks, DC=tom [Server defaut) E

This Server SUPROMS endryption, Bul you must use a hostnams that matihes the CN (Common Mame) in the server's 550 certificate

- TS

« Name—Type a text description of the LDAP Server Name or IP Address.

o Server Type - Server type is auto populated.

© Fortinet

Configuring Sponsor Authentication 127



Edit an Existing LDAP Server

« Server - Server IP address is auto populated.

» Encryption - Select the Encryption method desired for this server. (If the certificate is not
trusted then you will be given an option to upload a certificate. Click on Choose File to select
one.)

o Base DN—This is the Distinguished Name of the container object from which an LDAP search to
find the user is started, select the desired BASE DN from the drop down list such as
OU=Users,0=merunetworks.com or OU=Engineering,O=merunetworks.

4. Now click on next to continue and edit further LDAP settings as shown in the screenshot below.

Edit Authentication Server

Server
Sarver; 11012
Encryption: MNone  |=
Port
Metwark Timeout {sscondsk 10
Base DM D =igen iy neDa0rs, DC=Com

Sarver Supparts Paged Results: &

Pape Size 1000

hsers

Fized Bingd DN Tor Logn:

Username Queny [Likd =53]
Email Queny: [RiobjectClass=Ferson)mai=ies))
Groups

Some LDAP sereer implementations (8.8 Adthe Directony of sDireciony] have the user's group memberships a5 an attrisute of the user. Other im plementations

Server

» Server - Enter Server IP Address

e Encryption - Enter Encryption method

« Non Default Port - Enter non default port number.

» Network Timeout - Enter the network timeout in seconds.

e BASE DN - This is the Distinguished Name of the container object from which an LDAP search to
find the user is started, select the desired BASE DN from the drop down list such as
OU=Users,0=merunetworks.com or OU=Engineering,O=merunetworks.
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Users

Groups

Attributes

Edit an Existing LDAP Server

Server Supports Paged Results - Click box to support this.

Page Size - Enter page size if Server Supports Paged Results is checked.

Fixed Bind DN for login - Enter the Fixed Bind DN for login, if left blank the system will
determine the Bind DNs automatically.

User Name Query - Returns information for a user. Enter query here.

Username Query Returns Groups - Check box to enable. Some LDAP server implementations
(e.g. Active Directory or eDirectory) have the user's group memberships as an attribute of the
user. Other implementations (e.g. OpenLDAP) require an additional query be run to find a user's
group memberships.

User Group Membership Query - Returns the groups that a user is in when the query is run.

Active Groups Query - Returns a list of groups when a query is run.

First Name - Enter the attribute that contains a user's First name.
Last Name - Enter the attribute that contains a user's Last name.
Email - Enter the attribute that contains a user's email address.
Username - Enter the attribute that contains a user's username.

Group name - Enter the attribute that contains a user's groups, if supported by the LDAP Server.

5. Click on next to continue

6. Now enter the Search Credentials as shown below.

© Fortinet

Use anonymous bind — Select the check box to enable.
Password - The password for the user account that has permissions to search the LDAP server.

Confirm —Repeat the password for confirmation.
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Delete an Existing LDAP Server Entry

Edit Authentication Server

Connaction

Marme: 11012
Sarver Type: Ganen: LDAP
Sarver: 10,1012

EnCryption: Mong
Base Oh:  DCeidentitynetworks.DC=com

Saarch Cradantialy

Use anonymous binc:
Bind Dh:

Passward:

7. Click next to complete setup

Delete an Existing LDAP Server Entry

1. From the administration interface, select Sponsor Portal > Authentication from the menu and click
on the Authentication Servers tab.

2. Select the LDAP Server from the list as shown below.
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Configuring Novell eDirectory Server Authentication

Authentication

| Auwthentication Servers Internal Sponsors

[
When a Sponsor attempts to kag in their credentials are tested against these servers in onder until an authentication attermpt succeeds. However if a browser
supples a Chent Certificate or Sngle Sign On credentials these are chedoed before any ather authentication methods.

| Order | Emabled = Mame | Type | Server | Client Certificates | Single Sign On |

| 1 ¥ @9 101012 Generic LDAP 104002 Configure 113 L]
z2av @ 1n1082  Mecrosoft Active Directory 100042 | Configurs Configure o

é 3 & [ ] Lol Internal sponsor databass

R o) T

3. Choose the server you wish to delete by clicking the bin icon to the right of the Status field.
4. Confirm deletion of the LDAP Server at the prompt.

If there are any errors, the LDAP Server is not changed and an error message is displayed at the top of
the page. If successfully deleted, a success message is displayed at the top of the page and you can
perform additional LDAP Server operations.

Configuring Novell eDirectory Server
Authentication

The following section describes how to Configure Novell eDirectory Server Authentication.

® Add a Novell eDirectory Server.
® Edit a Novell eDirectory Server.
® Delete a Novell eDirectory Server.
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Add a Novell eDirectory Server

Add a Novell eDirectory Server

1. From the administrationinterface, select Sponsor Portal > Authentication from the menu and click

on the Authentication Servers tab as shown below.

Authentication

Authentication Servers  Internal Sponsors

supplies a Client Certificate or Single Sign On credentials these are chedoed before any ather authentication methods.

Order | Emabled | Name Type Server Client Certificates | Single Sign On

1 v @ 101012 GenencLDAP 104042 Configure Tna ]
24 B 104042 | Microsoft Active Directory 10042 | Configure Configure w
3 a [ ) Local Internal sponsor database

2. Click the Add Server button.

when 3 Spanser attempts to lag In their credentials are tested against these servers in orger until an authenticatian attemnps succeeds. However If 3 browssr

3. In the Add Authentication Server page, from the drop down menu select Novell eDirectory and
enter the hostname or the IP adress of the Novell eDirectory Server youwish to authenticate against.
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Add a Novell eDirectory Server

Add Authentication Sarver

Server:

Authentication Type:  MNowel| elirecony =

4. Enter the following details as show below.

© Fortinet

Name—Type a text description of the Novell eDirectory Server Server Name or IP Address.
Server Type - Server type is auto populated.
Server - Server IP address is auto populated.

Encryption - Select the Encryption method desired for this server. (If the certificate is not
trusted then you will be given the option to upload a certificate. Click on Choose file to select)

Base DN—This is the Distinguished Name of the container object from which a Novell eDirectory
Server search to find the user is started, select the desired BASE DN from the drop down list such
as OU=Users,0=merunetworks.com or OU=Engineering,0=merunetworks.
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Add a Novell eDirectory Server

Add Authentication Server

Mame: 0012

Sarver Type! Mol elirectony
Sanier: innaz

Encryplion:  MNong I'

Choose Fig | Mo file chasen

Base DM D =idenbtyretworis, DC=com [serer default] El

S T

5. Now enter the Search Credentials as shown in the screenshot below.
» Use anonymous bind — Select the check box to enable.

o Password - The password for the user account that has permissions to search the Novell
eDirectory server.

o Confirm —Repeat the password for confirmation.
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Edit a Novell eDirectory Server

Add Authentication Server

Conmection

Mame: 11002
Sarver Typa: Mowsll eDiractany

Server: 11002

Entrypticn: Mone
Base Dk D =i e iy oS D =00m

Search Credentials

Use anonymous binct
Bind DN:

Passward:

BN SN N

6. Click Next to complete the setup.

Edit a Novell eDirectory Server

1. From the administrationinterface, select Sponsor Portal > Authentication from the menu and click
on the Authentication Servers tab as shown below.
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Edit a Novell eDirectory Server

Authentication

Authentication Servers  Internal Sporsars

wihan a Sponsor attempts 2 log in their credentials are tested against thess servers Inorder untd an authentication attempt succesds. Howsver f a browsar

supplies a Client Certificate ar Single Sign On credentials these are checked before any other authentication methods.

NERALIES CHANIE { ATV

1 * 8 10012 Movell eDirectory

R LAN 100012 | Generic LOWP

ERC LN ] 100012 Microsoft Active Directary
|4 @ Lacal Internal spansar database

10012 Configurs
10,1012 | Configies
1012 | Confieurs

| Server | Cliene Certificates | Single Sign On |

n'a

Configury

f s |
Add zerver._. [ Savwe Orde m
Vit |

2. Click the underlined link of the Novell eDirectory Server you wish to edit.

3. In the Edit Authentication Server page, Edit the details as detailed below server as shown below.

Bdit Authantication Sarver

WNams; 1010082

Server Types Mavell eDirectony
SErver hLi B[R )
Encryption: | Mans v

thoase Ak | Wo fle chosen

e Server Type - Server type is auto populated.
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Base DN: DC=ickentitynersarks, DO=0om [server defadr)

o

.imm

« Name—Type a text description of the Novell eDirectory Server Name or |

P Address.
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Edit a Novell eDirectory Server

e Server - Server IP address is auto populated.

» Encryption - Select the Encryption method desired for this server. (If the certificate is not
trusted then you will be given an option to upload a certificate. Click on Choose File to select
one.)

o Base DN—This is the Distinguished Name of the container object from which a Novell eDirecotry
Server search to find the user is started, select the desired BASE DN from the drop down list such
as OU=Users,O=merunetworks.com or OU=Engineering,0=merunetworks.

4. Now click on next to continue and edit further Novell eDirectory Server settings as shown in the
screenshot below.

Edit Authantication Sarwr

Connectian

Marme: a2
Sereer Types Movell eDireiony

ST 1oz

Encryptior:  Mans

BaseDd:  DC=-identitynetwarks DC=tom

Search Credentials

Use anomymawus bind:
Birdd Dis

Pamswoird:

» Use anonymous bind — Select the check box to enable.

o Password - The password for the user account that has permissions to search the Novell
eDirectory Server.

o Confirm —Repeat the password for confirmation.

5. Click on Next to complete.
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Delete a Novell eDirectory Server

Delete a Novell eDirectory Server

1. From the administration interface, select Sponsor Portal > Authentication from the menu and click

on the Authentication Servers tab.

2. Select the Novell eDirectory Server from the list as shown below.

Authentication

Authentication Servers  Internal Sponsors

When a Sponsar athempss to log in their credentials are tested agairst these servers in order until an authentication attempt succeeds. Howsver if a browser
supplies a Client Certificate or Single Sign On credentials these are checkosd before any ather authentication methods.

Order | Emabled | Namg | Thipe

| 1T 9 10.10:0.2  Movell eDirectory
24 @ 10,1012 | Generk LDAR
14 @ 101012 | Micresaft Active Directory
4 & o Lo<al Internal sponsor database

R )

| SErver | Cliant Certificates | Snngle EignOﬂ
10,00.2  Configure m
10,4042 | Confipure ] mw
10.,0.4.2 | Configure Configure m

3. Choose the server you wish to delete by clicking the bin icon to the right of the Status field.

4. Confirm deletion of the Novell eDirectory Server at the prompt.

Configuring RADIUS Authentication

RADIUS authentication allows FortiConnect to authenticate sponsors using their existing RADIUS user
accounts. The sponsors need not have another set of user names and passwords to authenticate to
FortiConnect. It also enables the administrator to quickly roll out User Access because there is no need
to create and manage additional local sponsor accounts. RADIUS authentication allows you to do the

following:

® Add a RADIUS Server
® Edit an Existing RADIUS Server

® Delete an Existing RADIUS Server Entry
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Add a RADIUS Server

Add a RADIUS Server

1. From the administration interface, select Sponsor Portal > Authentication. Select the
Authentication Servers tab as shown below.

Avthentication

Authentication Servers  Imternal Sponsors

when a Sponsor attempts to kog In ther credentials are tested aganst these sanvers in arder wuntil an authentication attempt succesds. Howsver if a browser
supplies a Chent Certificate or Single Sign On credentials these are cheded before any other authentication methads.

Order | Enabled | Mame | Type Server | Client Certificates | Single Sign On

1 v @ 101012 Wovel eDiectory 042 Confleurs Twa w
2av @ 10,1012  Generic LOAP 10012 | Configure w
14av @ 10,1012 | Microsoft Active Directory | 1000012 Configure Configurs '
4 & [« ] Lipcad Internal sponsor databass

Click the Add Server button
From the Authentication type drop down menu, select Radius.

In the Server text box insert the Hostname or IP address of the RADIUS server as shown below, and
click Next
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Add a RADIUS Server

Add Buthertication Server

Aushentication Type:  RADILS =]
Sarver:

5. Insert the requested Radius Server details into the appropriate fields as shown in the screenshot
below.

Add Authantication Sarvaer

Maima: 10,9082

Authartication Types RADIUS

Prirmary RADIUS sarver

Gerves I AddrEsS  ypqp02

Authentication Port: 1812

Secret: Confirm:
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Add a RADIUS Server

« Server Name—Type a text description of the RADIUS Server Name. For example: Fortinet RADIUS
- radius.identitynetworks.com.

e Server—Enter the IP address or domain name of the RADIUS server.

o Port—Enter the UDP port used to connect to the RADIUS server. The common ports for RADIUS

authentication are ports 1645 or 1812.

« RADIUS Secret—The shared secret used to secure the communications between FortiConnect and

the RADIUS server.

» Confirm—Repeat the shared secret for confirmation.

6. Click the Next button to complete.

Add Fortigate as a RADIUS server

Fortigate can be added as a Radius client in FortiConnect. However, there are following limitations:

To integrate, start by creating a RADIUS client entry of type Fortigate.Provide Fortigate server IP

address

© Fortinet

COA is not supported. Due to this, Sponsor disable and disconnect feature will not work.

Device Authentication feature will not work as Fortigate does not send NAS IP Address/Called-Station-Id

parameters.

OAuth feature is not supported

As Fortigate does not send AP name and AP id some guest reports and accounting logs will have empty fields

against them.

Redirection URL after successful guest authentication must be set in Fortigate configuration.

In Mac / iPad, when using Safari to perform guest authentication, intermittently the browser will timeout or will take
long time to redirect to the portal success page.

HOME

NETWORK ACCESS POLICY

POLICY SETTINGS

SPONSOR PORTAL

GUEST PORTALS

SMART CONNECT

DEVICES

l... RADIUS Clients
i
L. RADIUS Accounting Servers

....... Email Settings

RADIUS Clients

Client Attributes SNMP MAC Authentication RadSec Authentication

Name:

Device IP Address / Prefix Length:

Secret:

Type:

Description:

Fortigate
172.18.26.26/32

Confirm:

Fortigate bt

If your RADIUS client vendor 1ot listed please select Generic RADIUS Device

Configuring Sponsor Authentication
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Add a RADIUS Server

In the attributes tab, add Acct-Interim-Interval = <nnn> (between 600 - 86400 seconds) entry

Ao RADIUS Clients

Client Attributes SNMP MAC Authentication RadSec Authentication

MNETWORK ACCESS POLICY

GUEST PORTALS

SMART CONNECT

DEVICES

[ RADIUS Clients

Vendor: IETF A
POLICY SETTINGS Amribute:  Access-Loop-Encapsulation
value:
SPONSOR PORTAL - _
|Add AV Pair |

Acct-Interim-Interval = 600 =

[Move down|

o RADIUS Accounting Servers | Cancel |

After you have completed configuring Fortigate server details in the FortiConnect server, log in to your
Fortigate server and do the following to complete the integration.

Step1 In the Fortigate server WebUI, go to WiFI Controller > SSID. Create a new SSID and ensure that you
provide details as listed after the following screenshot.

WiFi Settings
S5ID
Security Mode o

Portal Type 9

Authentication Portal e

User Groups o

Exempt List

Redirect after Captive Portal @)
Broadcast SSID

Block Intra-SSID Traffic
Maximum Clients

Optional VLAN ID

fortinet-clear

Captive Portal -

+ Authentication — Disclaimer + Authentication Disclaimer Only Email Collection

o Local = External 172.19.40.249/portalf172.18.26.26

Guest-group -

Click to add... -

o Original Request = Specific URL http://172.19.40.249/portal/login/172.18.26.26/succes

1. Set Security Mode to Captive Portal.

2. Select Portal Type as Authentication.

3. Enter the Authentication Portal address in this format: <meruConnect-
serverlP>/portal/Fortigate-serverIP>.

For example, if FortiConnect server IP is 172.19.40.249 and Fortigate server IP is 172.18.26.26, then
your IP address is 172.19.40.249/portal/172.18.26.26.

4. Provide a destination URL to Redirect after Captive Portal authentication.
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Step 2

Add a RADIUS Server

Go to Wifi Controller > FortiAP Profiles and create or edit a profile. In the profile, set the SSID of

each radio to the SSID created in step 1.

Select Channel Width
Channel

Auto TX Power Control
TX Power

SSID =————)>

¥ Radio 2
Mode
Spectrum Analysis
WIDS Profile

[

20MHz ~
W36 W40 @44 @48 @ 149 @ 153 @ 157 @ 161 @ 165
@ Disable © Enable

100 %

’ Please Select X ‘

| @ forti-clear (SSID: fortinet-clear) ! rated Monitor

"Click to set... v

Radio Resource Provision [

Client Load Balancing
Band
Channel

Auto TX Power Control
TX Power

O Frequency Handoff @ AP Handoff

2.4GHz 802.11n/g/b -~
1 02 03 04 @5

@ Disable © Enable

w6 07 08 09 D10 w11

Step 3

100 %
ssip ——————
Please Select X |
Cancel
| @ forti-clear (SSID: fortinet-clear)
Go to Policies and Objects > Objects > Addresses. Create a new entry with a name for the

FortiConnect Server and its IP address.

Name
Type
Subnet / IP Range

Interface

Meru Connect RADIUS

IP/Netmask -

172.18.26.26/255.255.255.255

any -
Show in Address List
Comments 0/255
oK Cancel
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Step4 Go to Policies and Objects > Policy > IPv4. Create the following rules:

1 | any forti-clear (SSID: fortinet-clear) | Meru Connect Eall T always AL v ACCEPT @Enable @l 0 Packets / 0B |
2 any Eall =] Meru Connect [T always DAL v ACCEPT @Enable @Al 96,893 Packets / 57.75 MB
DNS
3 any any Eall Eall 5 always v ACCEPT @enable Ga 62,194 Packets / 6.37 NB
[ DHCP
all
4 forti-clear (SSID: fortinet-clear) any Eall T always AL v ACCEPT QEnable @um 2,053 Packets / 1.15 MB
2! Guest-group

Step5 Go to User & Device > Authentication > RADIUS Servers. Create a new entry of the FortiConnect
server. The secret key entered here should be used while adding the Fortigate server in
FortiConnect. Ensure that you enter the Fortigate server IP address as the NAS IP / Called Station

ID.
Name Meru Connect RADIUS
Primary Server IP/Name 172.19.40.249
Primary Server Secret escsccse Test Connectivity
Secondary Server IP/Name
Secondary Server Secret
Authentication Method o Default © Specify S — N
NAS IP / Called Station ID 172.18.26.26 4————-{:;““-" Fortigate Se""e’f}
Include in every User Group e -

OK Cancel

Step 6 Now, go to the Fortigate CLI, and execute the following commands to complete the integration:
Allow external web access

# set captive portal exempt enable

Configure accounting time interval

# set acct-interim-interval [duration] (between 600 - 86400 seconds]

Configure FortiConnect as the Radius accounting server

# config accounting-server

# edit 1

# set status enable

# set server <IP Address of FortiConnect>
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# Set secret <Secret>

Edit an Existing RADIUS Server

1. From the administration interface, select Sponsor Portal > Authentication and select the
Authentication Servers tab.

2. Select the RADIUS server from the list and click the underlined name of the server you wish to edit
as shown below.

Authentication

Authentication Servers  Internal Sponsars

Wwihen a Sponsor attempts o log in their credentials ane tested aganst these senvers in order until an authentication attempt succeeds. However If a browser
supplies a Client Certificate or Single Sign On oedentials these ane checked before any other authentication methods.

Order | Erakled | Marme ] Type | P | Cient Certificates 1 Singghe Sagn On |

1 8 101012 RADIUS 0AAZE wa w|
2av @ 103012  Novell eDirectory 101012 Configurs ]
3avr O 100012 Genéric LODAP 101012 Configure '
4 4% 0 100013 | Microsoft active Dinectory | 1001012 Configurs Configure '
5 & ‘:' Local Internal sponsor database

s =n

3. In the Edit RADIUS Server Details page as shown below, edit the details for authenticating against
this RADIUS server.
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Edit fwthentication Server

Mame: 012

Authentication Type; RADILS

Primary RADIUS server

Servar IP Address  qp.90.0.2
Authentication Part: 1812

Se0reT Confirm:

I T

4. Modify settings as needed:
e Server IP Address—Enter the IP address or domain name of the RADIUS server.

« Port—Enter the UDP port used to connect to the RADIUS server. The common ports for RADIUS
authentication are ports 1645 or 1812.

e RADIUS Secret—The shared secret used to secure the communications between FortiConnect
and the RADIUS server.

Note: If you do not want to change the shared secret, leave the Secret and Confirm fields to retain the
existing shared secret.

e Enabled—Check the checkbox to enable FortiConnect to use this RADIUS server to authenticate
sponsors. If not checked, the RADIUS server will not be used.

5. Click the Next button.
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Delete an Existing RADIUS Server Entry

1. From the administration interface, select Sponsor Portal > Authentication and select the
Authentication Servers tab.

2. Find the RADIUS server in the list that you wish to delete and click the bin icon to the right of the
Status field as shown below.

Authentication

Authentication Servers  Internal Sponsors

When a Sponsor attempts to log in their credentials are tested against these servers in order undil an authentication attempt succeeds. Howewer if a browser
supplies a Client Certificate or Single Sign On oedentials these are checked before any other authentication methods.

Order | Enabled | Wame | Type | SErear Oient Certificates | Single S5gn On |

1 T8 109012 RADIUS ez w
Tav @ 1] Wewvell eDirectory ii0d2  Configurs w
3av @ 100012 Generic LOAP 112 Configure o
4 4a¥% 0 100013 | Microsoft Active Directory | 100012 Configyrs Caonfigure '
5 %] Local Internal sponsor database

s ==n

3. Confirm deletion of the RADIUS server at the prompt.

If there are any errors, the RADIUS server is not changed and an error message is displayed at the top of
the page. If successfully deleted, a success message is displayed at the top of the page and you can
perform additional RADIUS operations.

Active Directory Single Sign-On

The Active Directory Single Sign-On (AD SSO) feature uses Kerberos between the client’s web browser
and FortiConnect to automatically authenticate a Sponsor against an Active Directory Domain
Controller.

An Active Directory Domain Controller in the same domain as the single sign on configuration must have
been previously configured as described in Configuring Active Directory (AD) Authentication.

© Fortinet Configuring Sponsor Authentication 147



Requirements for Active Directory Single Sign-On

Requirements for Active Directory Single Sign-
On

The following requirements must be met for Active Directory Single Sign-On to be configured
successfully:

DNS must be configured and working on FortiConnect
DNS must be configured and working on the Domain Controller

Both of the following DNS entries for FortiConnect must be defined and must be available to both
FortiConnect and all Windows servers in the domain:

Forward (“A”) record
Reverse (“PTR”) record

Both of the following DNS entries for the Domain Controller must be defined must be defined and
must be available to both FortiConnect and all Windows servers in the domain:

Forward (“A”) record

Reverse (“PTR”) record

FortiConnect time settings must be synchronized with the Active Directory Domain
Sponsors web browser may require configuration to allow the single sign on function

Single Sign on must be configured separately for each replicated server

If any of these setting are not met, then AD SSO configuration will fail.

Note: Fortinet strongly recommends configuring NTP so that time is synchronized with the Active

Directory Domain. Single Sign-On will fail if the time on the FortiConnect appliance differs by
more than 5 minutes from the client or the domain.

Configuring Active Directory Single Sign-On

1.

Configure an Active Directory Server as described in Configuring Active Directory (AD)
Authentication. An Active Directory Server is needed so that users performing Single Sign-On can be
correctly mapped against a sponsor group. The Active Directory Server must be in the same domain
as in the Single Sign-On settings that you undertake.

From the administration interface, select Sponsor Portal > Authentication from the left menu and
click on Configure under the Single Sign On column for the domain that you want to enable AD
Single Sign On, as shown below.
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Client Certificates

Authentication Servers  Internal Sponsors

When a Sponsor attempts to log in their credentials are tested against these sereers in order untl an authentication attempt succeeds. Howewer iIf a browser
supplies a Cient Certificate or Single Sign On credentials these are checked befare any other authentication methads.

| Order | Enabled | Mame | Type | Server | Chent Cortificates | Single Sign On |
1 * 8 10.10.1.7 RADWS 10.10.1.2 m
zav @ 10101.2 | Mowell eDirectony 10401.2 | Confieys W
iav @ 101012 Generic LDas 104012 onfieurs o
4 A7 @ 101042 | Micresoft Active Directory | 100012 | Configurs Configu mw
| 5 & o Lecal Internal sponsor database

3. Enter the Domain Admin Username and Password in the fields provided.

4. Click on Next then click on Close to finish.

Sponsors you have created on Active Directory should now be able to login to the domain and access the
Sponsor user interface. Sponsors should be entering the Domain name in the browser and not the IP
Address of FortiConnect.

Note: If you have multiple FortiConnect appliances you will need to configure single sign on each

appliance. This is so the account for each FortiConnect is successfully created in Active
Directory.

Client Certificates

If your infrastructure is set up to use Client Certificates you may configure FortiConnect to accept a
sponsor's Client Certificate as an alternative to logging in with a username and password.

The Client Certificate is installed on each sponsor's browser and typically the management of these
certificates is managed by your local administrators.

*  The following chapter details how to install and use your client certificates with FortiConnect.
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Note: Client Certificate Authentication is not supported with RADIUS and local sponsor
authentication.

Installing Client Certificates

In order to configure Client Certificate support you must possess a sample Client Certificate (possibly
your own) that is in PKCS#12, PEM or DER format. FortiConnect will inspect this certificate and attempt
to find a user in the selected authentication server based upon the certificate contents.

To use client certificates with FortiConnect follow the instructions below.

1. From the FortiConnect administration interface select Sponsor Portal --> Authentication.

Authentication Servers  Imternal Sponsors

When a Sponsor attempts to kg In their cradentials are tested against these servers in arder wntil an authentication sttempt sucteeds, Howsver if a browser
supplies a Chient Certificate or Single Sign On credentials these are checked before any other authentication methods.

Order | Emabled = Name Type Server Client Certificates | Single Sign On

| L 104042 RADIUS 104042 o
24 B 10,1042 | MNovel eDirectary 1ia12 | Configurs (1]
3ar B Generic LDAP 100002 Coofipurs (1]
4 &aw -::- 3 g Mkrosoft Active Directory R e d Lo |"c-_.|..- Confisure u

[5 & 5] Loscal internal spansor database

Add Server...

2. Click on the Configure link underneath the Client Certificates column.
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Configura Client Cartificate

Taconfigure dient certificates you can upload a sample user centificate, By inspecting ths certficate the system will avtomaticaly determine how to map the chent
certificate to a user on an authentication server.

& Parse 3 sample PRICSE2 file

PECSET File: | Choase Fl.ll-l Mo file chasen

Paszword:

Parse a sarnple X 504 certificate in PEM ar DER format

Choase Fe | po file chasen

3. Depending on your certificates file type, select the appropriate parsing method and then click on
the browse button to browse to and select your certificate file. If PKCS#12 has been selected as
your format you must also enter the Password of the file and then click on next.
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Sample Client Certificate
Common Mame (CH): John Carter

Subvject DN: SC=CR/ET=0arkshire/L=Nawbury/O=My Company Ltd/CH=lohn Carter/emaildddress=johncartenfmerutast.com
Parsad Subhject ON:  CH=john Cartar,O=ty Company Ltd, L=Hawbury, ST=Berkshira, C=G8

Emal Address Johmcartergmerutest, com

User [D: chat part of certificates

User Principal Kame: <Mot part of cartificates

Find user on servar by mapping Chant Cartificate |Parsed Subject DN =] to usar attribute |CH 'I .

Advanced

User Search Results
[ £ Mo user found

| < Back I Haxt = Ewit

4. FortiConnect will attempt to find a user on your authentication server using the certificate
properties. If an initial search finds no matching results, you will be required to change your server
mapping accordingly using the drop down menus to obtain the results as shown in the example below.

Note: The advanced setting lets you perform regular expression replacements on certificate
properties before searching in your authentication server.
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Sample Client Certificate
Comman Mama (TN John Cartar

Subject DN: SC=GB/ST=Berkshira/L=Nawbury,/O=My Company Lid/CH=lohn Carer/femaldddress=johncartenmerutast.com
Parsed Subject DM;  CH=lohn Carter,O=My Company Ltd, L=Mewbury, ST=Rerkshire, C=G3

Ernall Address: Johncarterdemerutest, com

Usgar I0: <Mot part of certifficate=

Usar Principal Mamsa: <Mot part of certrficates

Find usar on server by mapping Clisnt Cartificate |Eﬂl'"""Dﬂ Mama (CH) ﬂ to usar attrbute |CN j"’ .
e [ ]

User Search Results
User found

CH: Jahn Carter

Or: Ch=John Carter, CH=Users, DC=merutest, - =com
Email address; <MDt set>

Usarmame: johncerter

Usar Principal Nama: johncartar@merutast com

| < Back I Maut = Exit

5. Some authentication servers have a copy of the full client certificate of a user as part of the user
properties. As an additional check FortiConnect can directly compare that Client Certificate with
the one supplied by the browser. The SSL renegotiation option allows FortiConnect to support the
old and insecure method of authenticating with Client Certificates. If your browsers have been
updated you may deselect this option.

certificate Matching

Some suthentication servers have the chent certificate of each user. We can compare that certificate with the one supplied by the
browser and the user will anly be kgged in il the ceruficates match.

This authentication sarver does not appaar to store the usar's cartificate.

[ Werify the user's certificate stored an the server matches the client certificate supplied by the browser.

HHL Renegotiation

In October 2008 a serious 551 vulnerability (CYE-2009-3555) was disclosad that affacted Clisnt Certificate authentication on all common
wizh fervers and browsers, The issue has been addressed by a change to the S50 protocod. Identity Manager has support far the
updated protocol but many common browsers do not. To support browsars that have not been updated you can ensble the previous
behaviour,

This setting will apply to &l web S5L connections to the servar.

P wllow pre-CYE-2009-3555 S50 Renasgotiation

< Back Naxt > Exit
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6. Click on the next button and then close.

Administrators can then apply certificates ready for sponsor use using Internet Options on the sponsor's
browser. After the certificate has been successfully imported onto the browser, the sponsors can login
automatically to the sponsor interface using an SSL connection.

Changing the Order of Authentication Servers

When a sponsor authenticates against FortiConnect it tries each authentication server that has been
defined, in order, until it successfully authenticates a sponsor. If none of the authentication servers can
authenticate the sponsor, an error message is returned.

As you can define many different authentication servers of different kinds, you can order them in any
way you want on a server-by-server basis.

1. From the administration interface, select Sponsor Portal > Authentication and click on the
Authentication Servers Tab from the menu as shown below.

Authentication

Authentication Servars  Intermal Sponsors

Wihen a Sponsor atlemprs oo '\_,‘g in their credlentials are Tested againat Thesia servers in order until an authentication attempt suciesds, Howeser it 3 Drowsar
supplies & Client Certificate or Single Sign On credentials thess are checked before any other authentikation methods.

Order | Enabled | Name Type | Server Client Certificates | Single Sign On |

178 101042 RADUS 10,10.1.2 ]
2av @ 101002 Mol eDirectory 10,1012 | Configyre m
3av @ 10,1012 Generic LDAP 101012 | Configure o
4 av | @ 01602 Mecrosoft Active Directory | 1001012 Configure Configurs o
5« | @ Locad Internal sponsor database

The first server to be authenticated against is at the top of the list and the last one at the bottom.

2. Select the server that you want to re-order from the list and click either the up or down button.
Perform this action with all the servers until they are in the correct order.

3. To save the authentication order click the Save Order button.
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Network Access Policy

Authentication Policy

FortiConnect allows Users to be authenticated via either the internal User database or an external
authentication server if required. For an authentication attempt against FortiConnect each server is
tried in order against the relevant domain. If an external server rejects the authentication attempt then
the user is rejected by FortiConnect. If a server does not respond the next server in the realm is tested.

Adding Authentication Servers

To add an external authentication server for Authentication go to Network Access Policy -->
Authentication Policy from the FortiConnect Administration Interface.
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Authentication Policy

For ewery authertication the user credentials are verified in the fallowing arder

& Sgreers that match the realm of the user account. For example if the usernams was user@realm then the account would be verfied against sach server for
that realm untl @ Suciess o reject is redeived
® If a Server does not respond, then the next sarver for tha realm is tred.

Order Enafiled Marie Type Server | Realm
Mo authentication servers defined

1. Click on the Add Server button and select what type of server you wish to add from the drop down
menu provided

Note: For this example we will add a Microsoft Active Directory server, other parameters maybe
required when adding other types of Authentication Servers
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Add Authantication Sarvar

Authentication Type:  Mirosoft Adtive Directory E
SErven

2. Enter the hostname or IP address of the server and click on next

Add Authentication Server

Marna: 1002

Server Types Microzaft Actiee Directony

Server 10412

Domaine i andiTy TR TwWrics.Com

Encryption: | Maone _v]
Choose File | wo file chosen

Base Dn: DC=identitynatworks DO =cam [$erver default] El

3. Select additional details from the drop down menus provided
» Encryption - From the drop down menu select which encryption method the server will use.
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Base DN - From the drop down menu select the Base DN the server will use from the options
provided.
4. Click on Next and then enter the username and password of the server.

Add Authantication Sarwer

Connection

hearne; MIn.2

Server Typs: Microsaft Actve Directony
Sersem T2

Donaine eniTyneworks.oom
Encryption: Mans

Base D el Te T T T T T

Search Credentials

U=srmames

Parpwoirnd:

5. Enter any attribute mappings required for the server and then map them to the usage profile you
require and also set the Account Group.
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add Authentication Server

Conngction

Mame: oAz

Server Type: Microdoft Active Directary

Servar 110,12
Domain:  identitynetearks.cam
Attribute Mappings

EURST AUTheNTiCATion SLCCeads

. Hf group name  eguals El set usage prafile to
1 I
-
] #fnomules match Resect authermcation [
add mapping

6. Autocomplete will assist you when entering your rules.
7. Continue to add rules and then click Next once complete.

© Fortinet

Tha respanse from the external server is tasted against sach nube bekow In ardsr. If a nule is matched the spacified usage profile and account group ane applied and

IEl and sccount groug to

ECTE BT EET
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Add Authentication Server

Comnootion

Mame 11002

Server Type: Microsoit Aive Directory
Sarver: 10z

Damain: identitynetwarks.oam

Secura Authantication
Ta enable MS3CHAPYZ authentication from Windows dients this server must be joined to the AD domain. Thes is not reguired for EAR-TLS authentication,

This server i not joined to the domain.

N ET T

8. Place a check in Allow Windows computer authentication to allow the authentication server to
allow machine/host authentication.

9. Click on the Join Domain to join the server to the domain as shown below.
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Join server to domain

Domain Administratoe Ussrname:

Pazsword:

10. Enter the Domain Administrator Username and Password then click on Join.
11. You will then be presented with a screen as shown below, this is to allow EAP-TLS authentication,
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Add Authantication Sarver

Connection

Pelams:

Server Types Microsoft Active Directary

Serven
Domairc

EAP-TLS Authentication

Cerificate AUROALES:  1yg Comificate Authorities defired

CA Certficates:

Upload a CA cemificate: ‘_CI'K}GSE FII?_ M file chiosen

LRV B

itz

dentitynatwarks.com

Clams 3 Public Primarny Certification Authority

Class 3 Public Primarny Certification Authority - G2 [c} 1998 WenSIgn, Inc. - Fc
DAgiCert High Assurance CA-3

DigiCert High Assurance EV Root CA

Entrust Cartification Authority - L1C

Ertrust.ret Certification Authority (2048

Entrust.ret Secure Server Certfication Authorty

Equifas Serure Certificate Authanty

EeaTrust Global CA

Thawte 0¥ S5L CA pl

12. You will be required to determine your EAP-TLS Authentication method, if this does not apply to
you, then click on next to complete setup.

Certificate Authorities - FortiConnect allows you to define a SCEP server or to define an
internal CA authority method. Any that have been setup within FortiConnect will be displayed in
this drop down menu. Select your appropriate method.

CA Certificates - Place a check in the check box next to any CA Certificates you wish to install.

Upload a CA Certificate - Click on the choose file button and manually select a CA certificate to
install.

13. Click Next to continue.

Note: If no certificates are installed then installation is now complete.
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Add Authentication Server

To configure dient certficates you can upload a samphe wser certificate. By nspecting this certificate the system will automatically determine how to map the chent
certificate to a user on an authentication server.

& Parse a sample PRCSE12 fle

pKcsa2 File: | COCSE FlE | ra file chosen

Passwand:

Parse a famplg X500 certificate in FEM or DER format

Choose File

TS BT

14. To configure client certificates you can upload a sample user certificate. By inspecting this
certificate the system will automatically determine how to map the client certificate to a user on
an authentication server.

o Parse a sample PKCS#12 file - Select and browse to Parse a sample PKCS#12 file. Enter the
relevant password and click next to continue.

« Parse a sample X.509 certificate in PEM or DER format - Select and browse to Parse sample
X.509 certificate in PEM or DER format and click next to continue.
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Sample Client Certificate

Coemmian Mame
(O

Subject DH: JC=CE/ST =Craatar ManchasterL=Manchaster O=han Matworks, Ol =ldantty Managaer/CH=lxhn
I g Carter/emailaddrass=jcarter@merunatworks. com

John Carter

;?‘r_ud Subject CH=lchn Carter, DU=Identty Manager, O=hiens Networics, L=Manchester, 5T=Greater Manchester, C=GB

Email &ddress: jearter@merunetworks.com
User ID: ot part of certificate
aer Principal

» P upnibidentitynetworks.com

Find user on server by mapping Clent Certificats [Cu:umlun e (O] j by umer avtribute Fc'ﬁ—"ﬂ .
Afvanced =
User Search Results

User found

(= John Carter

[+, 5 CM=John Carter, CH=Usars, DCadantitynatworks, D =com

Email address Jahndpidenrityrabworks, com

LIS ST - yahn

User Principal Mama: johndidentitynatworks.com

15. This will match the certificate with a user. Click on Next to continue.

Certificate Matching

Somae authentication servars have the chent certificate of each usar. We can compare that certificate with the one suppbed by the browser and
tha usar wil only ba loggad in if the certificates match.

This authentbicaton server does not appear to store the users cerbficata.

B werfy the user's ceroficale stored on the server matches the client certficate supplied by the browser,

<Back || Mext> || Exit
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16. Some authentication servers have the client certificate of each user. We can compare that
certificate with the one supplied by the browser and the user will only be logged in if the certificate
matches. To verify if the users certificate stored on the server matches the client certificate by
the browser then place a check in the check box.

17. Click on Next to continue..
18. To allow secure connections from Windows clients the server must be added to the AD domain.

Note: FortiConnect supports MSCHAPv2 authentication so that a Windows client can connect to a
controller that uses the FortiConnect as a RADIUS server that in turns authenticates against an
Active Directory server.

FortiConnect supports authentication from users in domains that are trusted by the domain that
FortiConnect is joined to, so if Domain A trusts Domain B, then users from Domain B can also be
authenticated to the FortiConnect.

19. Once the server has been added click on Next and then click on the Close button.

External Database Authentication

FortiConnect allows an External Database to be configured for external authentication.

To add an external database for authentication go to Network Access Policy --> Authentication Policy
from the FortiConnect Administration Interface.

© Fortinet Network Access Policy 165



External Database Authentication

Authentication Policy

For ewery authertication the user credentials are verified in the fallowing arder

& Sgreers that match the realm of the user account. For example if the usernams was user@realm then the account would be verfied against sach server for
that realm untd 3 suciess o rejedt is redeived.
# If a Server does not respond. then the next server for the realm is tried.

Order Enalled M Type Carver Realr
Mo authentication servers defined

ic serverJf Soveedn]  cance |

1. Click on the Add Server button and select External Database.
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Add Authantication Servar

Authentication Typs:  External Databasa j

2. Click on Next to continue.
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External Database Authentication

G Quary e o o Ta_roup fate whans L s e

3. Enter the required credentials in the fields provided -
+ Name - Enter the name of your External Database

» Type - From the drop down menu select the type of external database

» Server IP Address - Enter the server IP Address

« Port - Enter the required port number, leave blank to use the selected types default port

« Username - Enter the required username

e Password - Enter the required password

» Database Name - Enter the database name
4. Define the Authentication Query and Group Query required to get user groups from the database.
5. Click on the Test Settings button to check your settings are correct.

6. Click on Next to continue.
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Add fasthentication Server

Coanmartiomn

Mame: Test Server
Authentication Type: Extemnal Database
Sarver: 100802

Type: Morosaft SOL Server
Lagin Faramaters

Raalme

AUTNENTICATES With!  LWearmame

Group Mappings

appled and guest authantication suCceads.

i group name | equals = 5e1 Lsage profila to
R __
=
2 Mo res match | Reject suthertication [=]

The user groupds) returned by extemnal database server s tested against each rule below in order. if a rule is matched the spectfied usspe profile and account group are

[= AN F0CoUNT group to

TN T8 TN

7. Enter the Login Parameters required -
e Realm - Enter the Realm

8. Enter the relevant Group Mappings required, each user group returned will be tested against each

rule created in order.
9. Use the drop down menu to select and amend rules.
10. Click on the add rule link to add further rules.
11. Click Next once complete.
12. Click on Close to complete.
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Deleting an External Authentication Server

Deleting an External Authentication Server

To delete an External Authentication server once its has been added go to Network Access Policy -->
Authentication Policy from the FortiConnect Administration interface

Authentication Policy

For every authentication the user credentials are verified in the following arder:

» Sprvers that match the realm of the user account. For example i the usernams was useri@realm then the account would be werifiad against each server for that
realm until a success o reject is received
& If a Server does not respond. then the next server for the realm is treed.

Cirder | Enabled | Mame | Type | SErver | Reakn |

1 O TpsiServer External Database 100002 tess [

i server. JESREREY  Cancet |

Click on the bin icon to the right of the server you wish to delete and click on yes at the prompt.

RADIUS and RadSec for Eduroam

Eduroam (education roaming) is the secure, world-wide roaming access service developed for the
international research and education community.

Eduroam allows students, researchers and staff from participating institutions to obtain Internet
connectivity across campus and when visiting other participating institutions by simply opening their
laptop.

RADIUS and RadSec authentication servers can be added to support this feature.

To add a RADIUS or a RadSec authentication server go to Network Access Policy --> Authentication
Policy from the FortiConnect Interface as shown below.
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Fior ewery authentication the wser credentials are werifed in the following onden

® Servers that match the realm of the user acoount, For exampls if the usermame was usen@veaim then the account wauld be verified againss each server for that
realm until & SLeosEs oF reject IS recsed,
= If a Server does not respond, then the nest sereer for the realm is tried.

Order | Emabled | Name Type Sarver Amalm
1 [ &) Tagt Server  Ewternal Database 100012 test i)

1. Click on the Add Server button
Note: Only the first two screen shots differ for RADIUS and RadSec. For documentation purposes we

will document the different screenshots, then continue with the setup which is the same for
both RADIUS and RadSec from step 10 onwards
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Selecting RADIUS

Add Authantication Jerver

Authentication Typs: | RADIUS |=]

Sarver:

I .

2. Enter the Hostname or IP Address of the RADIUS server.
3. Click on Next
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fidd Authentication Server

Faimss: 10,1012
Autherbcation Type: RADIUS
Suppeart edurcam: q AuTherDeation fég ests Trom unknoem realms will be proxied 1o this senyer

Cperatian Mode: Fall Cver |

Primary RLADIUS sorver

Server 1P Address g2

AuThentCation Port 1R12
Proxy ACcounting:
ACCOUNTNE Porm 1813

Seiran Corifinm:

Secondary RADIUS servor [Dptlanal)

Server |P Acdress

Authercation Port: 1B12
Proy Aroounting:
ACCOURTINE Dort 1813

Secrel: Confinm:

4. Enter the relevant settings in the fields provided -
e Support Eduroam - Check the box to enable Eduroam support.

e Operation Mode - Use the drop down menu to determine whether the two servers should
operate in failover mode or load balance mode.

Primary RADIUS Server
« Server IP Address - IP address of the server
« Authentication Port - Authentication Port number
e Proxy Accounting - Check the box to enable Proxy Accounting
« Accounting Port - Accounting Port number
« Secret - Enter and confirm the shared Secret
Secondary RADIUS Server (Optional)
« Server IP Address - IP address of the server
« Authentication Port - Authentication Port number

o Proxy Accounting - Check the box to enable Proxy Accounting
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» Accounting Port - Accounting Port number
e Secret - Enter and confirm the shared Secret

5. Click on Next to continue and go to step 10.

Selecting RadSec

#dd Authentication Server

Authenbcaton Typs:  RadSec II

Serven

6. Enter the Hostname or IP Address of the RadSec server.
7. Click on Next
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Add Authentication Torver

Mame 10.10.1.2
Aushentication Type: Radsac

S PR edurnam: T authentication requests from unknown realms vil be proosed to this server

Primary Radiac servar

Sarvar 10.10.1.2
Wiy S5L Cartifcate ON: [
RadSes Type s =l
Authenticatian Part rar

Sacret: Confirme

PO ACCR MTING:

Failover RadSac servar (Optional)
Server:

Wenfy S5L Cartdfcats OM: [
Radtec Type s =l

Authenticaton Part a3

Sacret: Confirme

Pngay ACL N

8. Enter the relevant settings in the fields provided -
e Support Eduroam - Check the box to enable Eduroam support.

Primary RadSec Server
« Server - Enter the hostname or IP address of the server
« Verify Certificate CN - Enable this checkbox to enable verification
« RadSec Type - From the drop down menu select TLS or DTLS as RadSec type

o Authentication Port - Enter the Authentication port number (If Support Eduroam was selected
then this option will not be available)

e Secret - Enter then confirm the shared secret (If Support Eduroam was selected then this option
will not be available)

e Proxy Accounting - Check to enable proxy accounting
Fallover RadSec Server (Optional)

e Server - Enter the hostname or IP address of the server

« Verify Certificate CN - Enable this checkbox to enable verification
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» RadSec Type - From the drop down menu select TLS or DTLS as RadSec type

o Authentication Port - Enter the Authentication port number (If Support Eduroam was selected
then this option will not be available)

« Secret - Enter then confirm the shared secret (If Support Eduroam was selected then this option
will not be available)

» Proxy Accounting - Check to enable proxy accounting

9. Click on Next to continue and go to step 10.

10. You should now see the screen below, the next steps are applicable to both RADIUS and RadSec
setup.

Add Authontication Sarier

Add attributes to reguest
These attributes will be ingscned ina RADILIS requests sant to this RADILS server,

vandor:  IETF [z]
Atribute:  Acoess-Loop-Entapsulation =

Value:

T N

« Vendor - Enter the relevant Vendor from the drop down list
+ Authenticate with - Select the relevant username format

11. Now you can add any attributes you wish to inject into RADIUS requests sent to the RADIUS server
* Vendor - From the drop down menu select which vendor is required
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Attribute - Select an attribute from the drop down menu
Value - Enter the required value
Add AV Pair - Click to add your pairing to the list.

Use the Buttons on the right hand side of your list to order your attributes, click on remove to
remove an attribute.

12. To add a mapping click on the add mapping link and create your rule as shown below.

Add Authentication Server

Cannectian

M
Server Type: RADIUS
Serven

Legin Paramatars

Resalr; aduroam
Autheritaiats with: e Und AT LSerETe
BLINGA MY LFRTaTe
# uremamefeduroam
AT

11012

10,109.2

Enahle 5510 Mapping:

Attribute Mappings

The response from the external server is tested against each nule below in order. If a rule is matched the spedfied usage profile and account group are appled and guest
authensication sucieeds.

[ f atiribute eguaks = 50t usage profie to d and account group ta Bd

2 ITna rules match | Bepct authentication | =

add mapping

13. Click Next to continue.
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Phease select the Chcertificates that should be used tovalidate this server.

Claess 2 Public Primary Certification Authority

Clads 3 Pubile Peirmary Cemifcation Authority - G2 [¢] 10008 VariSign, i, - For suthorized uis aaly VedSEn Trust Network
DigiCarr High Assurants A3

DigiCert High Assurance EY Root CA

Entrust Certfication Authoriy - LIC

Entrustret Certificabom Sutharity [2048)

Errust et Saoune Sendar Cermification Authority

Equifax Serure Cenificate Autharoy

GeoTrust Global Ca

Thaste 0% 55L CA

TriawTe Pramium Server CA

Tharwte SGC CA

Wen5ign Class 3 Fulbhc Frimary Certfication Authoriy - G5
WenSign Clasa 3 Seture Serder (A - G2

VerniSign Class 3 Seoure Sender CA - Gi

ocahostlotaldaman [localhost] -

Upload Certificate: | Chocse FiR | wo file chasen m

14. Now select the CA certificates that should be used to validate your server, choose from the list
provided or upload a certificate using the Choose File option.

15. Click Next once complete.
16. You have now successfully added an authentication server for RADIUS/RadSec Eduroam support.

Authorization Policy

Authorization Policy enables you to give different authorization to users on different devices. For
example allowing users on corporate devices to access internal resources, while giving users on
personal devices less access to sensitive data — maybe allowing access only to the internet.

178 FortiConnect User Guide © Fortinet



Authorization Policy

Administrators can add devices to a list using their MAC address as the identifier and then write a policy so
that upon a RADIUS authentication the system can assign a different authorization if the calling-station-id

(MAC Address) is in the admin defined list.

Adding an Authorization Policy

1. From the FortiConnect Administration Interface go to Network Access Policy --> Authorization
Policy as shown below.

Authorization Policy

Each Authorzation policy i3 checked in the following order. Airst matehed polioy = applied and no cther polices are checked.

Cinder | bame | Bule Authorization Profle | Easbled | Actaon
1 Default  Apply profile | Default ] ]

2. Each Authorization Policy is checked in the order displayed on the screen, if no policies match then
the default policy will be applied

3. To add another Authorization Policy click on the Add button which will launch the Authorization
Rule Wizard and then click on Next.
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RADIUS Authorization Rule Wiard

* Welcome Welcome to the Authorization rule wizard
This wazand wall uide you through the SI8ps needed 1o create a RADILE sahanzaion rule,

Select Maxt to stan the wizard

E——
ok Rack Ma
Al - _

4. Enter a Name and Description of your Rule as shown below.
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RADIUS Autharization Rubs Wizard

+f wekome

W Dotails

(T

Rule Name
Marmae:

Desoription:

5. You will then be required to enter all the conditions that need to be met, click on Next to do this.
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RADIUS Autherizatian Rule Wizard

f Wl poime
l\f Details

W Conditions

Rule Conditions
&l the conditions bakow must be mat for this nuke to match.
o faount-group egualto l Dwﬁultnmuwt&nupu

add Condaion

KT T

The Default Rule Condition will initially be displayed, this can be deleted or amended as necessary.

To create a new rule condition, click on the Add Condition link.

This will then display an attribute link, click on that to select the attribute for the rule as shown

below.
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RADIUS Autharization Rubs Wizard

W Wekome Rule Conditions
‘f Detals

# Conditons

&l thie conditions bekow musT Be mat far this nuks be manch,

w If Apcount-group  equal to =| | Default Account Group [=|

W

Type: Idemtity | = |

identity: MM Account Group | =

<tack B ner J e

9. From the drop down menu select the Attribute type and then choose from -

» RADIUS - Selecting RADIUS will then require you to enter Vendor and Attribute Types for your
rule condition

« Identity - Selecting Identity will then require you to select from an Account Group or a Group
Membership for your rule condition

» Time - Selecting Time will then require you to select Day Of Week or Time Of Day criteria for
your rule condition

 MDM - Selecting MDM will then require you to enter Vendor and Attribute Types for your rule
condition

10. Click on Set once complete.
11. Enter any remaining conditions you require then click on Next when complete.

12. You should now select an authorization profile you want to assign to the users/devices that matches
the authorization rule as shown below. Profiles can set up in Network Access Policy -->
Authorization Profiles.
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RADIUS Autherizatiarn Rule Wizard

o Welcoms Policy

W' Dl Salect the profile that you want to assign To users/oevicss that match this autharization rule.
' Condtions Atiorc @ Assign Profile | pefauk E|

W Asmign Policy Mo access

IS TS

13. Select the appropriate Action :-
« Assign Profile - from the drop down menu select the profile that matches the authorization

rule.
* No Access - select this to prevent users which match this policy from accessing the network

14. Click on Next to complete the Setup.
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BADIUS Autharization Rubs Wisard

o wekcome RADIUS Authorization Rule Setup Complete

o Datals Vo have sucoessiuly complated the RADIUS autharization nle setup wizard,
\f Conditions

o Assign Palicy

Editing an Authorization Policy

1. From the FortiConnect Administration Interface go to Network Access Policy --> Authorization
Policy as shown below.
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Authorization Policy

Each Authosization policy & chickad in the following order, Rrst matched policy & appkad and no other policies are checked,

Onder | Name Rule Autharization Profile | Enabled | Adien
1 Connect Bule  atcount-group eguals Default Account Growup and | Default o Iﬂ
arcount-proug eguals Default Arcount Group
| 2 Defaut Apply profile Defsult o} (<]

2. Click on the Edit icon to the right of the policy you wish to Edit.
3. Repeat steps 6 - 13 in the Add Authorization Policy section above to make your changes.

Deleting an Authorization Policy

1. From the FortiConnect Administration Interface go to Network Access Policy --> Authorization

Policy as shown below.
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Authorization Policy

Each Authcoeization policy i checked in the following onder, Firss matched policy 5 applied and no other policies are checked,

| Cwder | hams Rule Autharization Profile | Enabled | Action
11 Connect Bule  atcount-grouwp eguals Default Account Group and | Default o I'ﬁ |
| arcouns-groun eguals Default Aroount Group

|2 | Defauk | Appiy pealile | Default @ i)

2. Click on the Bin icon to remove the profile you wish to delete.
3. Click on Yes to confirm.

MDM Servers

FortiConnect can now integrate with MDM Vendors, current supported vendors are -

e« Xenmobile

e Airwatch

An MDM server can be added, then Authorization Policies created with rules based on the MDM
integration by going to Network Access Policy --> Authorization Policy from the FortiConnect Admin
interface.

To add an MDM server, go to Devices --> MDM Servers as shown on the screen below.
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MDM Servers

Mame | Description Verdor | Enabled | Action
‘ Mo MDM servers defined

Add MDM Server

1. Click on the Add MDM Server button to enter the MDM Server details as shown below

Add New MDM Ser

Sarver Narma:

Server Descriptions

vendor: Airwatch [z
Seneer

valdate Certificate; (&

Lsarnanms!
Pazsword: [ETTreee confirm:
AP Ky

188 FortiConnect User Guide © Fortinet



Edit an MDM Server

2. Now enter your Server details -

Server Name - Enter the MDM server name
Server Description - Enter the description of the MDM server

Vendor - From the drop down menu select which Vendor of MDM server you wish to integrate
with

Server - Enter the IP address or the hostname of the server

Validate Certificate - Check this box to validate the SSL cert on the server (CA certs must be
installed on the FortiConnect for this to work)

Username - Enter the username of the MDM server
Password - Enter the password of the MDM server and confirm it

Tenant Code - Enter the Tenant Code of the MDM server

3. Click on Save once complete

Edit an MDM Server

To Edit an MDM Server go to Devices --> MDM Servers as shown on the screen below.
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MDM Servers

Mame Deseription | Vendor | Enabled | Action
WD Server One | Test airwatch | gy o
Adhd MDA Server

1. Click on the Name of the MDM Server you wish to Edit and perform any necessary changes.

2. Click on Save once complete.

Deleting an MDM Server

To Delete an MDM Server go to Devices --> MDM Servers as shown on the screen below.
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MDM Servers

Narme Deseription | Vendor | Enabled | Action
MOM Server One | Test airwatch | gy m
Add MDM Server

1. Click on the Bin Icon next to the MDM Server you wish to delete.
2. Click on Ok to confirm deletion.

Wi-Fi Based Marketing Notification Services

FortiConnect introduces support for 3rd party Wi-Fi based marketing notification services. Wi-Fi Based
marketing notification services enables merchants to push promotions and other related notifications
to customers in their close proximity.

How This Works

In FortiConnect, add the server / services details of the notification service provide. After adding this
service, enable it in the Guest Portal settings. Any user authenticating via the IDM guest portal login
will start seeing the notifications pushed from the server enabled in Guest Portal Settings.
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Note: Only one server can be enabled per portal. Guest users will receive promotions from the server

that is enabled in the guest portal and used by the guests to login

Adding and Configuring the Service

1. Login to FortiConnect Administration Ul and go to Devices > WiFi Marketing Providers.

DEVICES

....... RADIUS Client=

3 RADIUS Accountin
f.... Ennail Settings

Fo SIS Settings

....... Sysiog Monitoring
....... LDAP Server

....... Sysiog Servers

....... MDM Servers

2. Click Add New Server to add a new service provider and enter the following details:

Field Name Description

Server Name . .
of the service provider

Server Description

Select the vendor from the list.
Vendor

NOTE: This release supports only WiForia

Host

Service ID .
their server
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Specify additional information about the service provider

Enter the IP address or domain name provided by the service provider

Specify a name to identify the service provide. For ease of use, use the actual name

This is provided by the service provider and is used to authenticate FortiConnect in
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Field Name Description

Username This is provided by the service provider

Password This is provided by the service provider

Server Name: WiForia Server

Server Description: \WiForia Server for Digital Marketing

Vendor: WiForia ¥
Host: a Lt E )
Service |ID: I -e:’ﬁ
Usermame: ! Twiforia.com

Confirm:
Password: SO

3. After adding server details, click the SAVE button to continue.

In the Portal settings page, enable Wi-Fi marketing service. Go to Portals. You can select an existing
portal or create a new one. If you already have portal to which you plan to enable the Wi-Fi marketing
service, do the following:

Click an existing portal to open the Portal Settings Wizard. Click the Next button to navigate to the
Portal Settings section. In this section, select WiFi Marketing Integration option to enable notification
services.
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# Portal Setti ngs

Portal Policy

Displayed in menu

Page

Pre-Authentication | Post-Authentication

Login

Password Change
Self Service

Device Registration
Credit Card Billing
Successful Authentication
Welcome Back
Smart Connect

PMS Billing

Access without Login
Password Recovery
My Account

Help

Welcome

(i
=

2

Session Management

Allow user to close existing sessions when the concurrent session limit is exceeded: ¥

WiFi Marketing Integration

Enable WiFi Marketing Integration:

#
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For the Users

To receive notifications from the service providers, users login in using the captive portal page, must
opt-in to receive notifications.

MGRﬁ\ Login  Self Service

NETWORKS

Login to the network

Username

Password

s w

Remember me on this device

Tick this box to receive offers

LOGIN

Limitations

1. When a guest moves from one AP to another (change in location), FortiConnect can notify WiForia
of this change only after 10 minutes, as the Controller will do the radius update only after 10
minutes (this can be changed based on the configuration in the controller, minimum value is 10
minutes).

2. The feature will work only for users who would do Self Service. i.e feature will not work for Guest
accounts created by Sponsor.

3. Feature will not work for guests who authenticate with their Twitter accounts as Twitter will not
send us the email address of the guest user.

4. This feature will not work for Mac authentication as Controller does not send Radius Accounting for
this.
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Configuring Authorization Profiles

Authorization Profiles provide a way to give different levels of access to different accounts. For
example, to assign different RADIUS attributes, or to only allow access to users from certain IP address
ranges.

Once Authorization Profiles have been created, you must change the sponsor group to allow sponsors in
that group to be able to provision accounts in the appropriate role.

Adding Authorization Profiles

You can add a new Authorization Profile using the following steps.

1. From the administrationinterface, select Network Access Policy > Authorization Profiles as shown
below.

Authorization Profiles

MNama &Y | Desrplion &
Default Default authorization profie w

F1[=]
Page1oft || Go

Add Profile
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2. Click the Add Profile button to add a new Profile.

Editing Authorization Profiles

3. From the Add Profile page as shown below, enter the name for a new Authorization Profile.

Portal Setwp Wirard

W wislcome Fortal Pages
w' Portal Mame

w' Portal Themea
& Portal Settings

Portal Policy

Displayead imn meanu

Walcome Back
Smart Connect

PRiS Billing

SAccess without Login
Passweord Recowery
by Account

Help

Walcome

i I Pre-fuchenticacion Posc-Authentication
Login =

Fassweord Change i

Self Service ¥ i

Device Regisoration

Credit Card Eilling

Suwccessful Aucthentication b

Session Management

WWiFi Marketing Integration

Emnable WiFi fMarketing Integration:

Logout Options

Enable Logout Buttor: by

Enable Logout Pop-up windowe:

4. Enter a Profile Name and its Description in the fields provided.

Specify which pages your portal should hawve enabled and at what stage they should be available.

Allows user to cloze existing sessions when the conourrent session limit is exceeded:

5. Click the Add Profile button to add the guest role. You can now edit the settings for the new guest

role as described in Editing Authorization Profiles.

Editing Authorization Profiles

The following steps describe how to edit the profiles.

1. From the administration interface, select Network Access Policy > Authorization Profiles from the

left hand menu.
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Authorization Profiles

Mame & ¥ Desoription & %
awth Profile Ong | Test w
Default Default authorization prafie w

F‘age1-:-f'z| G

2. Select the profile you wish to edit and click the underlined name of that profile as shown above to
bring up the Edit Profiles page. From there you can edit the following attributes:

« Edit RADIUS Attributes

» Edit Locations

» Edit Notification Settings

« Edit Device Restrictions

o Edit Auto MAC Registration

Edit RADIUS Attributes

If a User authenticates using a RADIUS client device such as a Wireless LAN controller, then for each role
you can specify additional RADIUS attributes that are sent upon successful authentication.

1. From the administration interface, select Network Access Policy > Authorization Profiles and click
the underlined name of that role you want to edit.

2. Select RADIUS Attributes from the tab at the top of the page as shown below.
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Authorization Profiles: Auth Profile One

RADIUE Attributes Locations  Wotfication Settings  Devios Restrictions  Auto MAC Regiration

eredon IETF x

From the drop down menu select the appropriate Vendor from the list.

If the selected Vendor has been successfully highlighted in step 3, then the Attribute field will auto-
populate with the appropriate Attributes for that Vendor, select the desired Attribute from the drop
down menu.

Enter the Value in the field provided.

Click on Add AV Pair

If you need to re-order the attributes that are sent, use the Move up and Move down buttons.
Click the Save button to save the RADIUS Attributes.

© N o v

Edit Locations

If a User authenticates uses a RADIUS client device such as a Wireless LAN Controller, you can specify
from which IP address ranges the User is allowed to authenticate for each profile. This enables you to
specify profiles based upon location so that Users assigned to a specific profile can only login from
locations that you specify.

1. From the administrationinterface, select Network Access Policy > Authorization Profiles and click
the underlined name of that profile you want to edit.

2. Click the Locations tab as shown below.
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Authorization Profiles: Auth Profile One

RADIUS Attributes  Locations  Motification Settings  Device Restrictions  Auto MAC Registration

Locations anly apply 1o RADIUS Authentcation

I Metwark Address: ¥ &|

P Metwork Addrass: ! hd

s acaon] coc |

3. Enter each Network Address and select the appropriate prefix length from the dropdown menu.
Only valid Network Addresses will be accepted—host addresses must be specified using a /32 prefix
length.

If your network uses IPv6 networking addresses then please use the section provided.
Click the Add Location button to add the Network Address.

Note: When you add a profile, the location 0.0.0.0/0 is automatically added. This means that the
profile is valid from any IP address. If you want to restrict to other IP address ranges you must
remove this address.

Note: Locations only apply to Users authenticating through RADIUS clients such as the Wireless LAN
Controller.

Note: This only works when the RADIUS Client sends the Users IP address in the RADIUS authentication.
The IP address must be contained in the Framed-IP-Address attribute.

Edit Notification Settings

Admin can configure the User Profile to send an Email and SMS notification after a User first logs on and to
also send an expiry notification before a User Account expires.
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Edit Device Restrictions

1. From the FortiConnect administration interface, go to Network Access Policy --> Authorization
Profiles and click on the Notification Settings tab as shown below.

Authorization Profiles: Auth Prafile One

RADILS attributes Locatons Motiflcation Settimgs  Device Restrictions  Auto MAC Registration

SMIS Email
A% Login: ] ¥

Minutes since last logine

Expiry: 4 ¥
MinuTEs bedore expiny

Language Template: English (Default) -

2. To enable an SMS Notification At Login, place a check in the Enable box and then specify how often
you wish to send notifications. Leave blank to send an SMS at every login

3. To enable Email Notification At Login, place a check in the Enable box and then specify how often
you wish to send notifications. Leave blank to send an email at every login

4. To enable an SMS Notification before Expiry, place a check in the Enable box and specify how many
minutes before a Guest Account expires before an SMS is sent.

5. To enable an Email Notification before Expiry, place a checkin the Enable box and specify how many
minutes before a Guest Account expires before an Email is sent.

6. From the drop down menu select the Language Template you wish to use (Only used for login
notifications)

7. Click on Save to continue.

Edit Device Restrictions

Admin can configure the User Profile to place Device Restrictions when a User logs in.

1. From the FortiConnect administration interface, go to Network Access Policy --> Authorization
Profiles and click on the Device Restrictions tab as shown below.
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Authorization Profiles: Auth Profile One

RADIUS Attributes  Lodations  Maotffication Settings  Davico Reserictisns  Auto MAC Registration

Allow Login with: different deviges
REsIrict logim with device o account{=} within 0 Duays -

2. To allow login with different devices, enter the number of different devices you wish to allow in
the Allow to Login with field.

3. To restrict login with a device to a certain amount of accounts within a specific time period, enter
the number of accounts in the Restrict login with device to field, then use the field and drop down
menu to select the amount of years, days, hours or minutes.

4. Click Save once complete.

Edit Auto MAC Registration

Admin can enable this setting to register MAC addresses, so that when a device is used to login it is
remembered on the network.

1. From the FortiConnect administration interface, go to Network Access Policy --> Authorization
Profiles and click on the Auto MAC Registration tab as shown below.
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Autharization Profiles: Auth Prafile One

RADILS aztributes  Locations  Motfication Settings  Dewice Restrictions  Auto MAC Rogistration

a W enabled. 3 device a{opuUnt is automatically Created for a users device “-h?l" Eh?p |l:lEl"| via @ pormal,
Automatic device registration is subject to the imit setin 2

A e = & at

Enahle:

If this is enabled, a device account is automatically created for a Users device when they login via a
portal. Automatic device registration is subject to the limit set in Policy Settings --> Account Groups

2. To enable Auto MAC Registration place a check in the Enable check box.

3. From the Account Group drop down menu, select the Account Group used to create the device
account.

4. From the Usage Profile drop down menu, select the Usage Profile used to create the device
account.

5. Click on Save once complete.
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Setting Username Policy

Configuring User Policies

Organizations commonly have policies in place for creating accounts for their internal users and
systems, such as the format or length of the username and/or complexity of password. FortiConnect
allows you to configure username and password creation policies to match your organization’s policy or
to create a policy specific to User’s accounts.

Usage Profiles allow you to provide different levels of access to different User accounts (for example,
to assign different RADIUS attributes, or to only allow access to guests from certain IP address ranges).

This chapter describes the following:

Setting Username Policy
Setting Password Policy
Setting Guest Details Policy
Configuring Usage Profiles

Adding Account Groups

Currency Denomination for Access Codes

Setting Username Policy

The Username Policy determines how to create user names for all accounts.

1. From the administration interface, select Policy Settings > Guest Usernames as shown below and
click in the Standard Accounts tab.
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Guest Usernames

Standard Accounts  Random ACCounts

0 These settings camtrol vsername pobcy for standard account creation

Usarmame Prafoc

Email address as usernama

@ Emal ackdress as usemamse

Create Usernarme VWitth Case:  Case entered by sponsor =

Craate usarnamsa based on first and last namas

Create username based on first and Last names

Crieati randem usernama

Create randam usernams

2. Username Prefix - All generated usernames will be prefixed with any text/number entered.
3. Choose one of the username policy options for creating the user name for your user accounts:
e Username Policy 1 - Email address as username

Use the users email address as the username. If an overlapping account with the same email address
exists, a random number is added to the end of the email address to make the username unique.
Overlapping accounts are accounts that have the same email address and are valid for an overlapping
period of time.

With the Create Username With Case option, you can determine the case of the username created by
the sponsor:

¢« Case entered by sponsor—The username remains in the same case set by the sponsor.
< UPPERCASE—The username is forced into uppercase after being set by the sponsor.

« lowercase—The username is forced into lowercase after being set by the sponsor.

» Username Policy 2 - Create username based on first and last names
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Create a username based on combining the first name and last name of the User. You can set a Minimum
username length for this username from 1 to 20 characters (default is 8). Usernames shorter than the
minimum length are padded up to the minimum specified length with a random number.

With the Create Username With Case option, you can determine the case of the username created by
the sponsor:

e Case entered by sponsor—The username remains in the same case set by the sponsor.
< UPPERCASE—The username is forced into uppercase after being set by the sponsor.

« lowercase—The username is forced into lowercase after being set by the sponsor.

e Username Policy 3 - Create random username

Create a username based upon a random mixture of Alphabetic, Numeric or Other characters. Insert the
characters to be included in the randomly generated Username, and select and the number to use from
each set of characters.

Note: The total length of the username is determined by the total number of characters included.

Sponsor specified username

@ Sponsor specified username

Minimum username length: 5 -

Set Policy Cancel

« Username Policy 4 - Sponsor Specified username

Sponsors can create a username at account creation, click on the dropdown menu and select the
minimum username length the sponsor must use.

4. When done, click Set Policy to have the username policy take effect.
To set a policy for Random Bulk Account creation click on the Random Accounts Tab as shown below.

Determine your random account creation policy using the fields provided.
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Guest Usernames

Standard Accounts  Randarm Accouwnts

q These settings control usemame policy for multiple random account creation

Username Frefic

alphabetic chara P abcdefghikimnoporstusssocyzABC DEFGHIIL MM OFQRSTUNWIOE

Mum b 0 induss ]

-
Mumeric tharaooers 1o include; el

Mumbser to indudse: 1 =

Other characters to indude BT HIRE -7

Mumber o induide 1 [z]

Create username based on the above prefic followed by a sequental rumber: |

Setting Password Policy

The Password Policy determines how to create the password for all User accounts.

1. From the administration interface, select Policy Settings > Guest Passwords as shown below.

208 FortiConnect User Guide © Fortinet



Setting Password Policy

Guest Passwords

L These settings control password palicy for standard acoount creatian
Allaw sponsor to change passward:
Aute genarated password

& Ayt generated passeord
Fazsword case: Mlined T|

Alphabetic tharacers 1o inchude: abcdefghijkimnaporstuwonyz

Mumbs b induds & [=]

Mumerkc characters to inchude:  334567g9

Mumbser to inouce: rd T

Other charadters o induds Al mi[|(jiEe- o,
Mumbss to induds: o [=

Sponsor specified password

Sponsor specified password

[seirrcy | comce |

Check the Allow sponsor to change password box if you wish to allow sponsors to do this.

From the Password case drop down menu select whether the password that is generated will have
a mixed, lowercase or uppercase character base.

4. In the Alphabetic Characters section, enter the characters to be used in the password and the
number to be included.

5. In the Numeric Characters section, enter the numerals to be used in the password and the number
to be included.

6. In the Other Characters section, enter the special characters to be used in the password and the
number to be included.

7. You may also allow the sponsor to specify the password. If you wish to select this option, place a
check in the Sponsor specified password section and using the drop down menu choose the
minimum number of characters a sponsor should use when creating a passwordfor the User.

Note: For passwords, use only the following characters for the “Other Characters” field: !$"&*()-
_=+[I{};:@#-,>?
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8. Click the Set Policy button to save the settings.

Note: The total length of the password is determined by the total number of characters included. You
can choose between 0 and 20 characters per type (alphabetic, numeric, or other).

Setting Account Details Policy

The Guest Details policy determines the data the sponsor needs to enter to create a User account.

1. From the administration interface, select Policy Settings > Guest Details as shown below.

Guest Details

Standard Fields

First Name  popyired -

LastMame: mapuired =

Compamy=  Reguired | =

Moiile: Opitional | =
Additional Fields

The text for additional fislds is defined in the Lang, 1es sectan

Dption 1: | Unused rl
Option 2: | Unused 'r|
Opsion 3: | Unused T|
Opsion & |Unuzed [=]

Option 5 Unused __'-l

e ] concal |

2. You can specify one of three settings for each requirement:

» Required—If a field is set to required it is displayed on the Create Guest Account page and it is
mandatory for the sponsor to complete.

» Optional-If a field is set to optional it is displayed on the Create Guest Account page. However
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the sponsor can choose not to complete the field.

« Unused—If a field is set to unused then it is not displayed on the Create Guest Account page and
no value is required.

3. Click the Save Settings button to save the guest details policy.

Note: There are five Additional Fields that you can use to add any additional information that you
require sponsors to fill out when creating guest accounts. These are described on the Guest
Details page as Option 1 through Option 5. If you want to use these fields, Fortinet recommends
customizing the text that is shown to the sponsor by editing the templates as described in User
Interface Templates.

Configuring Usage Profiles

Usage Profiles provide a way to give levels of time access to different User accounts, or, also a level of
Data Usage. For example, you can assigh a usage profile that allows access during a working week day
and not on a weekend.

Once Usage profiles are created, you must change the sponsor user group to allow sponsors in that group
to be able to provision accounts to the appropriate usage profiles created.

Adding Usage Profiles

You can add a new usage profile using the following steps.

1. From the administration interface, select Policy Settings > Usage Profiles as shown below.
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Mame | Destription | Accourt Type | Timezone |

12Hours 12 hours vsage from fisst login |~ From Arst Login |~ America/Los_angeles 1]
1 Hour 1 haur usage from first login From Frst Lagin | AmericasLos_Angeles [ ]
Jd4Hours 24 hours usage from first login |~ From Arst Login© Amenica/Los_Angeles o
& Hourg & hours usage from firstlogin -~ From Frst Lagin | America/Los_Angeles o
default  Defsult ime profile Start End americaiLos_Angeles I
Unlireted | Urlimited time prafile Unlirmited | AmericalLos_Anpeles | '

2. Click the Add button to add a new Usage Profile.

3. From the Usage Profile page as shown below, Click on the Time Usage tab and type the Name and
Description of the new time profile.
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Usage Profile:

Time Usage Time Aestrichons  Data Usage

Mame:

Description:

Time zone: Americallos_Angeles ::
ACCOUNT Type: Start End [=]

Expire if inacthve fon Days [=]

4. From the Timezone dropdown menu, specify the timezone for which any Account Restrictions will
apply.

5. From the Account Type dropdown menu, you can choose one of the predefined options.
» Start End—Allows sponsors to define start and end times for account durations.

» From First Login—Allows sponsors to define a length of time for User access from their first
login.

« From Creation - Allows sponsors to define a length of time for User access from the moment of
account creation.

« Time Used—Allows sponsors to create a time period during which the User can login. For
example, account can be valid for 2 hours and usable for any time within 24 hours from first
login.

o Unlimited - Unlimited time profiles
6. Expire if inactive for - Allows the admin to specify the time period after which an account with
this usage profile should be considered inactive.

Note: When creating an account type of Time Used, you may also repeat the time used as many times
as you require by entering an amount into the Repeat Field, as shown below
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Lisage Profile:

Tlme Usage Time Restrictions  Data Usage

Mama:

Description:

Time pone: Amencallos_Angeles |T

Arccournt Typsc Time Ussd LI

Duration: 0 Hours [=] within |0 Hours (=]
Repeat: 0 e times (ends after O howrs)

Expire Finactive for Diarys El

7. Once you have selected your account type, click on Save.
8. Next, click on the Time Restrictions tab as shown below.

Usage Profile: test

Time Usage Time Restrictions Data Usage

Guests cannot login or will be logged out during these periods

Mo current restrictions for this profile

.Mc:n-da:.- |:| oo z] |:||:||;|. 23] s9[z] @

9. Once a Time Profile is created, you can implement Account Restrictions in the Time Restrictions
section. Use the dropdown menus to select the days and time you wish to restrict guest access to
and from. Once a time criteria is complete, click Add, then create the next restriction.

10. Depending on the Account Type selected, enter the duration in the following fields:

o Start End—Allows sponsors to define start and end times for account durations; therefore, no
duration is necessary.
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» From First Login—Allows sponsors to define a length of time for User access from their first
login. Duration in days is required.

« From Creation - Allows sponsors to define a length of time for User access from the moment of
account creation.

« Time Used—Allows sponsors to create a time period during which the User can login. For
example account can be valid for 2 hours and usable for any time within 24 hours from first
login. You need to specify how long the sponsor can allocate a User account for, and the time
frame in which it must end.

e Unlimited - No action necessary.
o Click the Save button to save.

11. Next Click on the Data Usage tab as shown below.

Usage Profile: test

Time Usage Time Restrictions Data Usage

Accounts will be expired when the first limit is reached

Data Up: 0 KB EI
Data Down: 0 KB EI
Total Up & Down: | KB E|

oo ] o

12. You can also add Data Usage restriction to your Usage Profiles.

13. From the drop down menus, determine whether to apply the following -

« Data Up - Apply a Data Usage up restriction to your profile, use the drop down menu to
determine whether it be in KB, MB or GB.

« Data Down - Apply a Data Usage down restriction to your profile, use the drop down menu to
determine whether it be in KB, MB or GB.

« Total Up & Down - Apply a Total Data Usage restriction to your profile, use the drop down menu
to determine whether it be in KB, MB or GB.

14. Click on Save once complete.
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Editing Usage Profiles

The following steps describe how to edit Usage Profiles.

1. From the administration interface, select Policy Settings > Usage Profiles from the left hand menu.

Mams Descrigtion Account Type Timezone

12Hours 12 hours usage from first login©~ From First Login~ America/Los_Angeles ]
1 Hawr 1 hour usage from first login From First Login ~ America/Los_aingeles v
24Hours 24 hours usage from first logim~ From First Login©~ Amenca/Los_Angeles | |
& Hours & hours usage from first login From First Login ~ America/Los_Angeles v
default Default time profile Start End America/Los_Angeles v
test test Start End America/Los_Angeles [ |
Unlimited = Unlimited time profile Unlimited America/Los_Angeles w

2. Select the usage profile you wish to edit and click the underlined name of that profile as shown
above.

3. Repeat the steps in the Adding a Usage Profile section above to make the necessary amendments.

216 FortiConnect User Guide © Fortinet



Deleting Time Profiles

Deleting Time Profiles

The following steps describe how to delete Usage Profiles.

1. From the administration interface, select Policy Settings > Usage Profiles from the left hand menu.

Usage Profiles

Mame Description Account Type Timezone

12 Hours = 12 hours usage from first login =~ From First Login = America/Los_Angeles L]
1 Hour 1 hour usage from first login From First Login =~ America/Los_Angeles ]
24Hours 24 hours usage from firstlogin =~ From First Login =~ America/Los_Angeles ]
6 Hours 6 hours usage from first login From First Login - America’/Los_Angeles 'l
default Default time profile Start End Americallos_Angeles L]
test test Start End America/Los_Angeles T
Unlimited Unlimited time profile Unlimited America/Los_Angeles 1]

Add

2. From the Usage Profiles page as shown above, choose the profile you wish to delete and click the
dustbin icon.

3. Confirm the deletion when prompted.
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Account Groups

Account Groups are used to group User & device accounts and are assigned at the point of account
creation. If no additional account groups are created, User & device accounts will be assigned to the
default account group.

In previous versions of Identity Manager (now FortiConnect), User and device accounts could be
assigned an authorization profile at creation. This is no longer the case and instead we assign an
account group to the User or device account.

An Authorization Profile will be assigned via the Authorization Policy which may reference an Account
Group as part of its mapping criteria.

Adding Account Groups

From the FortiConnect Administration Interface go to Policy Settings --> Account Groups as shown
below.

Account Groups

ﬂ Guest (user) & device accounts will be assigned to an account group on reation.

Sl A RN E N 10 per page u E

Group Name & ¥ Description & ¥

Default Account Group = Default Account Group '

4 F‘age1uf1E |-Go| E b

1. By default User and device accounts will be assigned to the Default Account Group, to add another
group click on the Add button.
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Add Account Group

Details

Mama:

Detenpltion:

Authentication Settings

Madrmum Concunment Cannections g
Mandmum Faled Authentications:
Allow Passward Changs:

Require Passward Change:

Guigdt Portal Device Registration Limit

Mamimium Number Of Different Devices:

2. Edit the fields as required -
« Name - Enter the name of your group

o Description - Enter the group description

« Maximum Concurrent Connections - Enter the maximum amount of concurrent connections
allowed

« Maximum Failed Authentications - Enter the maximum amount of failed authentications
allowed

e Allow Password Change - Check box to allow passwords to be changed

« Require Password Change - Check box to require passwords be changed (applies to accounts
create on FortiConnect only)

« Maximum Number Of Different Devices - Specify the maximum number of different devices a
user can register

3. Click on Save once complete
Editing Account Groups

From the FortiConnect Administration Interface go to Policy Settings --> Account Groups as shown
below.
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Account Groups

ﬂ Guest (user) & device accounts will be assigned to an account group on reation.

Sl A RN E N 10 per page u a

Group Name & ¥ Description & ¥

Default Account Group = Default Account Group '

4| 4 F'age‘lu-ﬁEﬁol e e

1. Click on the Group Name of the group you wish to edit.

2. Edit the fields as required -
+ Name - Enter the name of your group

» Description - Enter the group description

e« Maximum Concurrent Connections - Enter the maximum amount of concurrent connections
allowed

¢ Maximum Failed Authentications - Enter the maximum amount of failed authentications
allowed

» Allow Password Change - Check box to allow passwords to be changed
» Require Password Change - Check box to require passwords be changed

« Maximum Number Of Different Devices - Specify the maximum number of different devices
allowed to be registered.

3. Click on Save once complete.

Deleting Account Groups
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From the FortiConnect Administration Interface go to Policy Settings --> Account Groups as shown

below.

Account Groups

q Guest (user) & device accounts will be assigned to an account group on creation.

LR B RSN 10 per page ﬂ a

Group Name & ¥

Description & ¥

Default Account Group | Default Account Group o

4| 4 F'age1uf1E|G.o| B

1. Click on the Bin Icon of the group you wish to delete.

2. Click on Ok to delete.

Currency Denomination for Access Codes

In some environments, credit card based purchases are not widely used, and there is a larger interest

in using access codes with currency denominations attached to them.

FortiConnect can set a Currency Denomination which will allow a sponsor to create multiple numbers
of random User accounts assigned to a time profile, and then export them to a CSV file to print and

create an offline coupon or scratch card to distribute to the User.

1. From the FortiConnect Administration Interface go to Sponsor Portal --> Currency as shown below.
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Currency Settings

Sponsor Portal Currency: US Dollar E

Save

2. From the dropdown menu, select the Sponsor Portal Currency you wish to set.
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Configuring Sponsor User Groups

Sponsor user groups are the method by which you assign permissions to the sponsors. You can set role-
based permissions for sponsors to allow or restrict access to different functions, such as creating
accounts, modifying accounts, generating reports, and sending account details to Users by email or
SMS.

Once you have created a User group, create mapping rules to map the sponsor to a group based upon
information returned from the authentication server such as Active Directory Group, LDAP Group
membership, or RADIUS Class attribute.

TIP - By default, all Users are assigned to the DEFAULT group. If you only want to have a single
classification of sponsors, you can edit the DEFAULT group.

This chapter describes the following:

e Adding Sponsor User Groups

« Editing Sponsor User Groups

o Deleting User Groups

« Specifying the Order of Sponsor User Groups
e Mapping to Active Directory Groups

e Mapping to LDAP Groups

* Mapping to RADIUS Groups

e Assigning User Account Groups

o Assigning Usage Profiles

Adding Sponsor User Groups

You can create a new sponsor user group using the following steps.

1. From the administration interface, select Sponsor Portal > Sponsor Permissions as shown below.
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DEFALLT -

Change Qrder § Add Sponsor Growp

Edit Sponsor Group [ Delete Group

2. Click the Add Sponsor Group button to add a new user group.

3. From the Add a New Sponsor Group page as shown below, type the name for a new user group in the
Sponsor Group Name field.
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Add Sponsor Group

Mamsa

4. Click the Add Sponsor Group button to add a user group. You can now edit the settings for the new
user group as detailed below.

5. Edit and set the permissions for the new User Group as follows:

© Fortinet

Allow Login—Select Yes to allow sponsors in this group to access FortiConnect.
Create Guest Accounts—Select Yes to allow sponsors to create accounts.

Create Multiple Guest Accounts—Select Yes to allow sponsors to be able to create multiple
accounts at a time by pasting in the details.

Create Random Guest Accounts—Select Yes to allow sponsors to be able to create multiple
random accounts without initially capturing the Users details.

Email Manager on Guest Account Creation - Automatically email a sponsors manager when an
account has been created. (LDAP setup only)

Create Device Accounts - Select Yes to allow sponsors to be able to create device accounts.

Create Multiple Device Accounts - Select Yes to allow sponsors to be able to create multiple
accounts at a time by filling in the appropriate form or importing a csv in the details.

Email Manager on Device Account Creation - Automatically email a sponsor’s manager when a
device account has been created. (LDAP setup only)

Send Email—Select Yes to allow sponsors to send account details via email from FortiConnect to
the user.
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e Send SMS—Select Yes to allow sponsors to send account details via SMS from the FortiConnect to
the User.

* View Guest Account Password—Select Yes to allow sponsors to view the password that has been
created for the User.

e Print Account Details—Select Yes to allow sponsors to print out the account details.
Note: Select No, if you want to disable any of the above permissions.

® Reset Account Password - Choose one of the following options to allow a sponsor to reset account
passwords.
No—Sponsors are not allowed to reset any account passwords.

Own Account—Sponsors are allowed to reset only the account passwords they created.
Group Accounts—Sponsors are allowed to reset account passwords created by

anyone in the same sponsor user group.

All Accounts—Sponsors are allowed to reset any account passwords in any User accounts
® Suspend Account—Choose one of the following options for suspending accounts:

No—Sponsors are not allowed to suspend any User accounts.

Own Account—Sponsors are allowed to suspend only the User accounts they created.

Group Accounts—Sponsors are allowed to suspend User accounts created by

anyone in the same sponsor user group.
All Accounts—Sponsors are allowed to suspend any User accounts.

® Edit Account—Choose one of the following permissions for editing the end date/time on User
accounts:
No—Sponsors are not allowed to edit any guest accounts.

Own Account—Sponsors are allowed to edit only the User accounts they created.

Group Accounts—Sponsors are allowed to edit User accounts created by anyone in the same sponsor user
group.
All Accounts—Sponsors are allowed to edit any User accounts.

® UnSuspend Account—Choose one of the following options for suspending accounts:
No—Sponsors are not allowed to unsuspend any User accounts.

Own Account—Sponsors are allowed to unsuspend only the User accounts they created.

Group Accounts—Sponsors are allowed to unsuspend User accounts created by anyone in the same sponsor
user group.

All Accounts—Sponsors are allowed to unsuspend any User accounts.

® Reactivate Expired Account :
No—Sponsors are not allowed to reactivate any accounts.

Own Account—Sponsors are allowed to reactivate only the accounts they created.

Group Accounts—Sponsors are allowed to reactivate accounts created by anyone in the same sponsor user
group.
All Accounts—Sponsors are allowed to reactivate User accounts.
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® Report & Manage Accounts—Choose one of the following permissions for viewing reporting details
for full reporting. See Reporting on Users for additional details.
No—Sponsors are not allowed to view reporting details on any User accounts.

Own Account—Sponsors are allowed to view reporting details for only the User accounts they created.

Group Accounts—Sponsors are allowed to view active User accounts created by anyone in the same sponsor
user group.

All Accounts—Sponsors are allowed to view reporting details on any active User accounts.
® Guest Accounts Detailed Reports-Accounting Log —Choose one of the following permissions for

running a full report on accounting logs:
No—Sponsors are not allowed to run accounting log reporting on any User accounts.

Own Account—Sponsors are allowed to run full accounting log reporting for only the User accounts they created.
Group Accounts—Sponsors are allowed to run full reporting on User accounts

created by anyone in the same sponsor user group.

All Accounts—Sponsors are allowed to run full accounting log reporting on any active User accounts.

® Guest Accounts Detailed Reports - Audit Log—Choose one of the following permissions for running
a full report on audit logs:
No—Sponsors are not allowed to run an audit log report on logs on any accounts. Own Account—Sponsors are
allowed to run an audit log report on logs for only the User accounts they created.

Group Accounts—Sponsors are allowed to run an audit log report on logs for User accounts created by anyone in
the same sponsor user group.

All Accounts—Sponsors are allowed to a run an audit log report on logs on any active User accounts.
® Guest Accounts Detailed Reports - Activity Log—Choose one of the following permissions for

running a full report on activity logs.
No—Sponsors are not allowed to run detailed reports on activity logs on any User accounts.

Own Account—Sponsors are allowed to run detailed reports on activity logs for only the User accounts they
created.

Group Accounts—Sponsors are allowed to run a detailed report on activity logs for

User accounts created by anyone in the same sponsor user group.
All Accounts—Sponsors are allowed to run detailed reports on activity logs on any active User accounts.

® View Guest Payments Report - Choose one of the following permissions for viewing User Payments
No - Sponsors are not allowed to run detailed reports on User Payments.

Own Account - Sponsors are allowed to run detailed reports on User Payments for accounts only they have
created.

Group Accounts - Sponsors are allowed to run reports on User Payments for only accounts created by anyone in
the same sponsor group.

All Accounts - Sponsors are allowed to run reports on User Payments on any active User account.

® Charge/Refund Paid User Accounts - Choose one of the following permissions for allowing sponsors
to charge or refund paid User accounts.
No - Sponsors are not allowed to charge or refund paid User accounts.

Own Account - Sponsors are allowed to charge or refund paid User accounts on accounts only they have
created.
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Group Accounts - Sponsors are allowed to charge or refund paid User accounts created by anyone in the
same sponsor group.

All Accounts - Sponsors are allowed to charge or refund paid User accounts on any active User account.

® Concurrent User Reports —Select Yes to allow the sponsors to run the concurrent User reports. If you
select No, the sponsors are not allowed to run the reports.

® Management Reports—Select Yes to allow the sponsors to run the management reports. If you select
No, the sponsors are not allowed to run the reports.

® Create Event Codes - Select Yes to allow the sponsors to Create Event Codes.

Edit Event Codes - Choose one of the following permissions for Editing Event Codes
No - Sponsors are not allowed to Edit Event Codes

Own Event Codes - Sponsors can only Edit Event Codes they create.
Group Event Codes - Sponsors can Edit Event Codes within a Group.
All Event Codes - Sponsors can Edit All Event Codes.

® Suspend Event Codes - Choose one of the following permissions for Suspending Event Codes
No - Sponsors are not allowed to Suspend Event Codes.

Own Event Codes - Sponsors can only Suspend Event Codes they create.
Group Event Codes - Sponsors can only Suspend Event Codes in a Group.
All Event Codes - Sponsors can Suspend all Event Codes

® Manage Event Codes - Choose one of the following permissions for Managing Event Codes.
No - Sponsors are not allowed to Manage Event Codes

Own Event Codes - Sponsors can only Manage Event Codes they create.
Group Event Codes - Sponsors can only Manage Event Codes in a Group.
All Event Codes - Sponsors Manage all Event Codes.
® Approve Accounts - Select Yes to allow the sponsors to Approve Accounts.

® Account start time within - Select the amount of days the account should start in. Specify the time
interval in days, hours, or minutes.

® Maximum duration of User account—This specifies the maximum duration for which the sponsor can
configure an account. Specify the duration in days, hours, or minutes.

® Maximum duration of device account - This specifies the maximum duration for which the sponsor
can configure a device account. Specify the duration in days, hours, or minutes.

® Maximum duration restriction calculated from - From the drop down menu select whether
restrictions apply from current time or from start time.

® User Account limit - Specify the maximum number of allowed active User accounts a sponsor from
this group can have at any given time, 0 for unlimited.

® Device Account limit - Specify the maximum number of allowed active device accounts a sponsor
from this group can have at any given time, 0 for unlimited.

6. Click the Save button to add the group with the permissions specified.

Note: Until you click the Save button, the group is not created.
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7. Execute one of the following set of instructions to correctly map sponsor users to your group based
upon groupinformation from the authentication server:

» Mapping to Active Directory Groups
» Mapping to LDAP Groups
» Mapping to RADIUS Groups

Editing Sponsor User Groups

The following steps describe how to edit sponsor user groups.

1. From the administration interface, select Sponsor Portal > Sponsor Permissions from the left hand
menu.

2. Select and highlight the group you wish to edit, then click Edit Sponsor Group button to get the
screen as shown below

Sponsor Permissions: Sponsor Group One

Group Permissions  Group Mapgings  Guest Account Groups  Guedt Usage Profiles  Device Actount Groups  Device Ussge Profiles  Sponsor Preferences

Allow Login: wo [=]

Create Guest ACCOUNTE D j

Create Multiple Guest &ccounts: i zl ‘|
Craate Random Guest Accounts: N :l

Email Manager on Guest Acoount Creation: NG "l

Create Device Accounts: Mo j

Create Multiple Dessce ACCounts: Mo El

Email Manager on Device Atcount Creation; N :l

Send Email: MO .:l

Send SME: me [=]

Vi ACCoUNT Password: NGO j

Prnt Account Detals: wo =

Reset Account Password: N E|
Suspend Accournt: Mg :l
Edit Acoount: Mo -'l

3. Edit and set the permissions by following the steps as was followed in the Create Sponsor Groups Section
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Deleting User Groups

1. From the administration interface, select Sponsor Portal > Sponsor Permissions from the left hand
menu.

Sponsor Permissions

e ‘
Sponsor Group One

e o] o spororovp

2. Select and highlight the group you wish to delete and click the Delete Group button as shown above.
3. Confirm deletion at the prompt.
Note: If any Local Users are part of this group, you must delete the user before deleting the user

group. Alternatively, you can move Local Users to another group to “empty” the user group
before deleting it.
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Specifying the Order of Sponsor User Groups

When a sponsor logs in to the FortiConnect, the system checks each group in turn to see if the sponsor
should be given the privileges of that group. The groups are processed in the order in which they appear
in the Sponsor User Groups list box. If a user does not match a user group, they are given the privileges
of the DEFAULT group.

1. From the administration interface, select Sponsor Portal> Sponsor Permissions from the left hand
menu.

Sponsor PErmissions

Sporsor Group One

crnge i Jtsporer roup Pt soror ot v

2. Select the group you wish to order. Each group can be ordered by clicking the up or down arrow icon
button until the group is in position as shown in above.

Repeat for all groups until they appear in the required order.
4. Click the Change Order button to save the order.
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Mapping to Groups

Mapping to Active Directory Groups

If a sponsor authenticates to the FortiConnect using Active Directory authentication, the FortiConnect
can map the sponsors into a user group using their membership in Active Directory groups.

Note: FortiConnect does support recursive group lookups.

If you have configured AD authentication (as described in Configuring Active Directory (AD)
Authentication), then the FortiConnect automatically retrieves a list of all the groups configured within
all the AD servers.

Selecting an Active Directory Group from the dropdown provides all sponsor users in this AD group the
permissions assigned to this Sponsor Group.

Mapping to LDAP Groups

If a sponsor authenticates to the FortiConnect using LDAP authentication, the FortiConnect can map the
sponsor into a user group by their membership of LDAP groups.

Note: FortiConnect does support recursive group lookups.

Based on the settings of the LDAP server that you authenticate against, the FortiConnect uses one of
the following methods for mapping the sponsor using group information.

Mapping to RADIUS Groups

If a sponsor authenticates to the FortiConnect using RADIUS authentication, the FortiConnect can map
the sponsor into a user group by using information returned to the FortiConnect in the authentication
request.

The information must be placed into the class attribute on the RADIUS server.
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Mapping the Groups

1. From the administration interface, select Sponsor Portal > Sponsor Permissions from the left hand
menu.

Select and highlight the group you wish to edit, then click Edit Sponsor Group button.
3. Click on the Group Mappings tab.

Using the rule underneath the Sponsor Group table, shown below, you can create new rules using
the Sponsor Authentication methods you have added.

Sponsor Permissions: Sponsor Group One

Group Permissions  Graoup Mappings Guest Account Groups  Guest Usage Profiles  Dewvice Accownt Groups  Device Usage Profiles  Sponsor Preferences

The Sponsor will be in this growp if they match any of the following rules:

2
Server a ¥ Ruje & ¥
Mo Group Mappings defined
If the Spansor is authenticated against server  10.10.1.2 '! check casis attribute | equals _'_I Add Aule

e From the drop down menu, select the desired server you wish to create a rule for.

» Then select whether the group class names equals or contains the term from the drop down
menu.

» Enter the term the mapping should be based on into the empty field and click Add Rule.
5. The rule is then added to the table.
6. To remove a rule click on the bin icon to the right of the rule.
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Note: By default, Active Directory only returns a maximum of 1000 groups in response to a
FortiConnect search. If you have more than 1000 groups and have not increased the LDAP search
size, it is possible that the group you want to match does not appear. In this situation, you can
manually enter the group name in the Active Directory Group combo box.

Assigning Guest Account Groups

Guest Groups allow a sponsor to assign different levels of access to a User account. You can choose
which sponsor user groups are allowed to assign certain profiles to Users.

By default, a sponsor user group has the ability to assign Users to the default profile. The administrator
can choose the additional groups the sponsor can assign, or can remove the default profile from the user

group.
Each sponsor user group must have the ability to assign Users to at least one role.

If only one role is selected for the user group, the sponsor cannot have the option to select roles. If
there is more than one role, sponsors get a dropdown menu to select the role to be assigned to the
account during the account creation.

1. From the administrationinterface, select Sponsor Portal > Sponsor Permissions from the left hand
menu.

2. Select and highlight the group you wish to edit, then click Edit Sponsor Group button.
3. Click the Guest Account Groups tab to bring up the Available Account groups as shown below.
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sponsor Permissions: Sponsor Group One

Group Permissions  Group Mappings Guest Account Groups Guest Usage Profiles  Device ACoount Grougs  Device Usage Profiles  Sponsor Preferences

“ Selected Acoount Groups are the groups that a sponsor can select when Creating guest a0rounis,

Available AoCount Groups Selected ACcount Groups

Dwfault Account Group

4. The roles that the sponsor has permission to assign are displayed in the Selected Account Groups
list. Move the roles between the Available Account Groups and Selected Account Groups lists using
the arrow buttons.

5. Click the Save button to assign the permission to create Users in the specified profiles to the sponsor
user group.

Assigning Guest Usage Profiles

Usage Profiles allow a sponsor to assign different levels of access usage to a User account. You can
choose the sponsor user groups that are allowed to assign certain Usage Profiles to guests.

By default, a user group has the ability to assign guests to the default usage profile. The administrator
can choose which additional usage profiles the sponsor can be assigned, or can remove the default usage
profile from the user group.

Each user group must have the ability to assign Users in at least one usage profile.
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If a user group has only one usage profile selected, the sponsor does not view an option to select the
usage profile. If they have the ability to choose more than one usage profile, they can view a dropdown

menu from which they can choose the usage profile to be assigned to the account during the account
creation.

Refer to Configuring Usage Profiles for additional details on usage profiles.

1. From the administration interface, select Sponsor Portal > Sponsor Permissions from the left hand
menu.

Select and highlight the group you wish to edit, then click Edit Sponsor Group button.
3. Click the Guest Usage Profiles tab to bring up the Edit Usage Profiles as shown below.

Sponsor Permissions: Sponsor Group One

Group Permissions  Group Mappings  Guest ACCount Grougs  Guast Usage Prafiles Device Account Groups  Device USBEE'F'":IF”E'S Sponsor Preferences

W solocted Profiles are the Usage Profiles a sponsar in this growp can select when oreating guest accounts.

available Profiles Selected Profiles
Unlimited S defaulr

& Hours

24 Hours

test a E

1 Hour

12 Hours

4. The profiles that the sponsor user group has permission to assign are displayed in the Available

Profiles list. Move the roles between the Available Profiles and Selected Profiles lists using the arrow
buttons.

5. Click the Save button to assign the permission to create Users in the usage profiles to the sponsor
user group.
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Assigning Device Account Groups

Device Account Groups allow a sponsor to assign different levels of access to a device account. You can
choose which sponsor user profiles are allowed to assignh certain Account Groups to device accounts.

By default, a sponsor user group has the ability to assign device accounts to the default role. The
administrator can choose the additional groups the sponsor can assign, or can remove the default role
from the user group.

Each sponsor user group must have the ability to assign Users to at least one role.

If only one group is selected for the user group, the sponsor will not have the option to select groups. If
there is more than one group, sponsors get a dropdown menu to select the role to be assigned to the
account during the account creation.

1. From the administration interface, select Sponsor Portal > Sponsor Permissions from the left hand
menu.

2. Select and highlight the group you wish to edit, then click Edit Sponsor Group button.
3. Click the Device Account Groups tab to bring up the Edit Authorization Profiles as shown below.

Sponsor Permissions: Sponsor Group One

Growp Permissions  Group Magpings  Guest Account Groups  Guest Usage Profles  Devies Account Groups  Dewvice Lsage Profiss  Sponsor Preferences

W soiected Account Groups ans the groups that a sparsor can select when creating device accounss.
fovailable Accouns Groups Selected Account Graups

Default Ao ount Group
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4. The groups that the sponsor user group has permission to assign are displayed in the Selected Account
Groups list. Move the groups between the Available Account Groups and Selected Account Groups
lists using the arrow buttons.

5. Click the Save button to assign the permission to create Users in the specified groups to the sponsor
user group.

Assigning Device Usage Profiles

Device Usage Profiles allow a sponsor to assign different levels of access usage to a device account. You
can choose the sponsor user groups that are allowed to assign certain Device Usage Profiles to Users.

By default, a user group has the ability to assign Users to the default device usage profile. The
administrator can choose which additional usage profiles the sponsor can be assigned, or can remove
the default device usage profile from the user group.

Each user group must have the ability to assign Users in at least one device usage profile.

If a user group has only one usage profile selected, the sponsor does not view an option to select the
usage profile. If they have the ability to choose more than one usage profile, they can view a dropdown
menu from which they can choose the usage profile to be assigned to the account during the account
creation.

1. From the administration interface, select Sponsor Portal > Sponsor Permissions from the left hand
menu.

Select and highlight the group you wish to edit, then click Edit Sponsor Group button.
Click the Device Usage Profiles tab to bring up the Edit Usage Profiles as shown below.
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Sponsor Permissions: Sponsor Group One

Group Permissions  Group Mappings  Guest Acoount Groups  Guest Usage Profles  Device Account Groups  Davies Laage Profiles  Sporsor Preferances

W soected profiles ans the Usage Profies a sponsor in this group can s&lect when creating device accounts,

Aailable Profiles Salected Profies
Lindimined L chafauln

6 Hours

24 Hours

test E H

1 Hour

12 Hours

DN KR

1. Theusage profiles that the sponsor user group has permission to assign are displayed in the Available

Profiles list. Move the roles between the Available Profiles and Selected Profiles lists using the arrow
buttons.

2. Click the Save button to assign the permission to create Users in the usage profiles to the sponsor
user group.

Sponsor Preferences

Administrators can restrict/disable or enable controls on a sponsors default preferences page. The
section below details the default values for these preferences.

1. From the administration interface, select Sponsor Portal > Sponsor Permissions from the left hand
menu.

Select and highlight the group you wish to edit, then click Edit Sponsor Group button.
Click the Sponsor Preferences tab to bring up the Edit Sponsor Settings as shown below.
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Sponsor Permissions: Sponsor Group One

Growp Permissions  Group Mappings  Guest ACCOunt Growps  Guest Usage Profiles  Device Account Groups  Device Usage Prafiles  Sponser Praferancas

P These sattings assign cefawt values & anable / disable coniroks on the Sponsar Interface = My Sertings = Preferences page

Language Template
Ayailable Templates Currently Selemed
Danish
—_ Hebrew E

Defaulk Larguage Template:  Emglish (Default) 1=] Likraindarn
Finnish

allows sponsar to change: Yos T‘ E = Spanish
Enghsh {Default)
Greak
Caach

Timazona

Default Timezone: America’los_Angekes El

Allow sparsor to change:  Yas =]
Country Coda

Default Country Coda: H =

Allow sparsor o change:  Yes |=

L

Guadst Account Graups

4. Language Template -
o Default Template - Choose a template from the drop down menu provided

« Allow Sponsor to change - Choose yes or no from the drop down menu.

« Move any templates you wish to be available to the currently selected list by highlighting the
template and clicking the correct arrow.

5. Timezone -
o Default Timezone - Select a default timezone from the drop down menu provided.

« Allow Sponsor to change - Choose yes or no from the drop down menu.

6. Country Code -
o Default Country Code - Select a default country code from the drop down menu provided.

« Allow Sponsor to change - Choose yes or no from the drop down menu.

7. Guest/User Account Group -
o Default Group - Select a default group from the drop down menu provided.

« Allow Sponsor to change - Choose yes or no from the drop down menu.

8. Device Account Group -
o Default Device Group - Select a default device group from the drop down menu provided.
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« Allow Sponsor to change - Choose yes or no from the drop down menu.

9. Email Address -
« Enter a check in the Retrieve from LDAP box if this function is required.

e Allow Sponsor to change - Choose yes or no from the drop down menu.

10. Email Confirmation -
o Default setting - Select a default setting from the drop down menu provided

« Allow Sponsor to change - Choose yes or no from the drop down menu.

11. Login Page -
o Default page - Select a default page from the drop down menu provided.

« Allow Sponsor to change - Choose yes or no from the drop down menu.

12. Click on the Save button to save all changes.
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Overview

Configuring RADIUS Clients

This chapter describes the following:

Overview

Adding RADIUS Clients

Editing RADIUS Clients

Deleting RADIUS Clients

Support Syslog for RADIUS accounting

Overview

Remote Authentication Dial In User Service (RADIUS) is an AAA (authentication, authorization and
accounting) protocol. FortiConnect uses the RADIUS protocol to authenticate and audit Users who login
through RADIUS-capable network enforcement devices, such as Wireless LAN Controllers.

When a User authenticates against a RADIUS client, such as a Wireless LAN Controller, the RADIUS client
performs a RADIUS authentication check with FortiConnect to validate whether the credentials supplied
by the user/device are valid. If the User authentication is successful, FortiConnect returns a message
stating that the user is valid and the duration of time remaining before the user session expires. The
RADIUS client must honour the session-timeout attribute to remove the User when the account time
expires (unless the account is unlimited).

Note: The Wireless LAN Controller needs to be specifically configured to Allow AAA Override. This
enables it to honour the session-timeout attribute returned to it by FortiConnect.

In addition to authentication, the RADIUS client device reports details to FortiConnect, such as the time
the session started, time session ended, user IP address, and so on. This information is transported over
the RADIUS Accounting protocol.

TIP - If there is a Firewall between FortiConnect and the RADIUS client, you need to allow traffic from
UDP Port 1812 or 1645(RADIUS authentication) and UDP Port 1813 or 1646 (RADIUS accounting) to pass.

Note: The Debug button under Devices > RADIUS Clients turns the RADIUS server on in debugging mode.

This enables detailed debug information to be viewed under Server > System Logs > Support Logs.
See Support Logs for additional details.
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Adding RADIUS Clients

1. From the administration interface, select Devices > RADIUS Clients from the left hand menu.

2. Before adding a RADIUS client you can determine whether you wish RADIUS authentication to be
performed in a case sensitive or insensitive manner as show in the screen shot below. From the drop
down menu in the RADIUS Authentication section, select the option you wish authenticate the
RADIUS username in.

3. In the RADIUS Clients page as shown below, click the Add RADIUS Client button to add a RADIUS
client.

RADIUS Clients

BADIUE Clents

Mama Davire Typs Description
Mo RADILS Clients defined

Add RADILS Clieng|

FADIUS Debug

RADILIS Support logs cam be found in Repors & Lops > System Lops » Support Logs

RADILIS is running narmaly,

Restart RADIUS n Debug

BADIUE Auchantication

This setting controls whether AADIUS authentication & perfarmed In @ case senstive or nsensithae mannsr,

AADIUS username is  Case sensitive TI

4. In the Add RADIUS page, click on the Client tab as shown below, type a descriptive Name for the
RADIUS client.
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RADILUS Clients

Client Attributes SNMP  MAC Authentication  RadSec Authentication

Marre

Davice IF Address f Prefix Langth:

Secrel  resaseress Confirm:
Type: Meru S0 6.0 & Later _'_I

Description:

Change-af-Authorization

Use COw;

5. In Name - Type the name of the RADIUS Client

In Device IP Address / Prefix Length- Type the IP Address / Prefix Length of the RADIUS client, if
you do not know the Prefix Length, the FortiConnect will automatically enter this for you. This
needs to match the IP address from which the RADIUS request is originated.

7. Type a shared Secret for the RADIUS client. This must match the shared secret specified in the
configuration of the RADIUS client.

Retype the shared secret in the Confirm field.

From the Type drop down menu select the type or vendor of the RADIUS client, if you select
Fortinet, an extra tab will appear at the end of the set of tabs on the screen called Automatic
Setup, for details on this screen goto step 22 for details on how to configure the options within.

Note: If selecting Generic Radius Device an Guest Portal along the top will appear, see step 18 for
details on this.

Note: Depending on the Type of Radius Device you select, the options on this screen may differ
slightly.

10. Type a Description of the client and any other information needed.

11. To turn on the use of Change-of-Authorization then place a check in the Use COA box.

12. Click the Save Button and the system will automatically restart and save the settings. Please wait
whilst this occurs.

13. If you want the RADIUS client to send any additional attributes upon successful authentication, click
on the Attributes tab as shown in the figure below.
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RADIUS Clients

Cient  Attributes SNMP  MAC Authentication  RadSec Authentication  Autormnatic Setup

vendor: | IETF =]
Artribute: | Access-Loop-EncapsLiation =]
Wl

14. You can use the drop down menus to select :
« Vendor - A list of predefined Vendors are available using the drop down menu.

o Attribute - A list of predefined Attributes will appear depending on what Vendor you selected,
use the drop down menu to select the appropriate one.

e Value - Enter the appropriate value in the field provided.

15. Click on the Add AV Pair button to add attribute and value pair to the table below.

« If you want to remove an attribute, select the attribute from the table and click the Remove
button.

o Use the Move up and Move down buttons to change the order of the RADIUS attributes as they
are sent in the RADIUS Accept Message.

16. Click the Save Button and the system will automatically restart and save the settings. Please wait
whilst this occurs.

Note: FortiConnect supports TLS, PAP, CHAP, PEAP-MSCHAPv2 and PEAP-GTC in RADIUS Authentication

Note: SNMP is used for recording the Framed-IP-Address of the guest when the RADIUS client does not
set this in RADIUS accounting messages. You do not need to set this if the device sets it correctly.
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17. To set this click on the SNMP tab as shown in the figure below

RADIUS Clients

Chent  Attributes SMBIP  MAC suthentication  RadSec Authentication  Automatic Setup

SMMIP i used Tor recording the Framed-IR-Address of the pusst whien the RADIUE chant diss Aot 521 ths in RADIUS a0counting messages,
fou da not need to enable this if the devicos sets it comecthy.

Emalile: Ll

Amarnative SHMD davice 1P Addrass:

Wersiar: LE] EI

Authentication Protocok 50k} E|

Authentication Username:

Authentication Passphrass; Confirm:
Privacy Protoood DES :""
Privacy Passphrase; Cornfirm:
Seurity Type Authentication | =

[ sve ] Concel ]

18. Place a check in the enable check box.
» Version - Select the correct version number from the drop down box.

o Read Community - Enter the read community string.
» Authentication Protocol - Select the correct authentication protocol from the drop down box.
» Authentication Username - Enter the authentication username.

o Authentication Passphrase - Enter the authentication passphrase and confirm it in the field
provided.

« Privacy Protocol - Select the correct privacy protocol from the drop down menu provided.
« Privacy Passphrase - Enter the privacy passphrase and confirm it in the field provided.

o Security Type - Select the correct security type from the drop down menu provided.

Click the Save button and the system will automatically restart and save the settings. Please wait whilst
this occurs.

To set up and enable MAC Authentication, click on the MAC Authentication tab as shown below.

© Fortinet Configuring RADIUS Clients 247



Adding RADIUS Clients

RADIUS Clients

Client  Amributes SMMP MAC Authantication RacdSe Authentoation Automatk Setup

Enable MAC authentization: ¥

Usor-Name attrioute containg: | Clnt MAC Address [=]

User-Passwond sttribute containg:  Shared Secres 1

Service-Typa attribute contain: LaginLisar '
=n

Note: MAC Auth settings depend on what the controller sends when it does a MAC Auth request

19. Place a check in the Enable MAC authentication check box :-

o User-Name attribute contains - From the drop down menu select whether the User Name
attribute contains Client MAC Address, Shared Secret, whether its Not Present, or Don’t
Check.

o User-Password attribute contains - From the drop down menu select whether the User
Password attribute contains Client MAC Address, Shared Secret, whether its Not Present, or
Don’t Check.

« Service-Type attribute contains - From the drop down menu select whether the Service Type
attribute should contain the Login User, Call Check, or Don’t Check.

20. Click on Save once complete.
21. When creating certain client of 'Type' the tab below is shown
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RADIUS Clients

Cient  Attributes  SKMP  MAC Authenbication  AadSec Authentication  Guest Portal

These settings abow the AADIUS dient to interfate with a guest portal,

Methiod:

Logim URL:

posT (=]

LHar T ragquest key:

Password request ket

Aedrachan requast key:

Custom Login Parameters:

Lagowi URL:

Custoem LOBout Parameters;

The setting on the tab can allow a generic RADIUS client to interface with a Portal by providing
login/logout parameters and request keys

Enter the relevant settings to allow the RADIUS client to interface with a Portal :

Method - Choose the HTTP method with which forms are submitted to the Generic RADIUS
device.

Login URL - Enter the URL used to login users to the device

Username request key - Enter the username key, this normally corresponds to the name of the
HTML element that takes the username.

Password request key - Enter the password key

Redirection request key - Enter the redirect key

Custom Login Parameters - Enter any custom login parameters the device may require.
Logout URL - Enter the URL used to logout users on the device.

Custom Logout Parameters - Enter any custom logout parameters the device may require.

Click on the Save button once completed.

22. If you are adding RADIUS for authentication with a Fortinet Controller you will see the tab as shown

below.
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RADIUS Clients

£, Tha Meru Cannect Is using a salf-signed S5L centificate, you may get certticate wamings an your dients when they attamps to authemticate

Cient Aftrnbutes ShP  MAL Authenbcaton RadSes Authentication Altomatic Setup

Wheru Connect Address:

1592.168.137.20

Device P Address 101042

AL USET Mame

Admin Password: 0 seesaseen

Configure RADIUS profikes: .‘

St Caphive Portsl RADIVS profles |

54t Captive Portal External LIRL: 4

Configure Qo Rules: o

Wirite Changes (o staru p-oondig

Setup Contraller

23. Within this tab you can automate several configuration steps between FortiConnect and the
Fortinet Controller. Steps you previously took when setting up the client and SNMP will also be
automated once you click on the Setup Controller button :-

FortiConnect Address - Enter the IP Address of FortiConnect (should match the SSL cert
common name)

Device IP Address - Enter the IP Address of the controller, this can be IP address or FQDN
Admin User Name - Enter the admin user name for the controller
Admin Password - Enter the admin password for the controller

Configure RADIUS Profiles - Check the box to Configure RADIUS profiles for authentication and
account

Set Captive portal RADIUS profiles - Check the box to set captive portal RADIUS profiles

Set Captive portal mode - Check the box to set the captive portal mode to customized
Configure QOS Rules - Check the box to configure Pre Authentication QoS Rules

Transfer Pages to Controller - Check the box to transfer portal redirection pages to controller

Write changes to startup-config- Check the box to write changes to startup config.

24. Click on the Setup Controller button to apply the selection confirmation to the controller.

25. Click on the Download portal pages link for manual upload to the RADIUS client
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Note: System Director 6.0 & Later - for versions of System Director 6.0 and later we configure the
Captive Portal External URL with a redirection URL pointing to FortiConnect. Also, Automatic
Setup no longer requires you to Transfer Custom Portal Pages from FortiConnect to the
controller, Set the Captive Portal Mode to Customized and Set the Captive Portal Authentication
Method to Internal as shown in the screenshot below.

192.168.137.20
Idenbity Manager Address:
Davice P Address: 10,10, 10.1
Admin user nams:

Admin Password:

Configure RADIUS profiles: ¥
Set Capbrve Portal RADIUS 7
profiles:

Set Captive Portal External URL: +
Configure QoS Fules: +

Write changes to startup-config:

Setup Contraller

RadSec Authentication

The main focus of RadSec is to provide a means to secure the communication between RADIUS/TCP
peers on the transport layer. The most important use of RadSec lies in roaming environments where
RADIUS packets need to be transferred through different administrative domains and untrusted,
potentially hostile networks. An example for a world-wide roaming environment that uses RadSec to
secure communication is Eduroam of which FortiConnect supports (see Network Access Policy section
for Eduroam)

To enable RadSec Authentication on your RADIUS client go to Devices --> RADIUS Clients and click on
the RadSec Authentication tab as shown below.
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RADIUS Clients

Clisnt  Aftributes SMMP  MAC Authenticstion RadSec Authentication Automsbe Sstup

Enable Rad5ec 4
Rad3ec Type: TS =]

Warify S5 Camificats Common M

Click the Enable RadSec checkbox to enable RadSec

From the RadSec Type dropdown menu, select TLS or DTLS as your RadSec type.
Click the Verify SSL Certificate Common Name checkbox to enable verification.
Enter the RADIUS Client Hostname in the field provided.

Click Save to continue.

o M b

Editing RADIUS Clients

1. From the administration interface, select Devices > RADIUS Clients from the left hand menu.

2. In the RADIUS Clients page as shown below, select the RADIUS client from the list you wish to edit
and click the underlined name of that client.
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RADIUS Clients

RADIUE Clianes

Name Device Type Descrigtion
BADIVE 1 TOA01.2/32  Meru S0 &0 E Later RADWS 1 .

RADIUE Debug

RADIUS Support lags can be fownd in 3

RADIUS i running noemmally.

Rastart RADILS in Debusg

RADIUS Authentication

This seming conrols whether RADILIS authentication is performed in 2 case Sensitiee OF inSensithe manner.

RADIUS ussrname is | case sensithe _rJ

3. In the Edit RADIUS Client page as shown below, click on the tabs you wish to Edit and follow the
instructions as shown in Adding RADIUS Clients.

Click on Save once complete.

Deleting RADIUS Clients

1. From the administration interface, select Devices > RADIUS Clients from the left hand menu.
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RADIUS Clients

RADIUS Clients

| Mame Device Type Dezcrigtion

| BADIS 1 | 10000.2/32 MerusDADELater RADRST

[

L

Ak RADILS Chent

RAGILE Debug

RADIUS Support logs can be fowund in Bepaorts & Logs = Systern Lops ™ Supgort Lops

RADIUS 8 running noermally.

Aestart RADIUS i Debisg

RADIUS Awthentication

This s2ming contrals whether RADILIS authentication is performed in 3 case sensitiee o ingensitive manner,

RADALS usesmame i5 | Cass sensithes _'r_|

2. In the RADIUS Clients page as shown above, click the underlined name of the RADIUS client in the
list to edit it.

3. Click the dustbin icon to the right of the entry to delete it, and confirm the action.

RADIUS Accounting Servers

To add a RADIUS Accounting Server go to Devices --> RADIUS Accounting Servers and click on the Add
RADIUS Accounting Server button as shown below. FortiConnect can replicate and forward any
accounting packets to an admin defined server.
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RADIUS Accounting Servers

-

RADIUS Accaunting Sorvors

Hamne

Device
o RADIUS Accounting servers defined

Action

Audd RADIUE ADtounting Server

User-Mama Format

Madify User-bame valus

1. On the Add RADIUS Accounting Server, enter the server details you wish to forward accounting

packets to.

RADIUS Accounting Server

M
Server |P Address:

Safret:

PR T

Canfirrn:

Accounting Port: 1813

2. In the fields provided, enter :-
« Name - The name of the RADIUS Accounting Server

o Server IP Address - The IP Address of the RADIUS Accounting Server

© Fortinet
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RADIUS Accounting Servers

e Secret - The shared Secret of the RADIUS Accounting Server
e Confirm - Confirm the shared Secret
» Accounting Port - The Accounting Port

3. Click on Save once complete

4. If you wish to Modify the User-Name value of your server, then place a check in the Modify User-
Name value check box as shown below.

RADIUS Accounting Sensers

RADILS Accaunting Servers

Hama Daice Actian
Rapacc 1waoaz W

Usar-Mama Farmat

Wodfy User-Name valwes [¥]

Realiv:
[P
PRI

uEarnamal resim
o LEETIATE

Authenboate wirth:

5. Realm - Enter the Realm details
6. Authenticate with - Place a check next to the format you wish to authenticate with
7. Click on Save to complete your changes

Edit a RADIUS Accounting Server

1. To Edit a RADIUS Accounting Server go to Devices --> RADIUS Accounting Servers and click on the
link of the RADIUS Accounting Server you wish to edit as shown below
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RADIUS Accounting Servers

RADIUS Actounting Servers

Hama Dwraice Action
Rapacc 10012 W

Add RADIUS Arcounting Server

Usar-Nama Farmat

kadfy User-Mame valee:  [5]

Aealm:
FERIT LLFaTIATE
N v PRI
henbcate with: E
& LmenaTe

2. Follow steps 2 and 3 in the Add RADIUS Accounting Server section to Edit the server.

Delete a RADIUS Accounting Server

1. To Delete a RADIUS Accounting Server go to Devices --> RADIUS Accounting Servers and click on
the Bin lcon of the RADIUS Accounting Server you wish to delete as shown below
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RADIUS Accounting Servers

RADIUE Accounting Servers

| wama | Device | Action
| papact | 1oz W

| ]
Add RADIUS Arcounting Server

User-Nama Farmat

Wadfy User-Name value:  [¥]

Realm:
reaimiurarname
PRAITLUEATIATS

LEeTATAEd remim
LTI

Authenbcate vaith:

2. Click on OK to delete the server details or click on Cancel to abort.

Syslog for RADIUS Accounting

FortiConnect can send RADIUS accounting information as Syslog messages to a firewall’s and other
devices to allow access to the client once they have logged onto the network via FortiConnect.

1. From the FortiConnect Administration interface go to Devices --> Syslog Servers.
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Whan RADILS accounting is recsivad 2 5 0g message i sent 1o these servers.

Whessage Format: | Smaothwal Frewall =]

[ 1P Acdress part
| There is na syslog server configured to send messages to

514 m
[ save | concel

2. Select how the Syslog message should be formatted by selecting the Message Format from the drop
down menu -

3. Smoothwall Firewall - this option will apply predefined format as under:
o Start = "name=%{User-Name} mac=%{Calling-Station-ld} ip=%{Framed-1P-Address} $"

o Stop = "name=%{User-Name} mac=%{Calling-Station-Id} ip=%{Framed-IP-Address} $"
o Interim = "name=%{User-Name} mac=%{Calling-Station-Id} ip=%{Framed-1P-Address} $"

4. Custom - this option lets admin define format against each point e.g Start, Stop and Interim as
shown below.
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When RADIUS sccounting i received a syslop message i ant to these servers.

Message Format: | Custom 3

sart: namesiLiser-Nama) mac=w{Caling-Station-id) ip=w{Framed-IP-Addrass) §
Srope name=#{lser-Harme} mat=#{Caling-Station-id} ip=#{Framed-IP-Address) §
Interim names L ser-Mama) mac={Caling-Staticn-bd} ip={Framed-IP-Address) §

IP Adidress Port

2l --

Thara ks no syslog serser configured to send messages to

5. Once completed click on Save to continue, this will send a message to all configured servers in this
format.

Now add a syslog server to send messages to -
Enter the server IP Address and the Port number, click on the Add button once complete.
Click on Save.
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FortiConnect LDAP Server

FortiConnect has a built-in LDAP server that exposes User and Device accounts to applications that use
the LDAP for User authentication and Device validation.

Note: Itis also possible to use the LDAP server to browse the current active User and Device accounts.
This is unrelated to using an external LDAP server for Sponsor authentication.

Configuring the FortiConnect LDAP Server

Administer the FortiConnect LDAP Server by following the steps below.

1. From the administration interface select Devices --> LDAP Server and place a tick inside the Enable
LDAP Server check box as shown below.
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LOAP Server

Enable LDAP Server: W]
Admin Bind Lisernama:  admin
Admin Bind Fassward: Corfirm:

Protocal: LOAP
& LDAP. LDAPS and Star TLS
LDAPS ad Start TLS

Create an Admin Bind Username in the field provided.
3. Create an Admin Bind Password and Confirm in the fields provided.

Select the required protocol by placing a check in the relevant check box.
o LDAP - Allow Unencrypted only.

o LDAP, LDAPS and Start TLS - Allow Unencrypted and encrypted.
o LDAPS and Start TLS - Allow encrypted only.

5. Click on Save once you have finished.
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Using the FortiConnect LDAP Server

Authenticating a User Account via LDAP

To authenticate a user account the client must bind to the LDAP server using the bind DN and password
of the User account. The bind DN is always of the form:

cn=username,ou=users,dc=MeruConnect

where username is that of the user account. For example if we have a user account with username “test”
the bind DN would be:

cn=test,ou=users,dc=MeruConnect
The base DN for searching is always:
ou=users,dc=MeruConnect

Users can only be authenticated if they are active and are not currently under any time restrictions.

Troubleshooting User Authentication

We can use command-line tools and graphical tools to test the behaviour of the LDAP server. For example
if the ldapsearch command is available on a client machine we can test authentication using the
following (where testpassword and testusername are the users credentials and x.x.x.xis the IP address
of the FortiConnect server):

ldapsearch -h x.x.x.x -x -D "cn=testusername,ou=users,dc=MeruConnect” -w testpassword
This will return all the detail of the account, including the DN:

dn: cn=test,ou=users,dc=MeruConnect

If the username or password is incorrect it will return:

ldap_bind: Invalid credentials (49)
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Validating a Device Account via LDAP

Device accounts may be validated in a similar way to User accounts, however device accounts do not
have passwords so we must use the admin bind credentials to search for the existence of a device
account.

The device DN is always of the form:
cn=aa:bb:cc:dd:ee:ff,ou=Devices,dc=MeruConnect
Where the CN is the MAC address of the device in a canonical format.

We may search for a device using ou=Devices,dc=MeruConnect as the base DN and cn=aa:bb:cc:dd:ee:ff
as the filter.

Many other MAC address formats are supported for searching, the altMacAddressFormat attribute should
be used e.g. using a filter of altMacAddressFormat=aabb-ccdd-eeff.

Testing Device Validation

We can use command-line tools and graphical tools to test the behaviour of the LDAP server. For example
if the ldapsearch command is available on a client machine we can test valiation of device accounts with
the following (where x.x.x.x is the IP address of the FortiConnect server and adminuser and
adminpassword are the admin bind username and password respectively and we assume we have a
device with a MAC address of aa:bb:cc:dd:ee:ff):

ldapsearch -h x.x.x.x -LLL -x -D "cn=adminuser,dc=MeruConnect” -w adminpassword
(cn=aa:bb:cc:dd:ee:ff)

This will return all the details of the device, including:
dn: cn=aa:bb:cc:dd:ee:ff,ou=Devicess,dc=MeruConnect
If the username or password is incorrect it will return:

ldap_bind: Invalid credentials (49)

It will not display any results if the device is not found.

Browsing Guest and Device Accounts

While configuring clients that access the LDAP server it may be useful to view the LDAP
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User Authentication

database using a LDAP browsing application. The following screenshots are taken of the free LDAP
Browser application from Softera (http://www.ldapadministrator.com).

In the examples that follow the FortiConnect is running on 192.168.137.20 and the LDAP server has been
configured with the username “admin” and password “password”:

® Guest Authentication
® Device Validation

® Browsing

User Authentication

1. Click on File then New Profile from the drop down menus and select Create New File and name it
Guest Authentication

= Do pook
# @, pachigan
# 2. Dpanl[arf
4 &, e CEETIM

Conreciinn paphis ngre
s hulherioshor]

ok Meed by pontns.

2. Click Next

3. Host - IP Address of the FortiConnect

4. Leave the Port and Protocol version as they appear.
5

Base DN = ou=Guests,dc=GuestManager
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User Authentication

Host Information

Pleasze enter zerver host information

Host: |1 92.168.137.20

Fart: 383 Protocol version: I 3 - I

Basze DM: lu:uu=l3 Lests, do=GEuesthd anager ;I

| Fetch DN [anly LDAP v.2] |

[ Anonymous bind

Click Mest to continue,

< Back

Firizh Cancel Help

Click Next
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User DN = Guest User DN
Password = Guest User Password
Click on the check box to Save Password.
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User Authentication

Credentials i|
Fleaze enter uzer information
Idzer DIM:
!cn=test@test.cu:um,n:uu=l3uests,dc=l3uesth-1.anager
Paszwaord:
lxxxxxxxa1
[ Save password
Chek Mest to continue.
¢ Back I Mewt > I Finizh Cancel Help
10. Click Next
11. Click Finish as shown below.
LDAP Settings %]

— Connection Options

Filter: | EleEen E =]

Timeout: I3D Entry count limit; Im':“:'

[ Ty to use secure connection [only LOAP .3

— Dereference Aliases
i Newver " Searching
" Finding i Always

¥ Enable Referals

¥ Connect now

Advanced... I
< Back I MHest » I Finizh I Cancel I Help I
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Device Validation

The results should be shown in the Guest Authentication folder.

Click on the folder to see the results and prove the Guest has authenticated.

B E e Jack el

Lol R ¢ 3 I K Fef WE- T Elle
:'_' u=r i [k =" -
* Brdbeir hook Fhyrre vaoe i T“'E_.ri“
I J Gutst Authentication [T e it O ean it ... 23
i e Wleny it o et n
%, Mchigen Hlan Lisar (" S |
+ & "mnl.:u'F =lind mea trect 4
3-8, it CERTOM Himad testdbte com test .. 23
5] o Deladt et .. T
= rrenpary st Comgeny et 1z
reinflima Tieil (T |
(S tbephoratiomber +1 1739567 i, 1D
B st aobid ., etCngereon opEi_,, 83
#emnonl Treehes et T, DS T e S g oo 4
i subchesarbes. opei. O
o haviobordinates  FALSE At -
! e LI NN 25 5N - DO D00 0000 o k]
e L0 i S A AP0 opar_.. X

D | LF s

i | AtmtwbeTypes:  Tobsh 172 Jrwalt O Cuplcatedy O
LvFObisccOasses)  Total! 54 Ireald: O Cuplcated: 0
Hiletangiiubei:  Total: 0 Drwake O atad:

Ready. For Heip, press FL n asbesibess. Co, s GUs s dreCussManags Lk cef sl soheres l

Device Validation

Device Validation

1. From the drop down menu select File-->New Profile and create a new profile called
DeviceValidation.
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RN EE T S DI TR TR TS F TS R T T

[t e ook el
e-w-F 1A 0B xAF WE- ‘l'.r?:‘..'l?
[ & k% (o= -

BrtribeuleTypes:  Tobs®: §72 Jeesid: O Dupleabed: 0
LOAPChpect laes:  Tobal: 54 iveakd: O Duplcated; 0

T — T cremion o

= g

i o domiamitirage Unnd Sk schra §
2. Click Next
3. Host - FortiConnect IP Address
4. Base DN - ou=Devices,dc=GuestManager
5. Port and Protocol remain how they are.
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Host Information

Fleaze enter zerver host information

Host: i1 92.168.137.20

Fart: 283 Protocol version: I 3 - I

Baze DM: iu:uu=D evices, do=Guesthd anager _ﬂ

| Fetch DNs [only LDAP v.3) |

[ Anonymous bind

Click Mest ta continue.

¢ Back I M et > i Finizh Cancel Help

Click Next

User DN, this is the username created when setting up LDAP FortiConnect -
cn=Admin,dc=GuestManager

8. Password, this is the password created when setting up LDAP FortiConnect.
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Device Validation

X

Credentials

Fleaze enter uzer information

Idzer DIM:

!u:n=au:|min,n:h:=l3 Liesthd anager

Paszwaord:

lxmma1

[ Save password

Chek Mest to continue.

¢ Back I Mewt > I Finizh Cancel Help

9. Click Next
10. You must then setup a filter to find whether the Device exists. Filter - MAC Address of the Device.
11. Leave all other options as they are.
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LDAP Settings

— Connection Options

Filter: in::n='|'|:'|'|:'|'|:1'|:'|1:'|1|

Timeout: i3':| Entry count limit; Im':":'

[T T to use secure connection [only LDAP « 3)

— Dereference Aliazes
& Newer " Searching
™ Finding i Always

¥ Enable Refernals

W Connect now

Advanced... |
¢ Back et = | Finizh I Cancel | Help I

12. Click Finish

Under the Device Validation option on the menu, click on the Device Validation to prove the Device has
validated as shown below.

® pm= 110140080001 9211 jou=Dav

PR A B xR e T El'“ﬂ k2
[ | & wf el i lBridenied dond -
" Bronser ook [ [tpe om | 8
= @, Davice valdabon = phvisciclass e [ SR ]
i TR TETETR B BRI RTRT] k. 17
=d Z"“:“:ﬂ":;‘::“m i Davice: bk 6
3 Bl i [T |
. g"‘""‘w Erw Rest@mRst com . 13
- J-' st CERTUM L T Vst Company beak . 02
5 gresrliars i taak ., &
L rschdanerr LERE BB EREARE R beak o A7
[F tebaghwormbiumbe 41 12534587 baak o, 10
L e Pecidrese®,  BILETLETLETL beat: 12
LA T T SR B BT BT bt . A7
o e Ackdewe®, . B1:E210:0E L5010 [ S
S escAddeessF. ., BLLLLLILLLLIL beak 17
B sk Ackdeens®. . B110-1011-0115 tack . 14
[ phpacncidress®, . L1LLCILLLIEILE baat 14
5 shaciddeess®._ . 11011100000 [ A T ]
[ phptachcdesse?. ., B11E11-110011 beat 1
LS etscaddeesss, ., BILEILOILAIL beak .. 13
[ skt iickenss®. . E11L11.710011 b, 13 -

i wchily connected bo 102,104,137, 20
Pt 5T boured - probubsly & & a0/ UDAPT seresr. Usng defeul schans,,
O | 0P Syreaeasi  Total 0 ko D Dupbcated; 0
E | AbvwbeTypes:  Fobsk 177 walkd O Duplcsied &
| LDEOhmt e - Tatal: Si vkl 0 Duple bk 0
Tokal: O Dbz O Dugpicatad: 0
. slicy: 1 Cnpdcabed; 0

£ cnesdin, e sbinags Lsed defukt schoma | |
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Browsing the LDAP Database

1. From the drop down menu select File-->New Profile and create a new profile called Browse LDAP
Server.

n =111 11 0 11 80 Y e =levices, ol sGansibbanager
Be IR Wew Jook  Beo

era-mildine xAF RE- WTEE e
e = S S B E R R .
* Exowses oot -

I umﬂm N = i Server Connection Profile Wizard
SEHEH TR
= Wl Gusst Bathenbcation
| ezt oo

0 mtmmwﬂz-lm 12720 Hed T |
- Rt CrSE found - probably | i an LDEE seves, Liong
| ACWAP Spriscs:  Total: O Jeeead: O Duplcabed: 0
| StrkmdnTvpee:  Fobsk 172 iresld: O Duphcated; 0
ADAPObrechlassesi.  Tobal T4 neobck O Dupbcated: 0
Pobcharwgdes:  Total: 0 Beail O Dupicated: 0
Plakich i Torak: 0 Wevaled 0 adack 0

Aesdy, For Helo, press FL i crmdmn, dowdGestHanager Lised default sohena . 1

Click Next

Host is the IP Address of your FortiConnect

Base DN is - dc=GuestManager

Leave the Port and Protocol settings as they appear.

a M D
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Host Information

Flease enter server host information

Host: i1 92.168.137.20

Fart: 383 Protocol version: I K] - i

Base DM: (=S EIN=E0 El R ;I

| Fetch DMs [only LDAP v.3) |

[ Anonymous bind

Click Mest to continue,

< Back I et = i Finizh Cancel Help

6. Click Next
7. User DN is - cn=admin,dc=GuestManager

8. Password is the password you created when setting up the LDAP FortiConnect.
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X

Credentials

Pleaze enter ugzer infarmation

IJzer DM:

!n::n=au:|min,n:|n::=l3 Liesthd anager

Paszwaord:

lxxxx>1

[ Save password

Click Mest to continue,

< Back I Mewt = I Finizh Cancel Help

9. Click Next
10. Leave the filter as it appears, this will search for all entries.

LDAP Settings

— Connection Options

Timeout; i3|:| Entry count limit; IWDU

[T T to use secure connection [only LDAP + 3]

— Dereference Aliazes
o Never ™ Searching
" Finding 7 Always

¥ Enable Referals

¥ Connect now

Advanced... I
< Back i f et I Finizh I Cancel I Help I
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11. Click Finish

Search results will display everything in the Database under the Browse LDAP Server folder as shown
below.

= Iidaped i % VaE T AT 80 30 de e ! ahijeciilass =]
He S Wow [k e
wrac@m Ll IRE xR AR, LEE e
L e [IE S T P ] -
Bremia riod Mare | e | Type | S ]
e o serv o yres poregy
= I st TMau i sy 23
| oreei@est com ] b 1 i gl [ R -
- -“""':"Tr'“ T =L deChict bast. B
+ 8 -i'.lwl 2 o L T bk iz
- 1 P Srurhwsiohier... omanen L = S
4 Metigan B iy w2 e, IS
4 @, coenlbap Hutachensfibs... oper,., 0
. .'J. Lrizeh CER T84 Arahfodnsies  TRUE [ = ST |
M antrpn OO - (X5 -0 OO oper,.. M
iyt I010] L0343 22T S 000D e I00000 [ . JT
T Y p——— e — -
| LDW® Syrbwcss:  Tobat O reeshd: 0 Cupbosbed: 0
O | AbrbegeTepes:  Totad 172 Ireeshd) O Duplcsted ) 0
-E | LIiCbjaraClises:  Tobsk 54 wabed O Dupbcsted: O
HalchingHidan:  Total: 0 Irwalhd: O Duplcsbed: 0
MsithngRulesiiss;  Tobali 0 lreslid 0 Duplcated: 0
WI:WW 192, 158137 21
-
] e
Jreasy For ey, press F1 0 Lirmadn st L il icterra |
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Integrating with a FortiwLC

FortiConnect can be integrated with Fortinet Networks Wireless Controllers to provide a fully
integrated solution for authenticating, managing and reporting on users accessing the network with

web authentication.
There are two different options for FortiConnect integration:

1. Internal Captive Portal on Fortinet Controllers - You can use the integrated portal pages on the
Fortinet Controller to provide the portal web pages. users authenticate against the Fortinet
Controller which in turn authenticates the user against the FortiConnect using RADIUS.

1) Sponsor creates account ™ soonsor

on ldentity Manager @ ’

3) Guest submits authentication
to Meru Controller which
authenticates guest via RADIUS

Mdentity Manager

2) Guest is redirected to S

Meru Controller
HTTP
Redirect

IntErmet

Meru Contraller b
Guest \

2. External Captive Portal on FortiConnect - You can host the portal pages directly on the
FortiConnect, this provides additional benefits and features such as Self Service, Smart Connect,
Password Change, Billing Support and Acceptable Use Pages. This works by having the Fortinet
Controller redirect the user to the FortiConnect. The FortiConnect web pages submit the
authentication to the Fortinet Controller which then authenticates the user against the

FortiConnect using RADIUS.
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1) Sponsor creates account
on ldentity Manager

3) Guest submits authentication
to Meru Controller which
authenticates guest via RADIUS

2) Guest is redirected to
Identity Manager by

Meru Controller
Identity Manager

RADIUS g —_

Internet 1

Meru Controller '\.I
Guest i

Baseline Configuration

Prior to configuring the integration the following was carried out using the steps shown in the relevant
configuration guides for FortiConnect and Fortinet Configuration Guides.

e Fortinet

)

initial setup

licenses installed

access points added to the system
add an ESS profile

« FortiConnect

® ® @

®

initial setup
licenses installed
sponsors configured and permitted to create user accounts

® @

This configuration must be performed before moving on with following the instructions in the rest of
this chapter.
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Adding a RADIUS Client to the FortiConnect

The first step is to configure the FortiConnect to allow the Fortinet Controller to authenticate using
RADIUS.

1. Login to the admin interface of the FortiConnect at https://identitymanager/admin
2. Navigate to Devices > RADIUS Clients

3. Click the Add RADIUS Client button and you will see the screen as shown below

RADIUS Clients

Client Attributes SNMPF  MAC Authentication RadSec Authentcation

Name;

Device P Address { Prefic Length:

semet Confinme
Type: Meru S0 6.0 B Later -

Description:

Change-af-Autherization

Lse COA

4. Enter the Name that you want to remember the device with.

Enter the Device IP Address of the Fortinet Controller. This is the IP address that will be sending
RADIUS requests to the FortiConnect.

6. Enter a shared Secret and Confirm it, this value will need to be entered onto the Fortinet
Controllers RADIUS setup.

7. Set the Type to Fortinet (Two Options are available, Fortinet SD 5.3 & Earlier and Fortinet SD 6.0
& Later)

Click Save.
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Automatically Configuring the Fortinet
Controller to authenticate against FortiConnect

8. When you are adding RADIUS for authentication with a Fortinet Controller you will see the tab
appear as shown below.

RADIUS Clients

&, Tha Meru Cannact Is using a selfsigned S51 centificate, you may get certificate wamings an your dients when they attamps to authenticate

Cient  Aftributes S MAC Authenbcaban  RadSec Authentication Automatic Setup

184 13730
bderu Connect Address: SLlpEasrn
Device IP Address 10.10.1.2
AT USET Mamme:

Admin Password: 00 sseeass
Configure RADIUS profiles: 4

Tt Captive Partsl RADIUS profles: |

3t Captive Portal External LIRL: d
Configure Qo5 Rules: cd

Wirite changes o stanup-rondig

Setup Contraller

9. Within this tab you can automate several configuration steps between the FortiConnect and the
Fortinet Controller. Steps you previously took when setting up the client and SNMP will also be
automated once you click on the Setup Controller button :-

« FortiConnect Address - Enter the Address of the FortiConnect

e Device IP Address - Enter the IP Address of the controller, this is the IP address
e Admin User Name - Enter the admin user name for the controller

e Admin Password - Enter the admin password for the controller

e Configure RADIUS Profiles - Check the box to Configure RADIUS profiles for authentication and
account

« Set Captive portal RADIUS profiles - Check the box to set captive portal RADIUS profiles
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« Set Captive portal mode - Check the box to set the captive portal mode to customized
o Configure QOS Rules - Check the box to configure Pre Authentication QoS Rules
» Transfer Pages to Controller - Check the box to transfer portal redirection pages to controller

o Configure SNMP - Check the box to configure SNMP settings (only visible when SNMP has been
enabled within the SNMP tab)

« Write changes to startup-config - Check this box to write the current controller running
configuration to the startup-config file, this allows config to be retained between reboots.

10. Click on the Setup Controller button to apply the selection confirmation to the controller.
11. Click on the Download portal pages link for manual upload to the RADIUS client

12. Configuration of the settings above do not include configuration of ESS and Security Profile on the
Fortinet Controller, the sections below will detail how to do this.

Note: System Director 6.0 & Later - for versions of System Director 6.0 and later we configure the
Captive Portal External URL with a redirection URL pointing to the FortiConnect. Also,
Automatic Setup no longer requires you to Transfer Custom Portal Pages from the FortiConnect
to the controller, Set the Captive Portal Mode to Customized and Set the Captive Portal
Authentication Method to Internal as shown in the screenshot below.

192.168.137.20
Idenbity Manager Address:
Device 1P Address: 10.10.10.1
Admin User nams:

Admin Password:

Configure RADIUS profiles: ¥
Set Captive Portal RADIUS 7
profiles:

Set Captive Portal External URL: o
Configure Qas Fulas: ¥

Writa changes to startup-config:

Setup Contraller
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Manually Configuring the Fortinet Controller to
authenticate against FortiConnect

Adding the FortiConnect as a RADIUS Server

You can manually configure the Fortinet Controller to authenticate against the FortiConnect. The first
step is to configure the FortiConnect as a RADIUS server to allow the Fortinet Controller to
authenticate users using RADIUS against the FortiConnect.

RADIUS for Authentication

Login to the admin interface of the Fortinet Controller
Navigate to Configuration > Security > Radius

Click Add

Enter the RADIUS Profile Name as IDM-Auth

Enter a Description

Enter the RADIUS IP as the IP address of your FortiConnect
Enter the RADIUS Secret to match the value you entered on the FortiConnect.
Enter the RADIUS Port as 1812

Set the MAC Address Delimiter to Hyphen (-)

10. Enter the Password Type as Shared Key

11. Click OK

© © N o gk~ wDdE
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RADIUS Profile Table - Add

RADIUS Profile Mame ||D|"v'1-f-'\uth | Enter 1-16 chars,, Required
Drescripkion | tanager Authenticatiu:unl Enter 0-123 chars,

RADILS TP [10 {10 |10 | [z00

RADILS Secret | ------| |

RADIUS Port |1 a1z | Yalid range: [1024-65535)
MAC Address Delimiter | Hyphen (—) w

Passwiord Tyvpe | Shared Hey W

RADIUS for Accounting

Navigate to Configuration > Security > Radius

Click Add

Enter the RADIUS Profile Name as IDM-Acct

Enter a Description

Enter the RADIUS IP as the IP address of your FortiConnect

Enter the RADIUS Secret to match the value you entered on the FortiConnect.
Enter the RADIUS Port as 1813

Set the MAC Address Delimiter to Hyphen (-)

Click OK

© © N o gk~ w bR
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RADIUS Profile Table - Add

RADIUS Profile Marme
Descripkion

RADIUS IP

RADILS Secret
RADIUS Part

MAC Address Delimiter

Password Type

DhA-Acct Enter 1-16 chars., Required

tity hdanager Accounting|  Enter 0-128 chars,

[1o | |10 | |10 ||zo0

TII1L
1812 Yalid range: [1024-65535]
|Hyphen -} v

|Shared Eey |

Configure RADIUS Authentication for Captive Portals

Once you have added the FortiConnect as a RADIUS server you need to tell the Fortinet Controller to
use these RADIUS servers for web authentication.

o M w NP

Click OK
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Navigate to Configuration > Security > Captive Portal

Set the Primary RADIUS Profile Name to IDM-Auth

Set the Primary Accounting Radius Server Profile Name to IDM-Acct
Set the Captive Portal Authentication Type to radius
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1: 3319 B8

T R

Managrment

S5 Server - Update

Configure the Security Profile for Captive Portal

To enable the captive portal you need to change the security profile for the ESS profile that you want
to use for user access.

In the following configuration example we will modify the default Security Profile, and create a new
ESS profile which uses it.

Configure the Security Profile

1. Navigate to Configuration > Security > Profile

Check the default Security Profile and click Settings
Change the Captive Portal setting to WebAuth

Set the Captive Portal Authentication Method to internal

Click Ok.

o~ 0D

© Fortinet Integrating with a FortiwLC 285



Manually Configuring the Fortinet Controller to authenticate against FortiConnect

Security Profile Table - Update

Summary Selection
Prafile Marme idrm

Clear [ 202, 1 [ static wer kevs T wea
L2 Mades Allowed [T wea psk O weaz O weaz psk O mixeo
] mrxeD_psk

WEPE4 WEP1ZS TEIP CCMP-AES
CCMPITEIR Clear

Dakta Encrypk

Primary RADIUS Profile Mame

Secondary RADIUS Profile Mame

Skakic WEP Kew Index | Walid range: [1-4]

|

|
WEP Kevy (Alphanumeric/Hexadecimal) | |
Re-Key Perind (seconds) |

| Yalid range: [0-65535]

Captive Portal | WMebiuth

Captive Portal Authentication Method

a0z, 1% Metwork Initiation |

Create an ESS

1. Navigate to Configuration > Wireless > ESS

Add a new ESS by clicking the Add button

Set the ESS Profile Name and SSID to guestnetwork
Set the Security Profile Name to default

Click Add

o~ D
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ESS Profile - Add

ESS Profile Mame guestnetwark Enter 1-32 chars., R
Enable)Disable lm

S5ID guestnetwark Enter 0-32 chars,
Security Profile Mame | idm W

Primary RADIUS Accounting Server | Mo RADITS

Secondary RADIIS Accounting Server | No RADITIS w

Accounting Interim Inkerval (seconds) 3600 Yalid range: [B00-360
Beacon Inkerval (msec) 100 valid range: [20-1000
5510 Broadcast On v

Bridging [ sirFartress L1 pve O appleTalk

Mew AF's Join E55 Cn W

You should now be able to authenticate a user with web authentication against the FortiConnect.

SNMP Integration

For audit purposes you will want to know the IP address assigned to each of your users. The IP address
of the user is also required for correlating the syslog messages from firewalls.

SNMP needs to be setup to obtain the IP address of the user from the Fortinet Controller as it isn't sent
in the RADIUS Accounting messages (before System Director Release 5.1). When a user authenticates
the FortiConnect receives the MAC address of user from the Fortinet Controller in the calling-station-
id field. The FortiConnect then contacts the Fortinet Controller using SNMP to find the IP address for
this device and fills in the Framed-IP-Address details in the RADIUS Accounting database.
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Configuring SNMP on the Fortinet Controller

The best way of setting up SNMP on the Fortinet Controller is to use the command line. This enables
you to setup SNMP version 3 which supports authentication and encryption. SNMPv3 is also more
efficient in terms of communication than SNMPv1. Only SNMP version 1 can be setup from the web
interface on the Fortinet Controller.

To setup SNMP on the controller perform the following steps:

Connect to the command line of the controller, using the console port, telnet or ssh. Login as the admin
user.

1. Enter configuration mode by entering the following:

meru-mc1500(15)# configure terminal

2. Enter the SNMP global settings:

meru-mc1500(15)(config)# snmp-server contact admin@merunetworks.com
meru-mc1500(15)(config)# snmp-server description Meru_MC-1500_Controller
meru-mc1500(15)(config)# snmp-server location Manchester

3. Configure an SNMPv3 User:

meru-mc1500(15)(config)# snmpv3-user identitymanager

4. Setup the authentication and privacy protocols and passwords
meru-mc1500(15)(config-snmpv3-user)# auth-protocol md5-auth
meru-mc1500(15)(config-snmpv3-user)# auth-key 1Dentlty
meru-mc1500(15)(config-snmpv3-user)# priv-protocol des-priv
meru-mc1500(15)(config-snmpv3-user)# priv-key 1Dentlty

5. Setup the IP address of the FortiConnect that can connect to the Controller using SNMP
meru-mc1500(15)(config-snmpv3-user)# target-ip-address [FortiConnect IP address]

6. Finish configuration.

meru-mc1500(15)(config-snmpv3-user)# end

7. Lastly you need to start SNMP running on the controller:

meru-mc1500(15)# snmp start

8. You can verify that the snmp service is running by entering snmp status

SNMP is now configured correctly on the controller.
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Configuring SNMP on the FortiConnect

To enable the FortiConnect to use SNMP to fill in missing Framed-IP-Address for RADIUS clients you need
to enable SNMP on each RADIUS client.

Perform the following steps to enable SNMP for the FortWLC:

1. From the FortiConnect Administration interface navigate to Devices > RADIUS Clients
2. Select the Fortinet Controller from the list of devices.
3. Select the SNMP tab

| Client  Aftributes SMMP  MAC Authentication  RadSec Authentication  Automatic Setup

SHMP is used for recording the Framed-IP-address of the guest when the RADIUS cient does nat set tis in RADIUS accounting messages
¥ou do not need to enable this f the desice sets it comecthy.

Enable: &l
Altermative SNMP device IP Address:

Wersion: W3 :l

Authertication Protocal: MDS Tl

Authertication Lsermame;

Autherntication Passphrase: Confirm:
Privacy Protecok pes =]

Privacy Passphrase: Confirm;
Security Type: Althentication il

Check the Enable checkbox

Set the Version to V3

Select the Authentication Protocol as MD5

Enter the Authentication Username as identitymanager

© N o o &

Set the Authentication Passphrase to 1Dentlty and Confirm it
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9. Set the Privacy Protocol to DES

10. Set the Privacy Passphrase to 1Dentlty and Confirm it
11. Set the Security Type to Encryption

12. Click Save.

Now that you have enabled SNMP every minute after a user has logged in the FortiConnect will obtain
their IP address from the Fortinet Controller and record it in the RADIUS Accounting record.

Using FortiConnects Portals with Meru
Controllers

Allowing access to the FortiConnect

To allow traffic to reach the FortiConnect so that it can be used as the external portal you need to
have the Personal Enforcement Firewall feature enabled on the controller and then setup QoS rules to
allow the traffic through

Controller Qos Rules

Configure the 2 QOS rules one for incoming and other for outgoing traffic to the FortiConnect. At this
point you should have the FortiConnects system’s Ip address and the corresponding Port number is 443
for HTTPS.

To add the QOS Rules
1. Click on the Configuration Panel-->Q0S-->System Settings.
2. Click on QOS and Firewall Rules Tab as shown in the figure below.

3. Click on the ADD button below as shown in the figure below
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QoS and Firewall Rules (18 entries)

Global Quality-of-Service Parameters

Qos and Firewall Rules

QoS Codec Rules

] o Destination IP g:;i:l;::nn g:::;jnaﬁnn Source IR Source Netmask ﬁ:;::ce
e 3 0.0.0.0 0.0.0.0 S060 0.0.0.0 0.0.0.0 1]
= 4 0.0.0.0 0.0.0.0 1] 0.0.0.0 0.0.0.0 S060
e 7 0.0.0.0 0.0.0.0 5200 0.0.0.0 0.0.0.0 1]
= i 0.0.0.0 0.0.0.0 1] 0.0.0.0 0.0.0.0 5200
e 119 | 0.0.0.0 0.0.0.0 1] 0.0.0.0 0.0.0.0 1]
= 10 10.0.0.0 £35.0.0.0 1] 192.1658.37.0 £55.255.255.0 1]
e 11 172.27.0.0 255.255.192.0 1] 192,168.37.0 255.255.255.0 1]
= 13 172.26.0.0 £35.255.192.0 1] 192.1658.37.0 £55.255.255.0 1]
e 14 172.27.0.0 255.255.192.0 1] 192,168.37.0 255.255.255.0 1]
= 15 172.26.0.0 £35.255.192.0 1] 192.1658.37.0 £55.255.255.0 1]
e 16 0.0.0.0 0.0.0.0 4500 0.0.0.0 0.0.0.0 4500
= 27 10.0.0.10 £95,255.255.255 | O 192.1658.37.0 £55.255.255.0 1]
e 26 10.0.0.0 255.0.0.0 1] 192,168.37.0 255.255.255.0 1]
= 24 192.166.34.0 £35,255.255.0 1] 0.0.0.0 0.0.0.0 1]
e 1 0.0.0.0 0.0.0.0 1720 0.0.0.0 0.0.0.0 1]
= z 0.0.0.0 0.0.0.0 1] 0.0.0.0 0.0.0.0 1720
e 30 192.1658.34.20 | 255,255.255.255 | 443 0.0.0.0 0.0.0.0 1]
= 31 0.0.0.0 0.0.0.0 1] 192,166.34.20 | 255.255.255.255 | 443
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Add a QOS Rule for Destination Traffic

Using FortiConnects Portals with Meru Controllers

Once you have clicked the Add button, you will see the screen below.

QoS and Firewall Rules - Add

]

Destination IP

Destination Metmask,

Destination Port

Source IP

Source Mekmask,

Source Port

Metwark Prokocal

Firewwall Filker ID

Packet minimurm length

Packet maximum length

QoS Prokocol
Average Packek Rate
Action

Drop Policy

Token Bucket Rate
Priariky

Traffic Control

Diff Sery Codepoint

| YWalid range;: [0-G0C

| Yalid range;: [0-65E

Yalid range;: [0-65E

YWalid range;: [0-255

YWalid range: [0-15C

|
|
| Enter 0-16 chars,
|
| YWalid range: [0-15C

| YWalid range: [0-20C

FORWARD
Tail #

i

| kbps ] Mbps

i

| YWalid range: [0-3]

Off »

|piffserv Disabled

Configure the following with
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ID should be a unique number not used for any other rule.

2. Destination IP address should be the FortiConnects IP address, The Net Mask should be
255.255.255.255. Select the check box in the Match column next to it.

Set the Destination port to 443. Select the check box in the Match column next to it.
Set the Network Protocol to 6. Select the check box in the Match column next to it.

Enter Firewall Filter ID ensuring there are no spaces (use a name such as IdentityManager) and
select the check box in the Match column next to it.

6. Select the QOS protocol as other.

Once done click on OK

Similarly Add a QOS Rule for Source Traffic
To Configure the Source Rule follow the steps below:

1. Click on ADD
1. ID should be a unique number not used for any other rule.

2. Source IP address should be the FortiConnects IP address, The Net Mask should be
255.255.255.255. Select the check box in the Match column next to it.

Set the Source port to 443. Select the check box in the Match column next to it.
4. Set the Network Protocol to 6, Select the check box in the Match column next to it.

Enter Firewall Filter ID (give same name as given above for destination traffic) and select the
check box in the Match column next to it.

Select the QOS protocol as others.

Once done click on OK

Once the above steps are completed you will get a screen as shown below

: 30 192,168.34.20 | 235.255.255.255 | 443 0.0.0.0 0.0.0.0 0 &
e

e

31 0.0.0.0 0.0.0.0 0 192,1658.34.20 | 255.255.255.255 | #3 f

Security Profile

To configure a security profile for the FortiConnect portal authentication follow the following steps:
click Configuration > Security > Profile. Then you will get a Security profile table with list security
profiles if configured. Click on ADD as shown in the figure below
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Security Profile Mame

Lz Modes Allowed

[Daka Encrypk

Primary RADIUS Profile Mame
Secondary RADIUS Profile Mame

WEP Key (AlphanumericfHexadecimal)
Skakic WEP ey Index

Fe-Key Period (seconds)

Captive Portal

Zaptive Portal Authentication Method

302, 1% Mebwork Initiakion

Uploading Custom Portal Pages

|idm—sec:urity1 | Enter 1-32 chars., R

Clear [ 802, 1 [ static WeP kews [ wea
] wea psk O weaz O weez psk O mixen
] mrzep_psk

WEPS4 WEP1Z3 TEIP CCMP-AES
CCMPYTEIP Clear

| | Yalid range: [1-4]

| | YWalid range: [0-65535

TMebhiuth
internal

Configure a security profile for the External Captive Portal as shown below,

1. Enter a name to the Security Profile
Select Captive Portal to WebAuth

Select Captive Portal Authentication method to internal

A

QOS rule.

Set the Passthrough Firewall Filter ID to the same name as the Firewall Filter ID defined in the

Uploading Custom Portal Pages

This section details how to upload the custom portal pages to the FortWLC.

1. To upload the pages Manually, go to Devices --> RADIUS Clients and click on the Automatic Setup

Tab as shown below.
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Chent Attibubes SNMP - MAC Authenticabon RadSec Authenticabion | Automatic Setup

192,168.137..20
Identity Manager Address:
Device IP Address: 10.10.10.1
Admin user name:

Admin Password:

Configure RADIUS profiles: o
Set Caphbive Portal RADIUS 7
profiles:

Set Capbive portal mode: o
Configure QoS Rules: o
Transfer pages to controller: o

Write changes to startup-

config:

Setup Controller

Downlead portal pages for manual upload to the RADIUS client.

2. Click on the Download Portal Pages link and this will download a .zip file containing the pages
which you can then manually upload to the controller.

3. To manually upload go to Maintenance-->Captive Portal on the FortWLC and click on the Import
File link.
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Import File
Step 1 Select a File
® licking the Browse... button allows to choose the file wou wish to Import.
® Only Files with the extensions.html, .gif, .jpg, .png, .bmp, .css, .js are allowed,
® The extension defines the content of the file ko be imported,
Step 2 Import the selected File
® lick Innport File button to skark the Import Process,

4. Click on Choose File and select the pages that are in the .zip file.

5. Then browse to your FortWLC and select Maintenance-->Captive Portal and click on the
Customization link as shown below.

Captive Portal Customization

Step 1 Select a Mode
Capkive Portal has 2 Modes of Operation:Default and Customized
® Defaulk Mode: HTML documents are generated at installation and the user cannot change the
® Customized Mode: The login page and ather GUI elements are served from a cuskom directary,

2 Get Files Downloads the HTML pages which can be customized{.htmil).
O Delete Files Erase the custom directoryl.agif, .jpg, .png, .bmp, .css, .js, .html, .pl).
2 Restare Default The custom direckary is restored to the installation contentl.htmil),

3 To test the customization:
1. Import the customized fileds).gif, .jpa, .png, .bmp, .css, .js, .html, .pl)
2. Twpe the test URLhttps: }fcontrollerfvpn/ custamede, hitml
3, See Online Help for mare information

Step 2 Change the Mode
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6. Set the Mode Selection to Customized and click "Change Mode"
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User Account Notification

When a User account is created, the details of the account need to be passed from the sponsor to the
User. The FortiConnect provides a number of ways to do this:

Manually reading the details to the User from the screen.
Printing the details out on paper.
Sending the details in an email.

Sending the details as an SMS text message.

Sponsors always have the option of reading and printing out User account details to Users. Email and
SMS text message notification require email servers to be configured, but can be configured based upon
policy.

Note: Email and SMS User account notification policies need to be configured globally, then enabled
per user group for individual sponsor permissions.

This chapter describes the following:

® (Configuring Email Notification
® (Configuring SMS Notification

® Print Notification

Configuring Email Notification

The following steps describe how to configure email settings for the FortiConnect to correctly deliver
User account details via email.

1. From the administration interface, select Devices > Email Settings from the left hand menu
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Email Settings

SMITP Sattings

Enable Emai: o
Send Ermails From:

SMTP Sarven

SMTP Encryption: TLS '
SKITP Part: 25
SMTR authentication: | Plain '

SKITP Usarmame;

SMITP Password: Confirmc

[ s ] Goenl |

2. In the Email Settings page as shown above, check the Enable Email option to enable email
functionality globally for the FortiConnect.

3. For SMTP Server, type the IP address of the outbound SMTP server to which you need to deliver
email. If you enter localhost, or leave this field empty, the FortiConnect attempts to deliver the
email directly to the User’s SMTP server.

4. In the Sent From field, type the email address from which you want User notification emails to be
sent (for example, host@company.com).

5. From the SMTP Encryption drop down box, select whether SSL or TLS encryption is required.
Certificates can be uploaded in the Server -->SSl Settings section.

6. From the SMTP Authentication drop down box you can select from three different types of
authentication modes, select from Plain, Login or CRAM-MDS and enter the SMTP username and
password details where required.

Click the Save Settings button.

Once this has been set up, you can perform an SMTP test by entering an email address in the Send
test email to field.

Note: Refer to Editing the Email Template for additional details.
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Configuring SMS Notification

Short Message Service (SMS) is delivered through an SMS gateway service that supports SMTP (Simple
Mail Transport Protocol) delivery. You need to have an internal SMS gateway service or subscribe to an
external service to be able to deliver User details via SMS.

1. From the administration interface, select Devices > SMS Settings from the left hand menu.

SMS Seftings

Enable SME: [

SMIS Seniice: (@ SMTF to SMS gateway
Twiilio
SMPP

SMTP Settings

Zent Fromc

To sat SMTP SHF'N'S\U to Emall Settings

2. In the SMS Settings page as shown above, check the Enable SMS checkbox to globally enable SMS on
the FortiConnect.

3. SMTP to SMS Gateway - Check this for SMTP to SMS gateway. SMS requires an SMTP server to deliver
the email to the SMS gateway. Click on the Email Settings link to configure the SMTP Server as
described in the Configuring Email Notification section.

4. Twilio - Check this to send SMS using Twilio.
SMPP- Check this to send using SMPP.
In the Sent From field, type the sending email address for the email to be sent to the SMS gateway.
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7. Click Save Settings.

8. Once this has been set up, you can perform an SMS test by entering a destination in the Destination
field.

Note: FortiConnect supports Twilio and SMPP, see below on how to set this up.

9. Twilio - A Twilio API account along with a Twilio enabled phone number would be required to
configure with the FortiConnect, enter the relevant details in the screen below.

M5 Seftings

Enable SMS: [
SMS Service: SMTF to SMS gateway
& Tl
SMPP

Twilio Account

Accaunt Sad:

Auth Tokerc Canfirm:

Fromm Phons Numben 44 j
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10. SMPP - (Short Message Peer to Peer) An SMPP APl account would be required from the SMSC (Short
Message Service Centre) to configure with FortiConnect as shown below.

SMS Settings

Enable SAS: [
MG Sanice: SMTR to SMS5 gatewsy
Twikia
& SMPP
SMSC Sattings
Hiast:
PO 37T
Systermn Id:
Passwnnd: Confirm:
System Type:
=n

11. Click on Save once you have completed entering all the required details.
Note: Depending on how details are routed to the SMS provider, you need to customize the SMS portion

of the User Interface template to include the User’s mobile phone number in the correct format
for your SMS gateway. See Editing the SMS Template for details.

Print Notification

Print notification is configured as described in Editing the Print Template.
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User Activity Logging

User Activity Logging provides the ability for the FortiConnect to receive syslog information from
network devices such as Firewalls, Proxy Servers and Routers. This information can provide details on
all the connections that a User has made and Layer 7 information such as URLs accessed, depending on
the network device.

User Activity Logging relies on knowing the IP address for each User as they authenticate to the
network. The FortiConnect receives this information from RADIUS accounting, so you need to configure
the network device that the user authenticates through to send this information. Commonly, this is the
Wireless LAN Controller or NAC Appliance. Refer to the information in, “Configuring RADIUS Clients” for
details on adding these devices as a RADIUS client.

Note: User Activity Logging relies on correlating the syslog information with the IP Address received
from RADIUS accounting. This means that it will not work if you use a deployment method where
the User’s IP address changes after authentication and no additional RADIUS accounting
messages are sent.

Once the FortiConnect has the IP Address of each of the Users, then it needs to receive syslog
information from the network devices. You should configure each of your network devices to send syslog
to UDP port 514 on the FortiConnect. The FortiConnect then processes the syslog information and
correlates it against each User. This correlation enables you to view the User’s activity on the User
activity log details page for each User as described in Reporting on Users.

User Activity is correlated into individual files that are stored on the disk of the appliance. The
appliance can store log files until less than 30% disk space remains; it then either deletes the oldest log
files or archives the log files to an external FTP server as described in Configuring

Syslog Monitoring Settings. In addition if archiving is configured, logs are archived every hour to the
external FTP server.

Configuring Syslog Monitoring Settings

Archiving of logs to an FTP server provides the ability to store logs for long periods of time, and also
provides the ability to back them up.

When viewing the logs through the sponsor interface, the FortiConnect automatically searches for logs
on the archive server and displays them in the report for you.

1. From the administration interface, select Devices > Syslog Monitoring from the left hand menu as
shown below.
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Syslog Monitoring

Old Log Fles:  Delete oldest local log files when less than 30% free disk space E

2. To delete local log files when disk space is low, select Delete oldest local log files when disk space
is low and click on save.

Monitoring

Ok Log Files: | Archive to FTP Server =
Server

Pore 21

Directory:

Username:

Password: Canfirme

Passive Mode:

306 FortiConnect User Guide © Fortinet



Configuring Syslog Monitoring Settings

3. To archive logs to an FTP Server select the Archive to FTP Server from the drop down menu and
enter the relevant details

e Server - Server name or IP address

e Port - Port of the FTP Server

» Directory - Directory of the FTP server you wish files to be stored in.

« Username - Username of the account that has the ability to log onto the FTP server
o Password - Password of the account that has the ability to log onto the FTP server

» Passive Mode - check box if you wish to use passive mode

Click the Save Button when complete

Syslog Monitoring

Did Log Fikes:  Archive to 5FTP Sarver -
Server

Part: 2

Directary:

Username:

Passward: Confirm;

4. To archive logs to an SFTP Server select the Archive to SFTP Server from the drop down menu and
enter the relevant details.

» Server - Server name or IP address

e Port - Port of the SFTP Server

o Directory - Directory of the SFTP server you wish files to be stored in.

« Username - Username of the account that has the ability to log onto the SFTP server
» Password - Password of the account that has the ability to log onto the SFTP server

» Passive Mode - check box if you wish to use passive mode.

Click on the Save Button when complete
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User Activity Logging with Replication Enabled

If you have a Cluster of FortiConnects replicating database information for resilience, then the User
activity logs are not replicated between each box.

However, if you view the report in the Sponsor interface, the FortiConnect contacts the replication box
and retrieves the logs from there. It then displays all logs in a consolidated view. This enables you to
have some network devices send syslog to one FortiConnect and some to another, but then view all the
results through a single interface.

Each FortiConnect retrieves the logs from the other FortiConnect in the replication pair securely over
HTTPS. Each FortiConnect must trust the certificate of the other FortiConnect so that the retrieval can
occur properly. To enable this, ensure that the root CA certificate for the other FortiConnect is uploaded
as described in Uploading Certificate Files.
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Customizing the Application

This chapter describes the following

User Interface Templates

Adding a User Interface Template
Editing a User Interface Template
Deleting a Template

Setting the Default Interface Mapping
Setting User Default Redirection

Session Time outs

Login Page Message

User Interface Templates

FortiConnect allows you to customize the sponsor user interface text and User notification text using
User Interface Templates. You can:

Change the labels for the sponsor interface.
Provide different instructions for users.
Change the default Acceptable Use Policy.

Create a translated template to provide the sponsor interface and User instructions in another
language altogether.

FortiConnect provides a several template’s (in English) that can be used as is without any further
modification. If you want to change the default presentation for sponsors and Users, you can add one
or multiple templates that you can store separately on the FortiConnect and modify as desired.

Typically, you create a customized template when you need to modify the account details and
instructions that are provided to the User, such as the Acceptable Usage Policy. FortiConnect provides
Print, Email, and SMS templates that allow you to customize the information that is printed, emailed,
or text messaged to Users.

If you are customizing the interface for another language, create a new template for the language and
edit all pages with the translated text.

Once your user interface template is configured, you need to set the default template mapping so
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that the FortiConnect starts using the correct template. Once a sponsor has authenticated, the sponsor
can choose a different template to use and save it under My Settings > Preferences > Language
Template in the sponsor interface. This enables each sponsor to have the application displayed in a
different template or language.

Note: You can set the default user interface template globally for the FortiConnect sponsor and User
interfaces under User Interfaces > User Defaults.

TIP - When customizing, it is a good idea to open the sponsor interface in a second browser for
reference. This allows you to view how the configuration tabs map to the actual sponsor interface
pages. You can bring up the sponsor interface by entering the FortiConnect IP address without the
“/admin” as the URL, for example, http://<meru_connect_ip_address> or
https://<meru_connect_ip_address>. The sponsor must logout and login again to view the changes.

Adding a User Interface Template

When you add a new template, it is automatically based on the default template to facilitate editing.

1. From the administration interface, select Sponsor Portal > Language Templates from the left hand
menu.

2. On the User Interface Templates page as shown below, click the Add Template button.
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Adding a User Interface Template

Showing 1-10 of 38 E

TemplateName 4 ¥ |
Arabic GOk
Bulparian GEKRD
Catalan GiEh o
Chinase (Simglified) GOk
Chinese (Traditional) RORD
Crostian LENT
Czech GOk
Danish DHI
nglish | It 'En'
Duteh LOMKT
4|\ 4| Page1oral=] Galr| M

3. In the Add New Template page as shown below, type a Template Name. This can be any descriptive
text to identify the template later from the User Interface Templates list as shown above.
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Add Template

Template Name:

T TR

4. Click the Add Template button.

The Edit User Interface Template page for the new template is displayed, initially, with all details
copied from the default template. If you only need to make small changes, this allows you not to have
to retype all the entries.

5. Modify these settings as desired, as described in Editing a User Interface Template.

6. FortiConnect also allows you to Import a template, this can be done by clicking on the Import
Template button.

Editing a User Interface Template

1. From the administration interface, select Sponsor Portal > Language Templates from the left hand
menu.
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-
=

=1

-t

ki

Ukraimian

E

User Temgplate One

Vietnamage

Showing 3 EEN 10 perpage | T ' E
Template Name & ¥
lovak
Spamish
Swedish

GOk D
ELY )
SORD
LEKD
SOEKRD
LEkD
BOERD
GOk T
BOEARD

M|[4] Pageaofa[=] 6ol »| »

Editing a User Interface Template

2. From the User Interface Templates list as shown above, click the underlined name of the template

you wish to edit.

3. The Edit Home Page for the template is displayed as shown below.
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Language Templates: User Template One

Heme Merm Reporting Nobfication  Sponsor Settings  Guest Atcounts  Device Atcounts  Event Codes  Comman  Getting Started  Timetones | Phone Codes

Anout: Aot

Application Tithe: W Connect
Lesgire Login

Logaus Logaut

Lisarfai Usarmame
Padiword Fazmward

Wermon: Wiersicn

Seral Number Serial Mumber
Logged Jut Yo are kagped out
Mot Logged Inc waat logged in

Usermams of Password requiret  visy sst anber 3 usernanmss and passwond

Username or Password il ypur username o password i imvalid

4. Click the menu tabs at the top of the page to select any of the sponsor page settings that you want
to edit.

5. Make any changes to the fields and click the Save button. Some example edits are described in the
following sections:

o Editing the Guest Print Template
o Editing the Guest Email Template
o Editing the Guest SMS Template

Note: The Upload Logo feature allows upload an image with maximum height of 75 pixels and maximum
width of 150 pixels. The image can be in .png, .jpg, or .gif format.

Editing the Guest Print Template

The Guest Print Template page contains the User account details that the sponsor can bring up in a
browser to print out for handing to the User after the account is created. The page is configured in HTML
and can be fully customized.
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TIP - Navigating to Account Management > Manage Accounts on the sponsor interface and clicking the
Print button next to the User account entry brings up the output of the Print Template for printing.

1. Go toSponsor Portal > Language Templates and click the underlined name of the template you wish
to edit in the Templates list.

2. Under Edit Home Page, click the Notification tab to bring up the Edit Notification Page as shown
below.

3. From the Select Template for dropdown menu, choose Guest Print Template and click the Show
button.

Language Templates: User Template One

Horme  Meau Reporting  Motification  Sponior Settmps | Guest Atcountd | Deweoe Accounts  Event Codes  Common  Getting Started  Timeronss  Phans Codes

The followng wariables should be used to customise the e-mal message:

& WLSERMAMER

& HOASSNORDH

& HPAYMEMTAMOLNTS
* HSTAATTIME®

* HEMDTIMES

» MTIMEZOME

* HFIRSTHAMES

& SELASTHAME.

& MDA LENUMBERS
& SehACHILENUMBER_OMLY®
* HOOUMTRYCODES

* HTIMEPRLEILES

& HOPTIONTS®

& HOPTIONDS

& HOPTIONZ®

* WOPTIONS®

& MOPTIONS®

& WOATALISAGE_LIPW

& WOATALSAGE_ DOWMS
® WOATALISAGE TOTAL®

Selact Tomalate for Guest Print Template (Start EndfFrom Creaticn) .'l m

Email Subject: GRIBST User Arcount Detaiks

Yau don'T have permission to send Emal Messages! vy gon't have permission to send Emal messages

Emnail Text Only Body: Tha following guest wser account has besen created for yau =

Lizarmama: Sl EES R BAFSE

4. In the Page Body text field, edit the default HTML code for the web page. The Page Body contains
all the HTML code that appears between the BODY tags on a HTML page. All HTML code outside these
tags is used by the application.

5. In the HTML code you can use the following special variables to replace them with the details from
the created User account.

e %USERNAME% = The Username created for the User.

*  %PASSWORD% = The Password created for the User.

e %STARTTIME% = The time from which the User account will be valid.
¢ %ENDTIME% = The time at which the User account will expire.

*  %FIRSTNAME% = The first name of the User.

e %LASTNAME% = The last name of the User.

e %TIMEZONE% = The timezone of the user.
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%MOBILENUMBER% = The mobile number of the User.

%OPTION1% = Optional field 1.

%OPTION2% = Optional field 2.

%OPTION3% = Optional field 3.

%OPTION4% = Optional field 4.

%OPTION5% = Optional field 5.

%MOBILENUMBER_ONLY% = Mobile phone number of User without country code pre- pended.
%COUNTRYCODE% = Country code of the mobile phone number.

%DURATION% = Duration of time for which the account will be valid.

%ALLOWEDWINDOW?®% = The time window during which the account can be used after first login.

%TIMEPROFILE% = The name of the time profile assigned.

6. Click the Save button to save your changes.

Editing the Guest Email Template

The Guest Email Template page contains the User account details that the sponsor can email to the User
after creating the account.

TIP - Navigating to Account Management > Manage Accounts on the sponsor interface and clicking the
Email button next to the User account entry brings up the output of the Email Template and also emails
the User.

1. Go to Sponsor Portal > Language Templates and click the underlined name of the template you wish
to edit in the Templates list.

2. Under Edit Home Page, click the Notification tab to bring up the Edit Notification Page as shown
below.

3. From the Select Template for dropdown menu, choose Guest Email Template and click the Show
button.
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Language Templates: User Template One

Home Menu Reporting  Notification  Sponsor Samings  GuestAcounts  Device Accounts  Event Codes  Commeon  GIDing Started  Timeponss  Phane Codes

The following vanables should be used to customise the e-mail message:

WLISERMAMER
EWIASSIWORDN
ERATMENTAMOUNTH
EWOUAATIONS
WRIRSTHAMER
LASTHAMESR
EMOBILESUMBERS
BMOBILENUMBER_CHLY®
WCOLNTRYC DDES
WTIMEDROFILE®
HOPTIONTS
HOPTIONZ%
SOPTIONI®
WOPTIHMEY
SOPTIONSH
SOATAUSAGE_UPY
SOATAUEAGE_ DO
WOATAUSAGE_TOTALS

L I I I O I I I I T I

Sekect Tamplate for:
Ermal Subjecs
v dont hive pErmiEsion o send Emal meiiages

Emal Text Onily Body:

Guiest Email Template (Froem Fiest Loging '-'| m

Guest User Account Details

You don't have permizsion to send Email messages

Thee folowwing Busst Wser Jcoouns has been created for yous &
Lissmanms: BLISERRMAMME®

Dacstuarsird B DA S EMAIRTTE

Change the Email Subject as desired.

In the Email Body text field,

edit the default email text to be sent to the guest page.

In the Email Body you can use the following special variables to replace them with the details from

the created User account.

o %USERNAMEY% = The Username created for the User.

o %PASSWORDY% = The Password created for the User.

o %STARTTIME% = The time from which the User account will be valid.
o %ENDTIME% = The time at which the User account will expire.

o %FIRSTNAME% = The first name of the User.

o %LASTNAME% = The last name of the User.

o %TIMEZONEY% = The timezone of the user.

e %MOBILENUMBERY% = The mobile number of the User.

« %OPTION1% = Optional field 1.

«  %OPTION2% = Optional field 2.

«  %OPTION3% = Optional field 3.

«  %OPTION4% = Optional field 4.

«  %OPTION5% = Optional field 5.

e %MOBILENUMBER_ONLY% = Mobile phone number of User without country code pre- pended.
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e %COUNTRYCODEY% = Country code of the mobile phone number.

»  %DURATION% = Duration of time for which the account will be valid.

o %ALLOWEDWINDOWY% = The time window during which the account can be used after first login.
o %TIMEPROFILE% = The name of the time profile assigned.

7. Click the Save button to save your changes

Editing the Guest SMS Template

The Guest SMS Template page contains the User account details that the sponsor can text message to
the User after creating the account. The contents of the text message can be fully customized.

TIP - Navigating to Account Management > Manage Accounts on the sponsor interface and clicking the
SMS button next to the User account entry brings up the output of the SMS Template and also text
messages the User.

1. Go to Sponsor Portal > Language Templates and click the underlined name of the template you wish
to edit in the Templates list.

2. Under Edit Home Page, click the Notification tab to bring up the Edit Notification Page as shown
below.

3. From the Select Template for dropdown menu, choose Guest SMS Template and click the Show
button.
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Language Templates: User Template One

Homa Msnu  Reporting Metifleatlen Sponsor Settings  Guest Actounts  Device Accounts  Event Codes Common  Getting Starmted  Timezones  Phone Codes

Thie following variables should be used [0 (USTomise The &-mal messape

* WUSERMAMES

& WPASSWORDH

* WPAYMENTAMOUNTS

* WSTAATTIMER

* WENDTIMES

* WTIMEZDMEW

& WFIRSTHAMEW H
& BWLASTMAMEW

* WRIDEILEMUMEERR

& WMIDEILENUMEBER_ONLYS
& WCOUNTRYCODER

& WTIMEPROFILES:

« HODTIONTS

* ROPTIONHS

* HOPTIONYS

& WOPTIC NS

& ROPTICNSS

* WOATALSAGE Uit

* WOATAUSAGE_DOWNS

* WOATAUSAGE_TOTAL®

Select Template for: Guess kS Templete [Start End/From Crestion) - E

M3 Subgect

M5 Destination:

You dant have parmission to sand SMS MESSSEes vy don't have permission to send SME massages

SMS Boy: Thie fnlireirer pusct Lser arcraing has hesn reeated focasn

4. Change the SMS Subject as desired.
5. Change the SMS Destination to be the email address of the SMS gateway that you use.

To send the text message to the mobile phone number of the User, use the variable % MOBILENUMBERY%.
The %MOBILENUMBERY% variable is replaced by the mobile phone number, including country code of the
User as entered by the sponsor. For example, if the country code selected is the UK (+44) and the User’s
phone number is 055 555-5555, then % MOBILENUMBER% will contain 44555555555.

Note: The initial plus symbol (+) is not inserted and the initial 0, any spaces, or hyphens (-) are
removed from the phone number. If you need (+) to be inserted, then enter +% MOBILENUMBER%.

6. The SMS Body contains the SMS text to be sent to the User. In the SMS Body you can use the following
special variables to replace them with the details from the created User account.

o %USERNAMEY% = The Username created for the User.

o %PASSWORDY% = The Password created for the User.

o %STARTTIME% = The time from which the User account will be valid.
o %ENDTIME% = The time at which the User account will expire.

o %FIRSTNAME% = The first name of the User.

o %LASTNAME% = The last name of the User.

o %TIMEZONE% = The timezone of the user.

e %MOBILENUMBERY% = The mobile number of the User.
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e %OPTION1% = Optional field 1.

o %OPTION2% = Optional field 2.

o %OPTION3% = Optional field 3.

o %OPTION4% = Optional field 4.

o %OPTION5% = Optional field 5.

o %MOBILENUMBER_ONLY% = Mobile phone number of User without country code pre- pended.

e %COUNTRYCODEY% = Country code of the mobile phone number.

»  %DURATION% = Duration of time for which the account will be valid.

o %ALLOWEDWINDOWY% = The time window during which the account can be used after first login.
o %TIMEPROFILE% = The name of the time profile assigned.

7. Click the Save button to save your changes.

Deleting a Template

1. From the administration interface, select Sponsor Portal > Language Templates from the left hand
menu.

2. Select the template you want to delete from the User Interface Templates list and click the dustbin
icon to the right of the template name field.

3. Confirm deletion of the template.

Setting the Sponsor Interface Defaults

1. From the administration interface, select Sponsor Portal > Interface Settings to bring up the
Sponsor Defaults page as shown below and click on the Sponsor Defaults tab.
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Interface Settings

Sponsar Defaults Logn Page Message

Defsult Larguage Template:  English (Default) 1=l

Drefault Themae: Defaulk keru Connect _:_ g
Default High Contrast Theme:  Defaulk Meru Connect High Cantrass '| Q

2. Select the Default Language Template from the drop down menu provided. Default will be selected
if no Default Language Templates have been created. This is used for the login screen and the
template the sponsor uses the first time they login.

3. Select the Theme from the drop down menu provided. Default will be selected if no themes have
been created. Click on the preview link to see what your theme will look like before applying.

4. Select the High Contrast Theme from the drop down menu provided. Default will be selected if no
High Contrast Themes have been created. Click on the preview link to see what your theme will look
like before applying.

5. Click the Save button.

Sponsor Themes

Sponsor Themes can be created specifically for your organizations branding needs and are stored on the
FortiConnect.

1. From the administration interface go to Sponsor Portal > Themes as show below.
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Tix st Spardor Thermes go 1o Spontor Defalts,

I

E Theme Name & ¥ ] Destriptsan |

| Detautr QhehD
Diefault High Contrast =117

| Detault Maru =110
Default Maru Connact OhelD

| Diefault Meru Cannect High Cantrast =11 3.7

| Default Meru High Contrast =11 3.1 ]

q Dig;alnflTlﬁn |
=i |

2. A list of Sponsor Themes are shown:

Click on the Disk icon to Copy the selected theme.
Click on the Edit icon to Edit the selected theme
Click on the Export Icon to Export the selected theme.
Click on the Bin icon to Delete the selected theme.

Click on the Preview link to Preview the selected theme.

3. To set a Sponsor Theme from the list see the Sponsor Defaults Section.

To import a theme that has been created specifically for your requirements, click on the Import
Theme button and locate and select your theme.

Note: Themes can be created and then imported onto the FortiConnect database to suit your
organizations specific requirements.
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Session Timeouts

A sponsor or administrator that logs in to the FortiConnect is logged out after a period of inactivity. You
can set the inactivity period through the Session Timeout Settings page.

Note: The Session Timeout defined here applies to both the Sponsor and Administration interfaces.

1. From the administration interface, select Server > Interface Timeout from the menu as shown
below.

Interface Tirmeout

SpORE0rs and AdmiresTrators are logged out automatically it they do nat use the application for this period,

Timwsows: &3

2. Enter the Session Timeout value in minutes (default is 10 minutes). When users are inactive for this
amount of time, their sessions expire and the next action they perform takes them to the login page.

3. Click the Save button to save the session timeout.
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Login Page Message

Administrators can place a message onto the Sponsors login page if they need to be alerted or notified
of anything.

1. From the Admin interface, go Sponsor Portal-->Interface Settings and click on the Login Page
Message tab.

Interface Settings

Sponsar Defsults  Login Page Message

L S missage will b shown on the Sponsar login page

Sheiwy Ml esiaess

Trte:

Mlessage:

To display a message on the Sponsor Interface place a check in the Show Message check box.
Enter a Title of your message in the Title field.
Enter the content of your message into the Message field.

Al I

Click Save when completed.
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Configuring Portals

Portals on the FortiConnect are used to allow administrators to create their own portal pages and host
them on the FortiConnect.

Portals created by administrators can be fully customized and used as the portal to provide the
following:

Customized authentication pages—Allow portal pages to be located on the FortiConnect instead of
on each captive portal device, providing a centralized location for configuration and display.

Guest Self Service—Allows Users to self register by entering their details to create their own User
accounts.

Credit Card Billing support—Enables administrators to allow guests to purchase guest accounts by
linking into payment gateways to purchase accounts.

PMS Integration - Property Management System Integration
Smart Connect - Secure Smart Connect provisioning for devices.

This chapter explains the following:

Configuring Portals Sites
Configuring Payment Providers
Creating Portal Web Pages
Event Codes

Portal Wizard

When adding a Portal Site, the FortiConnect will take you through the Portal Wizard to enable easy
setup.

1.

From the FortiConnect Admin interface, select Guest Portals-->Portals as shown below.
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| Mame Descrigtion
agcess-denisd  Default portal that denies access | 8" IR
login Dwfauk login portal =114
4| |4 Page 11 [] [ | » [

2. Click on the Add Portal button to bring up the Portal Wizard as shown below.

326 FortiConnect User Guide © Fortinet



Portal Wizard

Portal Setup Wizgard

W Walcome Welcome to the Guest Portal setup wizard
rtal Mame This witzard will puide you through the steps nesded to edit a Guest Partal. Please finish the wizard completehy ta swoid
any errars which may arise  left incomplete.
Partal Thare
Select Mext to start the wizard.
(3} {4
rtal Policy

e

3. Now click on Next to start the wizard and bring up the Basic Settings page.
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W wiekame MNams

# Portal Name Flease provide a name and desoription for the portal Guests will see the name in the portal URL:
armes
Descriptian:

4. Enter a Site Name and a Site Description, note that the name you enter will be visible by Portal
users as it will be part of the site url.

5. Click on Next to continue

Creating a Portal

You will then be required to create the rest of the Portal, the first selection you will have to make is
as shown below.:
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Portal Setup Wisard

o Welcams Theme

f Faral Mame Tha thiema & the look and fesl of your partal. You can uplosd new thames fram Guest Partals > Themas.

T Portal Thams Name: Maru Networks (Repandive Thama)

-,
urwn
Pe—— Author ey Mamwonks
L ——"1
Description: Responshe thems based an the Mery Networks (olor schems and logo
=1
SERL Hame: Mera Metworks (white)

surthon ey Nenwonos

Descriptian: Thems based an the Maru Natwarks color schema and loge

@ Hearme: White Mabile Thieme (All Devices)
.‘I.!E;‘.Ev’..ux ALthor ey Mamonks

Diescription: This theme = for mobile devices,

Hame: Access Danbod

"N\

MECHLL

1. Select a predefined Portal Theme as shown above (contact Fortinet to create a customized theme
for your company), you can also upload new themes via Guest Portals --> Themes.

Note: You will be asked to confirm your selection and be made aware that changing the theme will
result in the new theme definition being used throughout the rest of the portal. Click Yes to
acknowledge.

2. Click on Next.
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Portal Setup Wizard

W' Wekome Theme Colors
o Portal Kame Thase are the main colors defined for the thems you selected, you tan use the color picker controls to select
alterrative colars.

W Pertal Thame

Body background colon

Content Bakground (olor

Texk coloan

Input border colon

Bumen folor

Bution gradient colom

ENagons Lol

Top bar coloe

Vertcal spacer colon

Link calar:

Lk hwer colar,

IEEOEOENOEO0

3. Select a color scheme for your Portal Theme, click on the relevant boxes next to the text to change
their color.

4. Click on Next to continue.
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' welcoma Theme Images
o Ponal Mame The images vl be used on the Pomal

& Portal Theme Supported fle formans ane PG, GIF and PG, Using langer images may resullin the ponal not keoking as the theme
inmended.

Pormal Settings

| MeRL N

Company loga large:
HETWORKS®

fhnns:Fle. Mo file chosen

Mern N\

Campany kopa madium: HNETW ORE 8"

Choose Fig | yo file chosen

Camaany kaga small:

Chause Fi | no fls chosen

5. Select a corporate image to use with your Portal.
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6. Click Next to continue.

Portal Setup Wizard

W -
V Weleome Portal Pages
V Portal Name
Specify which pages your portal should have enabled and at what stage they should be available.
V Portal Thems

# Portal Settings

Portal Palicy Displayed in menu

Page
& Pre-Authentication | Post-Authentication

Login W

Pazsword Change

Self Service i ¥
Device Registration

Credit Card Billing

Successful Authentication e
Welcome Back

Smart Connect

PMIS Billing

Access without Login

Pazsword Recovery

My Account

Help

‘Welcome

Session Management

Allow user to cloze existing seszions when the concurrent session limit is exceaded: &

WiFi Marketing Integration

Enable WiFi Marketing Integration:

Logout Options

Enable Logout Button: ]

Enable Logout Pop-up window:

7. You can add or remove features to the Portal by modifying the selection of pages that should be
available to users as shown above. In each case, select Pre-Authentication to make the feature
available before authentication, select Post-Authentication to make the feature available after
authentication, or leave both check boxes blank to disable that feature.

Select :

Login - Display a screen that will allow a user to Login in.

Password Change - Display a screen allowing the user to change their password.

Self Service - Display a screen that allows a user to create their own account using Self Service.
Device Registration - Display a screen that enables a user to register their own device.

Credit Card Billing- Display a screen that enables Credit Card Billing.

Successful Authentication - Display a screen that shows Successful Authentication.

Welcome Back - Display a welcome back page if the user has authenticated previously.

Smart Connect - Check to enable Smart Connect on the portal.

PMS Billing - Display a screen that enables PMS Billing.

Access Without Login - Allow access without having to authenticate.

Password Recovery - Display a page allowing password recovery options.
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e My Account - Display My Account’ details for the user to manage their account once logged in.
My Account page offers following features after log in for the user.

— View account details
— Change password provided when change password feature is enabled
— Detail If it is a purchased account
— List all the payments a User made to purchase access plans
— Printing purchased receipts
— If logged in as an active account
— Top-up a Users usage by extending account time and data allowance by purchasing an Access Plan
— If logged in as expired account
— Reactivate their account to get connect to the network
« Help - Display a Help page screen. (optional page)

* Welcome - Display a Welcome page screen. (optional page)

8. Session Management -

« Allow users to close existing sessions when the concurrent session limit is exceeded - Check
to allow users to close existing sessions when the concurrent session limit is exceeded.

9. WiFi Marketing Integration -

o Support for 3rd party Wi-Fi based marketing notification services. Wi-Fi Based marketing
notification services enables merchants to push promotions and other related notifications to
customers in their close proximity

10. Now enter your Logout Options for the user :-
» Enable Logout Button - Check to enable a logout button.

« Enable Logout Pop-up Window - Check to enable a pop-up window to logout.

All text on these screens and all Portals can be amended if necessary in Guest Portals --> Portals and by
clicking on the Edit icon.

11. Click on Next to continue.

12. Depending on what options you selected in the Portal Pages section above, you will be presented
with some or all of the following screens.
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Fortal Sotup Wizsrd

B Remember User on Device

yf Partal Mame ‘Witeen configured the user logn will be remembered for this device. If the user recannects to the open network they will be automatically logged
in

wf Portal Theme

MR detection reguines that the cantroller sendhs the MAC acd ress &5 pan of initial redirection 1o Meru Conrect. This is supporbed an Mera
# Portal Settings Sysram Directar 5.0 o later, othier controllars may not prosics this,

if a user pbtaing access via “Access without Login® page the user will only be rememibersd if "Remembar credentials” i set to “Ahays".

Bemamber oredennals | Lot user choose defaul g "o :|
Remambar far: L Days v:

Bemember a user by Stowing encrypred credentials on a cookde in the user's browser
Remsm baring the deuica they praviously lgped in with (detecnad via tha MAC addnass)
@ Inibalky sttempt o use & cookie, f that fals try the MAC sddress

13. If configured, the users credentials will be remembered for this device. If the user reconnects to
the open network they will automatically be logged in using these credentials. MAC detection
requires that the controller sends the MAC address as part of initial redirection to IDM. This is
supported on Fortinet System Director 6.0 or later, other controllers may not provide this. If a user
obtains access via "Access without Login" page the user will only be remembered if "Remember
credentials” is set to "Always".

14. Remember Credentials - From the drop down menu select if and how the credentials are stored
15. Remember for - Select how long you wish the credentials to stored for.

16. Remember a user by - How you wish a user to remembered

17. Click on Next once you have selected all your options.
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Portal Setup Wizard
EET Account Options

o Portal Mame Thie foll owirg, options define what should happen after an aooouns sthaer guest or devios s oeated.

W Poral Theme * Auto login — Hf this option 15 sebected the user will be presented with a logn button that will allow them to
autherticate without having 1o type in the new sttount oredential.

Display account detals - ¥ This opTion i5 sekecad the new a0oount cradentials will be displaged on the soneen,
Sand account datails wia SMS - If this aptions k& seacted the resw account credentials il ba sent to the user's
muobile phore.

Send actount detals wa emal - ¥ this options 15 selected the new socount oradartiall will b sant to the ysers e
il ackdress,

Sand purchasa racaipt by a-miail - if this aptions s sekoed a receigt for purchased account will be sent to the
user's g-mail address.

-

W Portal Setrings

-

Aurta Login:
Display account details: ¥
Send pioount detail by SheS; Ll

Send account detaiks by e-malk [

Send purchase receipt by e-maik

self Service Acoswnt Verification Options

Use event codes +

Uge spanicr soprovak o

Davica Regitration Verification Optiom
Use sponsor spprosak [

Smart Connuct Options

Smart Conrect language template: | Defaulk -]

18. Define what should happen after the account has been created :-

o Auto Login - Select so the user will be presented with a login button that will allow them to
authenticate without having to type in the new account credentials.

« Display Account Details - Select to display the new account details on screen.

» Send Account Details by SMS - Select to send the new account details to the users mobile
phone.

» Send Account Details by e-mail - Select to send the new account details to the users e-mail
address.

» Send Purchase Receipt by e-mail - If this option is selected a receipt for a purchased account
will be sent to the users e-mail address.

19. Under the Self Service Account Verification Options, select :-

o Use Event Codes - If enabled the user will be required to provide a valid event code for an
account to be generated.

« Use Sponsor Approval - Select so that a sponsor must approve the account before it is
activated.

20. Under the Device Registration Verification Options, select :-
» Use Sponsor Approval - Select so that a sponsor must approve the account before it is
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activated.

21. Under the Smart Connect Options, select :-

» Smart Connect Language Template - From the drop down menu select the language to be used

by the Smart Connect Apps.

22. Click on Next once you have selected all your options.

W wekome Sponsor Approval Options
f Porta Name The Tilkrwing Spbons defire what should Reppen when b gusst scoount needs spprovel by 3 Sponscr
' Dortal Thema = S notfication to guest when account ks refcted — When enatikd guests will recela an e-mail andior SMS

maszape letting than know ther scoount requests have besn rejected,

& Portal Scetings ® Viaiily sporrser -mnal - ITChis aptaon is enabiled the s-mal 3cdress antered by the Busst vl be validated againgt the

imternal sponsor databass and authentication seraers.

& E-mal sponior on approval ime ot - Fehis @ enabled, an e-mal messape will be sent to & desipnated e-mai

address aftar the defined time out period.

# Sporeor e-mail - The e-mail address of the sporsar In change of dealing with puest acoounts waking for approval
& Apgdiondal TIfes Ul i - Th DFie varsdiw SRanasrs Rave 16 BpErove oF rejedt the scoaunt belare 3 notlcation &mal

b5 sert to tha deskgnated sponsor.

# Send notfications until sccount is dealt weth - fthis option s enabled notfication e-mailz wil be sent out

TECUTENChy Wkl The ACoowng is ARroved, reced or expines,

Eared notiflcation to guest when stcownt b rejeced:
Verify sporsor e-mak

E-mal spodisor an snproval tims ous 3
Sponsor e-maik

Approval times aut ine o Houwrs ;|

Saind notfications untll aocount B dealt vach:

23. Define the Sponsor Approval Options, what should happen when a User account needs approval by

a sponsor :-

» Send notification to Guest when account is rejected - When enabled Users will receive an e-
mail and/or SMS message letting then know their account requests have been rejected.

« Verify sponsor e-mail - If this option is enabled the e-mail address entered by the User will be
validated against the internal sponsor database and authentication servers.

« E-mail sponsor on approval time out - If this is enabled, an e-mail message will be sent to a

designated e-mail address after the defined time out period.

o Sponsor e-mail - The e-mail address of the sponsor in charge of dealing with User accounts

waiting for approval.

» Approval times out in - The time window sponsors have to approve or reject the account before

a notification e-mail is sent to the designated sponsor.
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« Send notifications until account is dealt with - If this option is enabled notification e-mails will
be sent out recurrently until the account is approved, rejected or expires.

24. Click on Next once this has been complete.

3 N Motification Options
o Fortal Mame This step aliows you to set e-mail ard SMS header fields.
You should use the falowing vanables ta build the 53 destination fleld 30 & complies weth your 5845 Zateway reguirements
' Portal Theme
# Portal Settings ® SEMDEILENLIMBERY - The mabiks numbsr of the guest.

* WMOS|LENUMBER_OMLY% - Mabike phonse numbsr of guest without country code pre-pended.
* SWCOUNTEVCOOEH - Country code of the mobie phone number.

E-iall from il o rephy@partal.com

kS Troemn fiald: no-reply@portal.oom

SIS to field: wki D8ILENLUMBER W smagatraays.com
Pasrward Recowery Oiptians

SendWia: | Emai Oriy [=

25. Define your Notification Options, this allows you to set up e-mail and SMS header fields.
» E-Mail from field - Enter the E-Mail from address in this field.

o SMS from field - Enter the SMS from address in this field.
e SMS to field - Enter the SMS to address string in this field.

26. Define how FortiConnect will send out a password when Password Recovery has been selected,
from the drop down menu, choose from -

* Email Only

e SMS Only

e Both Email and SMS

« Email then if not successful via SMS
e SMS then if not successful via Email

27. Click on Next when you have finished.
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Partal Setup Wizard

o Pana

o welrame
of Partal Name

Select Payment Provider

Tha paymient pravider details are nesded o alow WOLF paymient pravider to perfarm credit card Blling into your
Elaaally s

SElCT AN exiET g pRYMEnt prowidar o anter the details for 3 new 000t

Payment Pronicer;  ConfEuns few papment prosder | = _

Moot Nams:

o Portal Settings

Arcount Description:

Payment Provden Authorizenet E
Opsration Made: Production Z

AP LoEre

Transactaon Ky

Ayalable Cards Suppaoned Cards
) -

MastenZard

American Express

Dinars Club =

Discaver Card E a

En Routa

i a:]

Carte Blanche =

Payrant Page Satting

Show'Hida input fiekds on the payment page of the Guest Portal using this account.

28. Select your Payment Provider details, these are needed to allow your payment provider to perform
credit card billing into your account :-

Payment Provider - From the drop down menu, Configure a new payment provider, or select a
pre-configured payment provider. You can click on the Test connection button to test a
transaction by sending gateway specific details to the payment provider.

Account Name - Enter a name for your account.
Account Description - Enter a description for your account.
Payment Provider - From the drop down menu, select a payment provider.

Operation Mode - From the drop down menu choose between it being a Production or Test
interface.

API Login - Enter the API login details.
Transaction Key - Enter the transaction key details.

Available Cards - Move any supported cards from the Available Cards section to the Supported
Cards section using the arrows provided.
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29. In the Payment Page Settings section, you can show or hide the input fields on the payment page
of the Portal, determine whether you wish use each field using the drop down menu -

» Required - Field requires input
o Optional - Field can be left blank
e Unused - Field will not appear

30. Click on Next once you have finished.

Portal Setup Wizard

v/ Weicome Select Default Country for the Credit Card Address

Portal Name
v Select the country that is displayed by default for the address of a credit card

P
¥/ Portal Theme Country:  United States 'q

% Portal Settings

oo J o> | o

31. Select a Default Country thats is displayed for the Credit Card Address :-
e Country - From the drop down menu select your country.

32. Click on Next to continue.
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33. Select your PMS Provider details, these are needed to enable room billing.

» Property Management System - From the drop down menu choose an existing Property

Management System or Configure new Property Management System.
Note: Existing Property Management Systems can be added at Guest Portals --> Hotel PMS

+ Name - Enter a name for the Property Management System.

o Description - Enter a description for the Property Management System.

e Type - From the drop down menu, select the type of Property Management System you will be

using.
o IP Address - Enter the IP address of the Property Management System.
e Port - Enter the port number.

34. Click on Next to continue.
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Partal Setup Wisard

W Welcome Select Currency

PFortal Mame o
v ek Salect which currencies this portal should use for biling credi cards and Hotel PMS systems.

Peetal Theme
N Payment Gateway Cumency:  Austrakan Dollar j

W EeclEiy PMS Currency? US Dol [=]

£ T8 TN

35. Select which currencies the portal should use for billing credit cards and for Hotel PMS systems.
» Payment Gateway Currency - Select the currency for your payment gateway.

» PMS Currency - Select the currency for your Property Management System.

36. Click on Next to continue.
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Portal Setup Wizard

W Welcome Access Plans

wf Pomtal hame Mariage the access plans users accesang this portal will e able to sakect

¥ Portal Thems Access plant allows you to cafing whan and wihens The user will De allowed 1o 30065 The necwonk by selecting a Ussge
Frofile and Account Group. You can also spedfy the cost of purchasing an acoount fyour portal allows this through Credit

B Partsl Settings Card or PMS biling.

Mame Description | Total Price | Currency | Usage Profile | Account Group | Used for |
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Use Arcess Plan for: | Seif Service =
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37. Manage the access plans users accessing the portal will be able to select :-

» Use Access Plan for - From the drop down menu select whether the access plan is for Self
Service users, Credit Card Billing, PMS Billing, Device Registration, Access without Login or the
My Account option where users can provision their own account after login.

o Name - Enter the name of your plan.
o Description - Enter a description for your plan.

« Usage Profile - From the drop down menu choose from a pre-defined Usage profile. Usage
profiles can be defined in Policy Settings --> Usage Profiles.

e Account Group - From the drop down menu choose from a pre-defined Account Group. Account
Groups can be defined in Policy Settings --> Account Groups.

e Pre-tax Price - If your time profile is assigned to a billing plan, then enter the price of your
plan, pre-tax.

o Tax - Enter the percentage of tax you wish to charge. Leave blank of no tax applied.

o Total Price - The total price of the plan will appear automatically in this field.
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38. Click on Add to add your plan.
39. Click on Next to continue.

Portal Setup Wizard

' Welcome
+/ Portal Name
+/ Portal Theme ® Show Acceptable Usage Policy to the user — Use this option to specify when Acceptable usage policy needs accepting by a user after authentication.

V’ Portal Settings *® After Authentication Redirect To — Use this option to specify where the user should be taken to after a successful authentication.

% Portal Policy

Portal Redirect Policy

® Acceptable Usage Policy — Use this option to specify when should guests be shown the Acceptable usage policy.
® |nitial Page — This is the portal page guests will be taken to ence they first get on the network.

® First login portal success page — Use this option to specify which portal page first time users should be taken to after authentication.
® Subsequent login portal success page — Use this option to specify which portal page returning users should be taken to after authentication.

Acceptable Usage Policy: Disabled j

Show Acceptable Usage Policy to the user: | Every login j
Initial Page: Login j

GeranthertCationiRediecT o Predefined URL [~

Redirect to: http://dev.dfcf.coms?id=0%I1D%E&uname=":

It's possible to use the following variables to build the redirect URL.

® 5%ID% - The account id number.

® %USERNAMEY - The account username.

® 3%FIRSTNAME% - The user's first name.

® GLASTNAMES - The user's last name.

* HMACADDRESS% - The MAC address of the device from which the user is authenticating.

40. You are now presented with the Portal Redirect Policy screen, choose from the following :

© Fortinet

Acceptable Usage Policy - From the drop down menu select whether an acceptable usage
policy should be displayed Pre-Authentication, Post-Authentication, or whether it should
be Disabled.

Show Acceptable Usage Policy - From the drop down menu select how often you wish to show
the Acceptable Usage Policy, whether it be Every Login, On First Login, and on First Login and
any Subsequent Acceptable Usage Policy Changes.

Initial Page - From the drop down menu select which portal page the Users will be taken to once
they first get on the network. Your options will differ depending on the choices you made on the
Portal Pages screen previous.

After Authentication Redirect To - From the drop down menu select as to where the Users
should be directed to after a successful authentication.

«Portal Success Page - Redirect to a Portal Success Page, from the drop down menu select
which page you wish to use as a Portal Success Page.

*Predefined URL - Redirect users to a predefined URL once they authenticate successfully. You
can pass certain properties of the User as GET requests of the redirect. To do this, construct
the URL using the following placeholders:

*%ID% - placeholder for the MCT internal id of the authenticated account
*%USERNAMEY% - placeholder for the username of the authenticated account
*%FIRSTNAMEY% - placeholder for the first name of the authenticated account
"%LASTNAMEY - placeholder for the last name for the authenticated account
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*%MACADDRESSY% - placeholder for the MAC address of the device of the authenticated
account

For example if the customer website is at http://example.com and you need info the username of the
authenticated user, you configure redirect URL like
http://mywebsite.com?username=%USERNAME% it would then be up to the customer website to
parse and use that information as required.

41. If on the Portal Pages setup screen you chose to display a Welcome Back page after authentication
you will see a set of different options to define landing pages as shown below.

42. The option to land at a subsequent portal page if the user is recognized can now be defined -

o First login portal success page - From the drop down menu select what portal success page a
user should land on after first login.

« Subsequent login portal success page - From the drop down menu select which portal success
page a user should land on upon their return.

43. Click on Next to continue.

v/ Welcome Portal External Authentication Policy

J Portal Mame Salect which realns should be wsed Tor sunhertication on the login pape. iTthe selection mods B 564 10 JUTGManc MDermst seniies such and Goaghs
Facabook and Twitter will abways be chacked lst.

o' Portal Thems
#ovailanle Reaims Selecied Aealms

 rort oty o]

Sglection Mode

@ Manual: gussts have o salect the aporopriate realm fram “Sakected Realms” ist.
ALmeenatic each raalm is tried o cha arder from “Selscred Raalms® st

44. Now you can select which realms should be displayed to the User on the login page, the realms are
defined on the external Users page Policy Settings --> Account Groups and are used to authenticate
Users against different external servers for a realm.
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45, Portal External Authentication Policy - If you use OAuth using any of the social login (Facebook, Twitter, and
Google), you can specify what social profile information you wish to capture on the MCT database when a user
authenticates. This is done through the Guest Portal wizard, new portal stages are displayed when Facebook or
Google authentication is enabled for the portal, Twitter does not allow extra user information to be gathered
and as such this feature does not apply to it.

On the wizard stage for the different services its possible to select different categories of

information, these depend on the service used, you will notice there are more options for Facebook
when compared to Google.

Portal Setup Wizard

V/ Welcome Facebook Authentication Settings

 Portal Name Please select which additional

n should be requested from Facebook users at login.

/ Portal Theme. Keep in mind that requesting a ation might require your app to be approved by Facebook.

* Portal settings

(]

eoco

V/ Welcome Google Authentication Settings

/ Portal Name Please select which additional information should be requested from Google users at login.

/ Portal Theme. Keep in mind that requesting additional information might require your app to be approved by Google

* Portal Settings
= The user's email address: a

The user's Google Plus profile details: @

When available the user information will be recorded on the MCT database, it will not be visible
through any Sponsor/Admin portal reports. The only way to access this information is through the
MCT Sponsor API, Any API call that returns account objects will include a <socialProfile> XML
element containing the available information for that account.

Note: Only the information authorized by the social app can be collected. In some cases, depending
on the type of information this will require the OAuth app to be approved by the OAuth
provider, this is outside the scope of the MCT documentation. Also the user has ultimate control
over what he/she shares with MCT, if the user refuses to share information MCT will not get
access to it.

To enable OAuth in FortiConnect with Fortigate, ensure that you whitelist the following OAuth service
provider URLs inthe Fortigate Server:

Facebook

config firewall address

edit "FBO™

set subnet 5.178.32.0 255.255.240.0
next

edit "FB1"
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set subnet
next
edit "FB2"
set subnet
next
edit "FB3"
set subnet
next
edit "FB4"
set subnet
next
edit "FB5"
set subnet
next
edit "FB6"™
set subnet
next
edit "FB7"
set subnet
next
edit "FB8"
set subnet
next
edit "FB9™
set subnet

next

195.27.154.0 255.255.255.0

80.150.154.0 255.255.255.0

77.67.96.0 255.255.252.0

212.119.27.0 255.255.255.128

2.16.0.0 255.248.0.0

66.171.231.0 255.255.255.0

31.13.24.0 255.255.248.0

31.13.64.0 255.255.192.0

23.67.246.0 255.255.255.0

edit "akamai-subnet-23.74.8"

set subnet

next

23.74.8.0 255.255.255.0

edit "akamai-subnet-23.74.9"

set subnet

23.74.9.0 255.255.255.0
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next

edit

"akamaihd.net"

set type fgdn

set fqdn "akamaihd.net"

next

edit "channel-proxy-06-frcl.facebook.com"
set type fgdn

set fgdn *‘channel-proxy-06-frcl.facebook.com"
next

edit "code.jquery.com"

set type fqdn

set fqdn "‘code.jquery.com

next

edit "connect.facebook.com"

set type fgdn

set fqdn "connect.facebook.com"

next

edit "fbcdn-photos-c-a.akamaihd.net"

set type fqgdn

set fgdn "fbcdn-photos-c-a.akamaihd.net"
next

edit "fbcdn-profile-a.akamaihd.net"

set type fqdn

set fqdn "fbcdn-profile-a.akamaihd.net"
next

edit "fbexternal-a.akamaihd.net"

set type fgdn

set fgdn "fbexternal-a.akamaihd.net"
next

edit "fbstatic-a.akamaihd.net"
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set type fgdn

set fqdn "fbstatic-a.akamaihd.net"

next

edit "m.facebook.com"

set type fgdn

set fgdn "'m.facebook.com™

next

edit "ogp-me"

set type fqdn

set fqdn "ogp-me"

next

edit "s-static.ak.facebook.com"

set type fgdn

set fqdn "'s-static.ak.facebook.com"

next

edit "static.ak.facebook.com"

set type fgdn

set fgdn “'static.ak.facebook.com™
next

edit "static.ak.fbcdn.com"

set type fqdn

set fqdn "static.ak.fbcdn.com"
next

edit "web_ext addr_SocialWiFi"

set type fgdn

set fqdn "web_ext_addr_SocialWiFi"

next
edit "www.facebook.com"
set type fqdn

set fgdn "‘www.facebook.com™

next
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end

Google+

config firewall address

edit "www.googleapis.com"

set type fgdn

set fgdn "www.googleapis.com™

next

edit "accounts.google.com"

set type fqdn

set fqdn "accounts.google.com"

next

edit "ssl_gstatic.com™

set type fgdn

set fqdn "'ssl_gstatic.com"

next

edit "fonts.gstatic.com"

set type fgdn

set fgdn "fonts.gstatic.com™

next

edit "www.gstatic.com"

set type fqdn

set fqdn "www.gstatic.com"

next

edit ""Google_ 13"

set subnet 216.58.192.0 255.255.224.0
Accounts.google.com is too dynamic for an FQDN policy to function.
This IP policy covers the whole range of possible subnets.
next

end
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Twitter
config firewall address
edit "api.twitter.com”

set type fgdn

set fqgdn "api.twitter.com"

next

edit "abs.twimg.com"

set type fqdn

set fgdn *‘abs.twimg.com"
next

edit "abs-0.twimg.com"

set type fqdn

set fqdn "abs-0.twimg.com"

next

end

46. Manual Selection - Select this mode for the user to select an appropriate realm from the ’selected

realms’ list.

47. Automatic Selection - Select this mode so that each realm is selected in order from the list rather
than asking the user to select one. The realm selection starts from the top of the order first and if

authentication fails the next realm in the order is tried and so on.

48. The first realm in the order is treated as a default realm, the default realm is selected by default

when the user navigates to the Login Page in the Manual Selection mode above.

Note: If Automatic Selection is selected then internet services such as Google, Facebook and Twitter

will always be checked last.

49. Click on Next to continue.
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50. In the Portal Restrictions page, you can set the time interval that Prevents the creation of self-
service accounts with the same personal details (email/phone) for a specified period of time post
the original account creation.

Portal Setup Wizard

v/ Welcome Portal Restrictions
v/ Portal Name Please configure the account re-creation restrictions.
‘/ Portal Theme If unrestricted users will be able to create new accounts as
expires.
+/ Portal Settings
% Portal Policy Restriction Length: 0 Days
Set to 0 for unrestricted account creation.
Restriction Type: Email X

51. Click on Next to continue.
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Portal Setup Wizard

v welome Portal Account Groups Authentication Policy

wf Portal Hame

By dufault guests in all aooount grougs are permitted [0 autheniate agarst this portal,
' Portal Thema o

ACCOUNT Groups permittad (o uss this porak | Saleced v
o Portal Settings

¥ Fartal Palicy Extludad Accours Groups Parmitted Arcount Groups

E Default Account Group -

52. We can now control which account groups can authenticate against a particular portal (User/device
accounts belong to account groups). This is done on the Portal Account Groups Authentication
Policy screen. The default behaviour is to permit All account groups.

53. From the drop down menu you choose between All or Selected.

54. If you have chosen to select account groups, use the arrows to place the selected account groups
into the Permitted Account Groups section.
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W izkzoms Guest Username Policy

W' Portal Nams Tha Tolkcring aptions abow you 1o specify how the usernamss for the guest acoownts treaned throwgh this portal shauld
ke generated.

-f Poirtal Thems

* E-mail address as username — The guest e-mail addness will be used as the usemame for the account,

o Portal Sestings * Creste usernams: based on first and last names — The guest’s first snd last narmes vell b2 combined to generate the
BOCCUNT WERINAMSE,

® Creata random usemama — Tha ussrnams for the account will ba randomiy generated.

W Portal Palicy &
# Lispmame Prefix — This will be used as prefic to gererate the account usemame.

Userrame Frafic

Ernail addruss a1 username

® Ermul| adidress a5 wsermame
Create Usernams With Case:  owercasa *

Erforce unigue emaik
Crante Uisrname based an fret aed |ast namas

Create yserrame based on first and st names

Craate random uername

Create random usernams

55. Now you can select and choose your site policy, choose how usernames for User accounts for the
Portal should be generated.
« Email address as username - The User e-mail address will be used as the username for the
account.

e Create usernames based on first and last name - The Users first name and last names will be
combined to generate the account username.

e Create random username - The username for the account will be randomly created.
o Username Prefix - This will be used as a prefix to generate the account username.

56. Click on Next to continue
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Partal Setup Wizard

W wikams Guest Password Policy

f Portal Hame ity madifyirg the following aptians you Can defime which characters will be used when pererating
acoount passwards and how long the password should be.

f Portsl Theme
Pasrerard peneration mede

f Portal Setmngs
& Ao peaerated pedseord

& Portal Pelicy

Guest specfied passward
Pasreward reguirements

Characters 1o MCUOR: | sbecefehifdmno parstuswyz ABC DEFG HIKLMNOPORS TUVWIOTE

Password case: b b j

Number toindude: & [=]

Charactars 1o NCdR! 433455700

Humiber ta indude 2 T|

Characters to inchude: LI Y P

Mumbertoindude: | j

I N e

57. Choose whether you want the passwords to be -
o Auto generated password - password is generated using conditions below

o Guest specified password - password is specified by the user creating the account

58. Choose how passwords for User accounts for the User Portal should be generated.
« Alphabetic Characters - Decide the number of characters to use.

e Numeric Characters - Decide the number of characters to use.
e Other Characters - Decide the number of characters to use.

59. Click on Next to continue.
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W Welcome Guest Account Details
o Pirtal Manms Stardard Fieids

W Portal Theme First Mame: Ry ired [=|
»F DPortal Satt ngs

Last Name:  Fagyired [=]

% Puortal Padicy Compane  |Unsed (B
Mobile:  Unised [7]
Additional Falds

Option 1 Unuded | =)
Option = Unused | =]
fpthion & Unused :,
Qption & | Unised T:

Optian % Unused [=]

60. Select which fields should be used to capture User Account Details :-

e First Name - From the drop down menu decide whether this field is Required, Unused or
Optional.

o Last Name - From the drop down menu decide whether this field is Required, Unused or
Optional.

o Company - From the drop down menu decide whether this field is Required, Unused or Optional.
e Email - From the drop down menu decide whether this field is Required, Unused or Optional.
+ Mobile - From the drop down menu decide whether this field is Required, Unused or Optional.

« Additional Fields - From the drop down menu decide whether this field is Required, Unused or
Optional.

61. Click on Next to continue.
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PFartal Sotup Wisked

W Wekome Purchase Guest Account Details

¥ Portal Name Adoithona fields can be added to your Purchase Account page.
Portal Them

V' L o] QOption 1 Unused ;l

f Portal Settings =l

Option k. Unused

& Portal Policy Oprion k Linused T|

Option & Unussd [=]

Option % Unused [x]

62. Select how many fields should be used to capture additional information for Purchased Accounts:-
e Option 1 - From the drop down menu decide whether this field is Required, Unused or Optional.

e Option 2- From the drop down menu decide whether this field is Required, Unused or Optional.
e Option 3 - From the drop down menu decide whether this field is Required, Unused or Optional.
e Option 4 - From the drop down menu decide whether this field is Required, Unused or Optional.
e Option 5 - From the drop down menu decide whether this field is Required, Unused or Optional.

63. Click on Next to continue.
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Wf wekams

of Portal Nama
+f Dortal Theme
+f Portal Settings

o Portal Polcy

Paortal Setup Complete

The veizard has fireshed Build@ng your pamal

fou can preview the portal o2 hitpe/'152, 168 137, 30 pertal/ partaliwe ‘provisw Tehew
ou should configure your network devices bo redirect to the folowing UAL:

et MERL_CONMECT) partal/partaltwean| DEVICE_IF}

Pease replaca [MERL CONMECT} with the fully qualfied domain nama of the Maru Connect and {DEVICE 1P} with the 1P address of the
mertwork device (wirebess controller, switch, firesvall etc) you have added as a RADIUS chent.

¥ou mast ko ersure the fol owing conditions ane mat

1. The fully qualified domain name of the Menu Connact should be in DNS and reschabia By guest dients 5o thay can reach the Man
Connect.

2.The 351 certificate T should contain the fully qualified domain name of the Meu Connaect ard be signed by a trusted Ci authority to
ensure chents do not receke 550 warnings,

The Portal setup is now complete. Click on Close to finish.

Preview an Existing Portal

You can preview a Portal once its been setup.

1. From the Administration interface go to Guest Portals --> Portals as shown below.
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Portals

showing 1-530f 3 [RDIEEELC IS

ATTENE AR
atcess-denied  Default portal that derses access S B W
lisginy Default login portal =1 1°% |
Eortalone Partal Numbser One Qi"ﬂ L]
|| 4| Page1of1 Tl Gl | - || ™

2. Select the Portal you wish to preview by clicking on the Preview Icon next to the Description field.
3. The Portal you have created should then appear as shown below.
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T LS

Logout  About

- ,
% bt 15016813720 !

ORK ACCESS PY

MeRu \ i

HETWORKS

¥ SETTINGS
SOR PORTAL

[ PORTALS

T Login to the network
el PRAS
ized Files

oy Aute Discoy

T COMMECT
Remember me on this device
ES
175 & LOGS —

Editing Portal Content

Once a Portal has been created, you can edit and customize the content of the Portal, go to Guest
Portals --> Portals
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&l 10perpage | E

Plarms Diescription
accsssdenied  Default portalthat dersesaccess L0 BT
Lusginy Default login portal =F-o 1" 4 |
FortalCns Portal Mumber One an 1]

M| 4 P-‘l!i'll?f'l?lﬁq'h Y]

1. Choose the portal you wish to edit of its content and click on the edit content icon.
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Editing Portal Content

Login Pags

acoeptable Usage Falicy Page
Logout Page

Logged Out Page

105 auto login Page
Cookies nstructions Page
Ohase this window Page
Authenticating walting Page
Session managemant Page
Widget Labels

Status Mestsages

Realm Labels

Windows Smart Connect
105 Smart Connect

105 Auto Login Smart Connedt
Mlac Smart Connect
Android Smart Connect
Lirux Srmart Connect
Generic Smart Connect
Approval Motifcation Ermail
ACoount Rejection Email
ACcount Rejection SM5

*From Creation” Email

Please change the text shown an forms and companents in the poral

Default Phone Code:
Lisermarmss
Passward:

Confirm Passwond:

Remssmibss mese an this
dewice:

Realm:
Login buttor:

Acress without Lagin
button:

Days:
Haurs:

Minutes

Tirna laft text

Tirne left caloulating:

Tirne left Unlimited account
Li-

Try again:
Méw pasdvword:

Ol Dz casnrd:

<1 E
Username
Passwond

Confirm Password

Remember me on this device

Realm

Login

Cannect

Days(s)

Houris)

Minute(s)

Your SCO0UNT will exping in:
Calculating...

Your account is unlimited

Try again
New Passasord

On the left hand side of the screen you can see all the different pages/options that have been
created when the portal was set upusing the Portal Wizard. Click on the page/option tab that you
wish to edit, for the example above we have selected the LoginPage. You can amend any text
within the box and insert your own.

Click Save once you have amended/added any text.

Continue to edit another page/option by clicking on the relevant tab.
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Edit or Delete an Existing Portal Site

Edit an Existing Portal

You can edit an existing Portal Site from the administration interface.

1. From the administration interface, select Guest Portals --> Portals as shown below.

Portals

Showing 1-3 0f 3 [RIIEEeETC x E

| Mams Description ]
accessdenied  Defauls portalthat dersss access 10 B W
login Default login portal Qeliew
| ‘prialone Partal Numbser One Qe ﬂ w
Fage 1 of1 T| Go

2. Select the portal you want to edit from the list and click the Change Portal Settings icon next to
the Description field.

3. You will then be taken through the Portal Wizard setup again, you can make any changes you require
via this.
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Delete an Existing Portal

You can delete an existing Portal Site from the administration interface.

1. From the administration interface, select Guest Portals --> Portals as shown below.

Showing 1-30f3 Rl geF ] . a

Name Description
arcess-denied = Oefault portal that denies acoess =E-3 1" |
lagin Defaukt login portal Qe T
PartalOng Portal Number O Qe'BW

4| Pagetoft x| 6o
Add Portal

§ The page at 192.168.137.20 cays:

Bse you sune yom ward 1o delebe this podall

Select the portal you wish to delete and click on the Bin icon next the descriptions field.

Click Yes to confirm deletion.

Copying a Portal

Administrators can copy Portals that have already been created to save time going through the setup
wizard if a duplicate portal is needed.

From the Administration interface go to Guest Portals --> Portals as shown below.
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SEl 10 0o page = llco

Mams Description

accsssdenied  Default portalthat dersesaccess L0 BT

Lusginy Default login portal =F-o 1" 4 |

Errtallns Partal Mumbser One SeolBm
LR Pl!i1ﬂf1I|G|:"h 1

Click on the Copy Portal icon next to the portal that you have created

Copy Portal:

MNew Portal Mame:  CopesdPortal

ooy | coce |
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Enter your New Portal Name and then click on the Copy button, your portal will have been copied as

shown below

Portals

Marms

acoess-denied
| copiedPorta

in

2

Add Partal

Creating a Portal Theme

¥ Portal copied sucresshuly

Showing 1-4 of 4 m E

Description

Default portal that denies access 0 &F Giew
Default login portal Qm‘ ﬂII
Default login poetad Qo BeD
Portal Mumiber One QehD

JIE ] Fa;\e1ul‘1ﬂﬁu" 'i

In this chapter we take a look at how to Create a Portal Theme

® The Sample Theme
— The style.css file
— The theme.xml file

® ©® ® ® ©

®

Name
Description
Author
Preview
Pages
Images
Colours

® C(reating a Custom Theme

© Fortinet

Configuring Portals

365



The Default Themes

® Installing a Theme
® Available Widgets

The Default Themes

You can download any of the existing default themes that the FortiConnect provides to view its
structure.

Log into the web admin user interface of the FortiConnect and browse to Guest Portals-->Themes and

click on the export button next to 'The Default Fortinet Theme' as show below.

Themes

- I

Marme Descriptian
Arcess Denied This therms only displays an acoess denied message. It i based on the Menu Networks white thema. . 210
ldentity Metworks (Biue) T default Identity Metworks thems, H'
Mabile Theme {All Devioes) This therme is for mobile devipes. 1]
dentity Metworks (whine) Themw based on the Identity Networks color scheme and logo 1
My Metworks (Responsive Theme)  Responsive theme based on the Menu Networks Color schems and logo H'
Mleu Metwarks (whits) Theerre basad on the Mers Netwarks colar scheme and logo !'
witite Mobde Thems (Al Devices) This theme iz for mobile devices. !.
4 4| Page1of1 |:| iGof | || ®

Impart Theme: choose File ] Mo file chosen

Import

Unzip the default.zip file and confirm you have the following files :

® css/
— style.css

® html/
— ocaup.html
— login.html
— password.html
— payment.html
— selfservice.html
— success.html
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— logout.html
— loggedOut.html

® images/

® theme.xml

The style.css file

This file should be placed in the css directory of the theme structure and should contain all the CSS
styles that will be applied to the several HTML pages that make up the Portal site.

The theme.xml file

The theme.xml file list all resources used by the theme as well as defining the default values for several
elements.

The file has 10 main elements:

Name

Public name
Description
Author
Preview

Pages
Optional pages

Navigation

© © N o gk~ w DR

Images
10. Colours
11. Scripts
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Name

This is a mandatory element, it should only contain letters, digits and the underscore symbol, theme
names are unique so if there is already a theme with this name installed on the FortiConnect you won’t
be able to install this theme.

Public Name

This is an optional element, it should contain the name displayed on the administration
interface when referring to the theme, this element does not have the restrictions that apply
to the name element.

If the publicName element is not present the theme internal name will be displayed.

Author

This attribute can be used by the theme author to place his name and/or contact details.

Preview

This attribute has two elements:

® small

® large

Both should have the name of two image files containing thumbnails for the theme, these are used by
the hotspot setup pages to give the administrator an idea of how the hotspot will look if he chooses the
theme. The recommended size for the small thumbnail is 200 pixels wide by 115 pixels tall and for the
large thumbnail 800 pixels wide by 455 pixels tall. The files should be placed at the same level as the
theme.xml file.
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Pages

In the pages section of the theme.xml file you will list the HTML templates for every kind of page the
Portal uses as well as declaring what content areas each page has and what should be it’s default value.

A simple example would be:

<pages>

<login>

<fFile>login_html</file>

<components>

<component>

<tag>%TITLE%</tag>

<default>Login to the network</default>
</component>

<component>

<tag>%HEADER%</tag>

<default>Login to the network</default>
</component>

<component>

<tag>%MAIN%</tag>

<default/>

</component>

<component>

<tag>%FOOTER%</tag>

<defaul t><![CDATA[Copyright &copy; yourcompany 2010]]></default>
</component>

</components>

<label>Login</label>

</login>

</pages>
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The previous XML snippet tells us the HTML template for the login page is located at html/login.html,
and on this page we have defined four components that the administrator users can customize with their
content, we have also declared the default content for each component:

Table 1.
Component Default Value
Title Login to the network
Header Login to the network
Main
Footer copyright © yourcompany 2010

If we open the login.html file with a text editor we can see where these components are used:
<h1>%HEADER%</h1>

<div class="main">%MAIN%</div>

<div class="widgetContainer">%LOGIN_WIDGET%</div>

<div id="navigation">%NAVIGATION_MENU%</div>

<div id="footer">%FOOTER%</div>

As we can see on the HTML the placeholder variables for the several components defined in theme.xml
are placed amongst the markup, when the portal pages are generated the placeholders will be replaced
with the content associated with them.

We can also see a few placeholders that weren’t specified in the theme.xml file, these are:
® %LOGIN_WIDGET% - this will be replaced with the login widget if we were looking at

the self service page template we should use %SELF_SERVICE_WIDGET% you can find a list of available
widgets at the of this chapter.

o %NAVIGATION_MENUY% - this will be replaced with a set of links to other pages available to users of
the Portal.

The content of these placeholders is built dynamically by the FortiConnect depending on what options
are selected during the Portal setup. When creating your own themes you should make sure that these
placeholders are in your template files otherwise the Portal might not work as expected
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Optional Pages

This section allows you to specify any optional pages you want to make available to portals using your
theme. The default theme defines several optional pages, to add more you can copy one of the existing
definitions and edit it as appropriate.

Navigation

Users can now add links to portal pages, to do this they have to add the following html:

<a $TAG%>this is a link</a>
%TAGY% can be one of the following:

%LINK_TO_LOGIN% - Link to the login page

%LINK_TO_PMS% - Link to the pms login page

%LINK_TO_PAYMENT?% - Link to the Credit card payment page
%LINK_TO_SELFSERVICE% - Link to the self service page
%LINK_TO_PASSWORD% - Link to the password change page
%LINK_TO_CLIENTCONFIGURATIONY - Link to the smart connect page

%LINK_TO_SUCCESS% - Link to the successful authentication page, this link will only work after
successful authentication

To link to a optional page you should have a tag similar to

%LINK_TO_OPTIONAL_[PAGENAME]%

Where page name matches the name you gave the page on the theme.xml file so if in that file you have
a generic page defined like:

<optionalPage menultemWeight="10000">
<file>help.html</file>
<components>

<component>

<tag>%TITLE%</tag>
<default>Your title here</default>
</component>

<component>
<tag>%HEADER%</tag>

<default/>

</component>
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<component>

<tag>%MAIN%</tag>

<default>Your content here</default>

</component>

<component>

<tag>%FOOTER%</tag>

<default><![CDATA[ &copy; 2011 Meru Networks. All Rights Reserved.]]></default>
</component>

</components>

<label>Help</label>

<name>help</name>

</optionalPage>

Your tag should be %LINK_TO_OPTIONAL_HELP%

Images

The images section of the theme.xml file should be used to list all image files that are referenced by the
HTML and CSS for the theme.

When you open theme.xml and scroll down to the <images> section you will notice it is empty, you can
add an image by replacing the <images/> tag with the following:

<images>

<image>

<label>Header image</label>

<description>Image placed on the header of the page</description>
<tag>%IMG_LOGO%</tag>

<file>Logo.png</file>

<dimensions>100x100</dimensions>

</image>

</images>

This snippet specifies the label, description and recommended dimensions for the image this
information will be displayed on the Portal setup page so the administrator knows what this image is
used for and can upload the right image for this purpose. The <tag> element specifies what placeholder
variable will be used in HTML and CSS template files to reference this

particular image, the <file> element specifies which file is the default value for this image, this file
should be placed in images/Logo.png.
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To use this image in the login HTML template we could change the HTML to:
<div id="headerlImage"><img src="%IMG_LOGO%"/></div>
<h1>%HEADER%</h1>

<div class="main">%MAIN%</div>

<div class="widgetContainer" >%LOGIN_WIDGET%</div>

<div id="navigation">%NAVIGATION_MENU%</div>

<div id="footer">%FOOTER%</div>

If we wanted to reference this image on our CSS file, lets say as a background image we would have
code like this:

.cssClass {
background-image:url (*%IMG_LOGO%") ;
}

Colors

The colours section should contain a list of all customizable colours used in the theme.

The default theme already has a set of colours defined, to add a new one we would insert the following
snippet between the <colour></colour> tags:

<colour>

<label>Default font colour</label>
<description/>
<tag>%CL_DEFAULT_FONT_COLOUR%</tag>
<value>#001844</value>

</colour>

This snippet specifies the label and description for the colour, this information will be displayed on the
Portal setup page so the administrator knows where and what for the colour is used for. The <tag>
element specifies what placeholder variable will be used in HTML and CSS template files to reference
this colour, the <value> element specifies the colour hex value.

To use this colour in CSS we should have code like the following:
.cssClass {

color:%CL_DEFAULT_FONT_COLOUR%;
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Scripts

The script section should contain a list of all javascript files you wish to use.

The default theme does not use any custom javascript files, to add a new javascript file we would
insert the following snippet in the theme.xml file:

<scripts>

<script>
<tag>%JS_UTILS%</tag>
<value>utils. js</value>
</script>

</scripts>

The <tag> element specifies what placeholder variable will be used in HTML to reference this file, the
<value> element specifies the file name, the file should be placed in the "js" directory at the root of
the theme package. To include the code in utils.js on the html template files we should have code like
the following:

<script type="text/jJavascript” src="%JS_UTILS%"></script>

Creating a custom theme

Now that we know what are the building blocks of a Portal theme we can use the default theme we
downloaded to create our own theme.

Lets start by defining the requirements for our pages:

® layout - Content displayed on the midle of the page, with three main areas that will be customizable
by the administrator.

® Images - We will use two images one will be displayed on the page header and the other will be the
favicon displayed on the browser address bar.

® Colours - We will define a background colour for the page and a different background colour for the
main content area.

Start by editing the login.html template and modifying the HTML to suit your needs, in our case we
should have something similar to:
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<div i1d="content">
<div id="header'>
<div id="headerlmage'><img src="../images/Logo.png"/></div>
<hl class="pageTitle">%HEADER%</h1>
</div>
<div id=""main">
<div class="mainContent">%MAIN%</div>
<div class="widgetContainer">%LOGIN_WIDGET%</div>
</div>
<div id=""footer">
<div i1d="navigation">%NAVIGATION_MENU%</div>
<div class="copyright">%FOOTER%</div>
</div>
</div>
You will need to copy any image files to the images/ directory.

The next step will be to edit the css/style.css file and define the styles that we will apply to the HTML
markup we defined previously. The following code would implement the layout we proposed:

body{
font-family:Arial;
background-color:#333333;

}

#content{d width:45%;
margin:auto;
padding:20px;
margin-top:50px;
background-color:#eeeeee;

}

#header{
text-align:center;

margin-bottom:25px;
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padding:5px;
}

#main{
padding:25px;

}

-widgetContainer {
width:80%;
padding:50px; }

#footer{
text-align:center;
margin-top:25px;
padding:5px;
font-size:x-small;

}

-havigation{
padding:5px;

}

Again you will notice that the actual colour values are used in this file instead of placeholders, this

allows us to view the page in the browser while we develop the design of our pages.

If you open the login.html file in your browser you will see something like:
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identity networks
%HEADER%

%L OGIN WIDGET%

SRAVIIATHIN VEWRTS
oot

You can also replace the placeholders visible on the body of the page with dummy content to get a
better feel of how it would look on your page, this is also useful to take preview screenshots to include
in your theme package.

Once you are happy with the layout, its time to update the theme.xml, so all elements that are
customizable by the administrator are declared, in our case the file would look similar to:

<?xml version="1.0"7?>
<hotspotTheme>
<name>sample_theme</name>
<description>plain theme</description>d<author></author>d <preview>d
<small>thumb.png</small>d <large>preview.png</large>d </preview>
<pages>
<login>
<file>login.html</file>

<components>
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<component>
<tag>%TITLE%</tag>
<default>Login to the network</default>
</component>
<component>
<tag>%HEADER%</tag>
<default>Login to the network</default>
</component>
<component>
<tag>%MAIN%</tag>
<default/>
</component>
<component>
<tag>%FOOTER%</tag>
<default><![CDATA[Copyright &copy; yourcompany 2010]]></defaul t>
</component>
</components>
<label>Login</label>
</login>
<selfService>
<file>selfservice_html</file>
<components>
<component>
<tag>%T I TLE%</tag>
<default>Login to the network</default>
</component>
<component>
<tag>%HEADER%</tag>

<default>Create your guest account</default>
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</component>
<component>
<tag>%MAIN%</tag>
<default/>
</component>
<component>
<tag>%FOOTER%</tag>
<defaul t><![CDATA[Copyright &copy; yourcompany 2010]]></default>
</component>
</components>
<label>Self Service</label>
</selfService>
<payment>
<fFile>payment_html</file>
<components>
<component>
<tag>%TITLE%</tag>
<default>Login to the network</default>
</component>
<component>
<tag>%HEADER%</tag>
<default>Purchase your account</default>
</component>
<component>
<tag>%MAIN%</tag>
<default/>
</component>
<component>

<tag>%FOOTER%</tag>
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<defaul t><![CDATA[Copyright &copy; yourcompany 2010]]></defaul t>
</component>
</components>
<label>Purchase Account</label>
</payment>
<password>
<file>password.html</Ffile>
<components>
<component>
<tag>%T I TLE%</tag>
<default>Login to the network</default>
</component>
<component>
<tag>%HEADER%</tag>
<default>Change your password</default>
</component>
<component>
<tag>%MAIN%</tag>
<default/>
</component>
<component>
<tag>%FOOTER%</tag>
<defaul t><![CDATA[Copyright &copy; yourcompany 2010]]></defaul t>
</component>
</components>
<label>Change Password</label>
</password>
<au p>

<fFile>aup.html</file>
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<components>
<component>
<tag>%TITLE%</tag>
<default>Login to the network</default>
</component>
<component>
<tag>%HEADER%</tag>
<default>Acceptable Usage Policy</default>
</component>
<component>
<tag>%MAIN%</tag>

<default>By clicking "Accept" you agree to the terms and
conditions..... </default>

</component>
<component>
<tag>%FOOTER%</tag>
<defaul t><![CDATA[Copyright &copy; yourcompany 2010]]></default>
</component>
</components>
<label>Acceptable Usage Policy</label>
</aup>
<generic>
<file>generic.html</file>
<components>
<component>
<tag>%TITLE%</tag>
<default>Login to the network</default>
</component>
<component>

<tag>%HEADER%</tag>
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<default/>
</component>
<component>
<tag>%MAIN%</tag>
<default>your text here</default>
</component>
<component>
<tag>%FOOTER%</tag>
<default><!I[CDATA[Copyright &copy; yourcompany 2010]]></default>
</component>
</components>
<label>Generic page</label>
</generic>
</pages>
<images>
<image>
<label>Header image</label>
<description>Image placed on the header of every page</description>
<tag>%IMG_LOGO%</tag>
<file>Logo.png</file>
<dimensions>100x100</dimensions>
</image>
<image>
<label>Favicon</label>
<description>Image to be displayed in browser address bar</description>
<tag>%IMG_FAV_ICON%</tag>
<file>Faviconl6.ico</file>
<dimensions>16x16</dimensions>

</image>
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</images>
<colours>
<colour>
<label>Body background color</label>
<description/>
<tag>%CL_BODY_BACKGROUND%</tag>
<value>#333333</value>
</colour>
<colour>
<label>Content area background color</label>
<description/>
<tag>%CL_CONTENT_BACKGROUND%</tag>
<value>#eeeeee</value>
</colour>
</colours>
</hotspotTheme>

Since we are using the same customizable areas we didn’t make any changes to the <pages> element
content, it is generally a good idea to use the same names for the content areas e.g. % HEADERY%,
%FOOTER%, etc... as this will allow users to switch between themes using the content they have defined
already.

Now that we have updated the theme.xml and we are happy with the design of our page we should
replace any colour and image references with their respective placeholder on both the login.html file
and the style.css file.

The login html file should look similar to :
<div id="content'>
<div id="header'>
<div i1d="headerlmage'><img src="%IMG_LOGO%"/></div>
<hl class="pageTitle">%HEADER%</h1>
</div>
<div id="main">

<div class="mainContent">%MAIN%</div>
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<div class="widgetContainer">%LOGIN_WIDGET%</div>
</div>
<div id="footer">
<div id="navigation">%NAVIGATION_MENU%</div>
<div class="copyright">%FOOTER%</div>
</div>
</div>
The style.css file should look similar to:
body{

font-family:Arial;
background-color:%CL_BODY_BACKGROUND%;

3

#content{
width:45%;
margin:auto;
padding:20px;
margin-top:50px;
background-color:%CL_CONTENT_BACKGROUND%;

3

#header{
text-align:center;
margin-bottom:25px;
padding:5px;

3

#main {
padding:25px;

3

.widgetContainer {
width:80%;
padding:50px;

3

#footer{

text-align:center;

384 FortiConnect User Guide

© Fortinet



Creating a custom theme

margin-top:25px;

padding:5px;
font-size:x-small;

3

.navigation{
padding:5px;

3

In this case we want all pages to have the same basic layout, so we need edit the remaining files in the
html/ directory and replace their contents with the code from login.html, the only change we need to
do is replace the %$LOGIN_WIDGET% placeholder with the relevant widget for the page in question, the
following code would be present in the selfservice.html file:

<div id="content'>
<div id="header'>
<div id="headerlImage"><img src="%IMG_LOGO%"/></div>
<hl class="pageTitle">%HEADER%</h1>
</div>
<div id="main">
<div class="mainContent">%MAIN%</div>
<div class="widgetContainer">%SELF_SERVICE_WIDGET%</div>
</div>
<div id="footer">
<div id="navigation" >%NAVIGATION_MENU%</div>
<div class="copyright">%FOOTER%</div>
</div>
</div>

Now that the HTML and CSS files are done we need to give our theme a name and description, declare
our preview images and fill in the author information in theme.xml.

Assuming we took two screenshots of our page, preview_small.png and preview_large.png and placed
these files in the root directory of our theme we should edit the theme.xml file to look similar to:

<?xml version="1.0"?>
<hotspotTheme>

<name>tutorial_theme</name>
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<description>Simple theme built during the tutorial</description>
<author>myname</author>
<preview>
<small>preview_small.png</small>
<large>preview_large.png</large>
</preview>
<pages>
<login>
<file>login.html</file>
<components>
<component>
<tag>%T I TLE%</tag>
<default>Login to the network</default>
</component>
<component>
<tag>%HEADER%</tag>
<default>Login to the network</default>
</component>
<component>
<tag>%MAIN%</tag>
<default/>
</component>
<component>
<tag>%FOOTER%</tag>

<default><![CDATA[Copyright &copy; yourcompany 2010]]></default>
</component>

</components>
<label>Login</label>
</login>

<selfService>
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<file>selfservice_html</file>
<components>
<component>
<tag>%T I TLE%</tag>
<default>Login to the network</default>
</component>
<component>
<tag>%HEADER%</tag>
<default>Create your guest account</default>
</component>
<component>
<tag>%MAIN%</tag>
<default/>
</component>
<component>
<tag>%FOOTER%</tag>
<defaul t><![CDATA[Copyright &copy; yourcompany 2010]]></defaul t>
</component>
</components>
<label>Self Service</label>
</selfService>
<payment>
<file>payment_html</file>
<components>
<component>
<tag>%TITLE%</tag>
<default>Login to the network</default>
</component>

<component>
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<tag>%HEADER%</tag>
<default>Purchase your account</default>
</component>
<component>
<tag>%MAIN%</tag>
<default/>
</component>
<component>
<tag>%FOOTER%</tag>
<defaul t><![CDATA[Copyright &copy; yourcompany 2010]]></default>
</component>
</components>
<label>Purchase Account</label>
</payment>
<password>
<file>password.html</file>
<components>
<component>
<tag>%TITLE%</tag>
<default>Login to the network</default>
</component>
<component>
<tag>%HEADER%</tag>
<default>Change your password</default>
</component>
<component>
<tag>%MAIN%</tag>
<default/>

</component>
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<component>
<tag>%FOOTER%</tag>
<defaul t><![CDATA[Copyright &copy; yourcompany 2010]]></defaul t>
</component>
</components>
<label>Change Password</label>
</password>
<aup>
<file>aup.html</file>
<components>
<component>
<tag>%TITLE%</tag>
<default>Login to the network</default>
</component>
<component>
<tag>%HEADER%</tag>
<default>Acceptable Usage Policy</default>
</component>
<component>
<tag>%MAIN%</tag>

<default>By clicking "Accept”™ you agree to the terms and
conditions..... </default>

</component>
<component>
<tag>%FOOTER%</tag>
<defaul t><![CDATA[Copyright &copy; yourcompany 2010]]></defaul t>
</component>
</components>
<label>Acceptable Usage Policy</label>

</aup>
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<generic>
<file>generic.html</file>
<components>
<component>
<tag>%TITLE%</tag>
<default>Login to the network</default>
</component>
<component>
<tag>%HEADER%</tag>
<default/>
</component>
<component>
<tag>%MAIN%</tag>
<default>your text here</default>
</component>
<component>
<tag>%FOOTER%</tag>
<defaul t><![CDATA[Copyright &copy; yourcompany 2010]]></default>
</component>
</components>
<label>Generic page</label>
</generic>
</pages>
<images>
<image>
<label>Header image</label>
<description>Image placed on the header of every page</description>
<tag>%IMG_LOGO%</tag>

<file>Logo.png</file>
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<dimensions>100x100</dimensions>
</image>
<image>
<label>Favicon</label>
<description>Image to be displayed in browser address bar</description>
<tag>%IMG_FAV_ICON%</tag>
<file>Faviconl6.ico</file>
<dimensions>16x16</dimensions>
</image>
</images>
<colours>
<colour>
<label>Body background color</label>
<description/>
<tag>%CL_BODY_BACKGROUND%</tag>
<value>#333333</value>
</colour>
<colour>
<label>Content area background color</label>
<description/>
<tag>%CL_CONTENT_BACKGROUND%</tag>
<value>#eeeeee</value>
</colour>
</colours>
</hotspotTheme>

The final step is to create a zip file containing all the theme files, the directory structure of the zip file
should be similar to that of the default theme.
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Installing a Theme

To install a theme go to the Guest Portals --> Themes from the Administration interface.

Themes

—— e
: |

Mame Dascriptian [
Arcess Danied . This therme only dsplays an acoess denied massage. It i based on the Menu Metworks white thema. . L1
bdentity Metworks (Blus) The default Identity Metworks thems, L1
Mabile Theme {All Deviess) This therme is for mobile devipes, 1]
identity Metwarks (whine) Theme based on the Identity Networks color scheme and logo 2101
Mery Medworks (Responsive Theme)  Responsive theme based on the Mery Networks (olor sthems and logo H'
Menu Metworks (white) Therre based on the Meny Networks color scheme and logo !'
Wihite Mobde Themse (4l Devices) This therme is for mobile devices. !.

4 4| Pags1oft |:| Gol | || ®

impart Theme: | Choose File | po file chosen

Click the Choose File button and browse your computer for the theme file, after selecting the file click
the Import button and verify the page is refreshed and the new theme is present in the Themes list.
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Table 2:
Page Widget
Login %LOGIN_WIDGET%
Payment

%PAYMENT_WIDGET?%

Self Service

%SELF_SERVICE_WIDGET?%

Acceptable Usage Policy

%AUP_WIDGET?%

Password Change

%PASSWORD_WIDGET?%

Logout

%LOGOUT_WIDGET%

Logout Popup

%LOGOUT_POPUP?%

Time Left

%TIME_LEFT_WIDGET%

Portal Rules

The FortiConnect can be used to create a set of Portal Rules for redirecting Users to different Portals

that have been created.

From the FortiConnect Administration interface go to Guest Portals --> Portal Rules as shown below.
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Portal Rules

Each nale is chedked in the I'Qlll:rmﬂg arger. i a rule is matched the Buestis directed 1o the rule’s portal {or is denied access) and no ather rules are chacked, if no
nule matches the default rule 5 applied.

SET your Metwork devices 1o redirect to the following URL to use poral rues:

https://{MERU_COMMECTportal/{DEVICE_ WP}

Order  Mame | Description Rule | Portal | Hit Count
1 Defaul; Default f no other rules match login o
Test postad rubes

N T T

Each rule that is created is checked in the order shown. If a rule is matched, the User is directed to the
rules portal (or denied access) and no other rules are checked. If no rule matches then the default rule
is applied.

Note: FortiConnect comes with the Default rule.

1. To add a rule click on the Add Rule button.
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Edit Rule

Guests are directed to the specified portal if all the spedfied conditions are met.
Aule Mame;

Aule Description:

W dmhostipaddess  [=] [equalto =]

acd condition

Aula Action: @ Goto portal epess-denied =]

Mo poral

2. In the fields provided input the following -
e Rule Name - Create a name for your rule.

e Rule Description - Enter a description for your rule.

e Rule Action - Check the Go To Portal option and then use the drop down menu to select from
one of the portals you have created, or one of the default portals, to direct the User to the
relevant portal. Check No portal if you do not wish to redirect the User.

3. From the drop down lists provided create a set of rules that applies to your portal. The example that
has been created above reflects Users using ‘Mobile’ as their device, you will see that the Rule Action
has been set to Go To Portal’mobile’. Therefore any Users using a mobile device will be directed to
a portal is designed for mobile users.

4. Click add condition once created.
Click Save to complete.
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Portal Rules

Partal rukie saved

Eachirule is checked in the followang arder. if a rule s matched the guest is directed to the rule’s portal (or is denied access) and no other rules are checked. If no
rule ratches the defawlt rule i@ appled.

Set your netwark devices to redirect to the following URL to use portal rules:

httpe/{MERU_CONMNECTVportal {DEVICE_IF}

Qrder | Mame Descripiian Rule Partal HIt Caunt
1 Fulg Ong  test idm-host-ip-address eguals 10.10.1.1  access-denied o OB
2 Defauls | Default if no other nules match Iogin o B

Test partal rules

e | corca | i |

As you can see the rule has now been created and added to the list.

6. Use the up and down arrow icons next to the order number to move the order of the rules. Click on
Add Rule to create any further rules.

7. You can test any portal rules you have created by clicking on the Test Portal Rules link, this will
display a screen as shown below.
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Test Portal Rules

This finds the rule that rastches the environment you define bekow,

Bronwier e j ] af  Windows [=] meters my browess
Mobile device:

Browser Language! English LI

Tirmees 1120700 an | Tuesday ._' i America’Los_Angeles (=] roe
RADHUS Clent |2 Andress

Lisar 1P Adginess: 192.168.137.1

Mgru Connect IP Address:  192.168.137.20

8. Find any rule that matches the environment you define :-

Browser - From the drop down menu’s select and define the browser you wish to test against.
Mobile Device - Check if using a mobile device.

Browser Language - From the drop down menu select the browser language.

Time - From the drop down menu’s select a time you wish to test.

RADIUS Client IP Address - Enter the RADIUS Clients IP address.

User IP Address - Enter the User’s IP Address.

FortiConnect IP Address - Enter the FortiConnects IP Address.

9. Click on Find Matching Rule to test.

Proxy Auto Discovery

Administrators can host Web Proxy Auto Discovery PAC files on the FortiConnect, to do this go to Guest
Portals --> Proxy Auto Discovery as shown in the screen shot below.
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Web Proxy Auto Discovery Settings

Enable Web Proxy suto Discoveny: -
Proscy Senver:
Pare

Do mot proxy requests to Meru Connect:

BB &SR

Check the Enable Web Proxy Auto Discovery check box.
Enter the Proxy Server settings in the field provided.
Enter the Port number in the field provided.

o M w DB

Click on Save to continue.

Hosted Files

Check the Do not proxy requests to FortiConnect if you wish to do so.

FortiConnect supports the uploading of arbitrary files for use in Portals.

To upload any files, go to Guest Portals-->Hosted Files on the FortiConnect Administration interface

as shown below.
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Hosted Files

Filename Content T}'H Slze
Mo files uploaded

1. Toupload a file click on the BROWSE button to locate the file you wish to upload for use in a Portal
as shown below.
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Hosted Files

Filename Content Type

Mo files uploaded

Organize - Iew folder
-l Libraries *  MName
11 Documents
! Music
=] Pictures
B videos
#y Homegroup
B aanjum
™ Computer
S guest (\\10.10.]
¥ guest (\\10.10.1
&, Windows7_05

#4 Pnnter_Locations

s Lenovo_Recowt . 4 [

File marne:

= -
Date modified

01/09/2011 10:03

0 @

Select a file
to preview.

2. Select the file you wish to upload and click on Save, the file will then be displayed as shown below.
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Hosted Files

“Printer_Locations.pdf" uploaded

Filemame Content Type Size
Printer Locations.pdf = application/pdf 274Kb Qm

BROWSE

3. To view the file click on the magnifying glass icon.
4. To delete a file click on the bin icon.

Adding links to Portals

To add your link to a page in your Portal, we can follow the instructions below.

Note: For this example we will add to the Login Page on the Portal using pre authentication, steps
and screen shots for other pages will differ.

Go to Guest Portals-->Hosted Files on the FortiConnect Administration interface.

1. Click on the Filename of the link you wish to add to your page as shown below.
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Printer_Locations.pdf

Filename: Printer_Locations.pdf

Size; 27AKD (280 244 bytes)

Uploaded: 17-Dec-2014 14:12

MD5: B967d09077d1036fc35a234396059512

Content Type: applicationspdf

naracteér et

Copy the URL of the link you wish to use for your Portal and click on close.
Go to Guest Portals-->Portals on the FortiConnect Administration interface.

Click on the Edit Portal Content Icon next to the Portal you wish to add the link to, and identify
which area on the Portal you wish have the link displayed.
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Login Page

Cookies instructions Page

Customise the content of the Login page
Close this window Page

Authenticating waiting Page
Page label: -
Session management Page age labe Lagin
Login Page Header: Login to the network
Acceptable Usage Policy Page
Purchase Account Fage Mair: <a href="https://10,10.1.37/hosted_file/e_a_0_0_2fa
Successful Authentication Page F601/Printer_Locations,pdf=Please click for printer locations</a=
Logout Page
Title: Login to the nebwaork
Logged Out Page

Client Configuration Page

125 auto login Page

Fr =

5. Copy the Link into the appropriate area and wrap it with Standard HTML Anchor Tags.
6. Click Save
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Hotel Property Management System
Integration

FortiConnect supports integration with a number of Hotel Property Management Systems. FortiConnect
allows communication with the Hotel Property Management System to enable billing for internet access
direct to a guest's hotel room bill. This is achieved by adding a Hotel Property Management System
login widget to a portal which will communicate with the Hotel Property Management System.

Different Hotel Property Management Systems can be added via the Admin Interface > Guest Portals >
Hotel PMS.

Supported Hotel Property Management System’s include:-
o HOBIC (via TCP/IP)
»  MICROS Fidelio Suite / Opera (via TCP/IP)

e Infoden RMS

o Comtrol Lodging Link (via TCP/IP) - a list of support Hotel Property Management Systems are
available here http://www.comtrol.com/pub/en/Property-Management-Systems-Partners

Each Portal will be able to define it's own access plans which determine the access time allowed and
associated charge to be posted to the Hotel Property Management System configured for that portal.

The first time a user goes to the portal and supplies their credentials (these can be last name and room
number, username and password, etc) they will be taken to a page with the available access plans,
once the user select ones and proceeds with the authentication process their room will be charged.

The user will be able to login without being charged until their account expires, once the account
expires the user will be again taken to the access plan selection where they can purchase more time
on the network.

Ordering and Support with PMS Vendors

Some PMS vendors require additional part numbers to be ordered to allow integration, please check
with the vendor you wish to integrate with before ordering.
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e For support with Opera PMS, the following part number needs to be ordered from Micros

What Part Numbers Do | Need?

Part No Product ID [FKT)

Description

W0-5009-271 IFC_IMN

Identity Manager by Meru Netwaorks

Adding a Hotel Property Management System

To add a Hotel Property Managament System from the administration interface:

1. Select Guest Portals > Hotel PMS as shown below.

Hotel Property Management Systems

MNamea & ¥ | Type & ¥ ] Description & ¥ ]
Mo Praperty Management Systems cefined

Add

2. Click the Add button
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Add New Hotel Property Management System

Mame;

Description:

|

Type: HOBIC
1P Address:

3. Fill in the appropriate fields to add the Hotel Property Management System :-
« Name - Name of the Hotel Property Management System

o Description - Description of the Hotel Property Management System.

o Type - From the drop down menu select the type of Hotel Property Management System you will
integrate with.

o |P Address - Enter the IP address of the Hotel Property Management System.
o Port - Enter the Port Number required for the Hotel Property Management System.

4. Click on Save once complete.

Editing and Deleting a Hotel Property Management System

5. To Edit an existing Hotel Property Management System go to Guest Portals --> Hotel PMS as shown
below
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Hotel Property Management Systems

PS5 Ding HOEIC Test PRIS '
4| | 4| | page 1 of 1 [z] jao | » ||»

6. Click on the link of the Hotel Property Management System you wish to edit

Edit Hotel Property Management Systerm

Marms: Phi5 One

Descriphan: | Tecy PRS

[=]

Type: HOBIC
1P Address: | 10.12.10.10

Port: k]

7. Fill in the appropriate fields to edit the Hotel Property Management System :-
» Name - Name of the Hotel Property Management System

o Description - Description of the Hotel Property Management System.
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» Type - From the drop down menu select the type of Hotel Property Management System you will
integrate with.

e IP Address - Enter the IP address of the Hotel Property Management System.
o Port - Enter the Port Number required for the Hotel Property Management System.

Click on Save once complete.

8. To delete a Hotel Property Management System go to Guest Portals --> Hotel PMS as shown below

Hotel Property Management Systems

| Mama & ¥ | Type & ¥ | Description & ¥

| EMSDne | HOBIC Test PMS [ ]
! 4 4| Page 1of1 E] G

9. Click on the Bin icon to the right of the Hotel Property Management System you wish to delete and
click on yes to confirm as shown below.
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Hotel Property Management Systems

Mama & ¥ | Type & ¥ | Descriptan & ¥ |

PMSOne | HOBIC  TestPM5 w
4| 4| page 1 of1[z] G | ¥ »

B The page # 192.168.137.20 says =

Are you sure you want to delete this PMS?

PMS Payment Reports

Administrators can run a Payment Report which details all transactions purchased through a Property

Management Systems account.

1. From the Admin Ul Interface, go to Reports & Logs-->Payments Report, you will be presented with
a screen similar to the one below.
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Payments Report

Payment Method:  Credit Card Biling [ = Payment Provider: | All (=]

Portal Al = Access Plan: Al [x]

Transaction |0z Fram: 5[x] mov[=] 2014[x]
Lsarnanme: Ta: 2 [2] oecfz] 2ozl
Marne an Cand:

Purchased Guast Accounts Summary

Portal | Mumber of accounts Total
M Recards Found

Transaction ID & | MameonCard & ¥ | Portal & ¥ | Payment Praovider & ¥ | Arcess Plan | Username &% | Amount & ¥ Date & 7

Mo Retoras Foumnd

2. To run a report on PMS Billing select the PMS Billing option from the Payment Method field :-
e Hotel PMS - From the drop down menu select a Hotel PMS.

e Portal - From the drop down menu select a Portal.

e Access Plan - From the drop down menu select an access plan.

e Transaction ID - From the drop down menu select a Transaction ID.

e Username - From the drop down menu select a Username.

e Customer Name - From the drop down menu select a Customer Name.
e« Room Number - From the drop down menu select a Room Number.

e From - From the drop down menu select a From Date.

e To - From the drop down menu select a To Date.

3. Click Run to display the report on screen, or click Download CSV to download as a file to your
desktop.

4. A detailed report will show.
e Transaction ID - Guests Transaction ID

 Name on Card - Guests name on card provided.
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o Portal - Portal the Guest accessed.

e Guest - Guest account username.

e Payment Provider - Which Payment Provider the Guest used.
e Access Plan - Access plan the Guest used for Guest access.

» Username - Username of the Guest.

 Amount - Amount the Guest was charged.

e Date - Date and Time the Guest user accessed.
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Credit Card Billing

Configuring Payment Providers for Credit Card
Billing

When using the FortiConnect to allow Users to purchase accounts using credit card billing, you need to
add the details of the payment provider. The payment provider details are needed to allow your
payment provider to perform credit card billing into your account.

Adding a Payment Provider

From the administration interface, select Guest Portals > Payment Providers as shown below.
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Payment Providers

10 per page = [iGol

Name & ¥ | Type & ¥ | Description & ¥ |

Mo payment providers defined |

Add

1. Click Add and enter the relevant details in the fields as shown below.
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Add New Payment Provider

Azcount Dataila

ALY WA

Arcoare Description:

Paymrant Providen  AutFewizenst -

Operation Mode

AP Ligir

Transaction Key:

Avaiable Cards

Wiga
hlasnerCand

Armerican Expres

Diners Jub
Distdnodr Card
En Routs

ICE

Carte Blanche

Production | =

Supporied Canc

Paymaent Pape Settings

Showr=ide input fields on the payment page of the Guest Fortal using this scoount.

Serurity Code;
I550a Mumben
Mobile Mumber;
Billing Addrass:
Postali2IF Code

Country:

Urnized [=]
Lirrisead | = .
Urnised [=]
Lirrssad L
ursed [=]

Lirpised |

Cancel

2. Enter the details as follows:

Account Name—Enter the name of the payment provider account.
Account Description—Enter the description of the payment provider account.
Payment Provider—Choose the relevant payment provider from the dropdown menu provided.

Operation Mode - From the dropdown menu select whether this will be a production or test
payment gateway. The link to the right shows.the URL that will be used for the payment
gateways API.

API Login—Enter the API login for the payment provider account.
Transaction Key—Enter the transaction key for the payment provider account.

From the Available Cards list, select the cards you wish to allow for transactions and click the
relevant arrows to add or remove them.

You can test your connection and send a send a test transaction by clicking on the Test
Connection button.

3. In the Payment Page Settings section, you can show or hide the input fields on the payment page
of the Portal, determine whether you wish use each field using the drop down menu -

© Fortinet
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Adding a Payment Provider

» Optional - Field can be left blank
e Unused - Field will not appear

4. Once completed, click the Save button.

Selecting a different payment provider will enable more or less options depending on the payment
provider settings required, this is shown below using Payflow Pro as an example.

Add New Payment Provider

Acesunt Detalls

ACTOUNT Mams:

Account Descrigtion:

Payment Prowider:  PayPal Payflow Pra 3

Operation Mode:  Production [z

User

Fassword: Confirm:
Merchant Mame:

Parmmen

Al abde Currendled Cupparted Currendes

Afghani (AN} - -
Algerian Dinar [DI0)
Arganting Peso [ARS)
Armerdan Dram (AMD)
Aruban Guildsr [AWG) = =
Australian Dedlar {AUD)

Argrbaijanian Manat (AIM)
Sahamian Dollar {ESD} ¥ -

Awallable Cards Supparted Cards

Wiza - =
MasterCard
Armerican Express
Diners Chubs

Disoaver Card E a

n.
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Editing or Deleting a Payment Provider

1. From the administration interface, select Guest Portals > Payment Providers as shown below.

Payment Providers

Showing 1-1 of 1 EsTRET IR | E

Mame & ¥ Type & ¥ Destription & ¥ |

Payment Ons  PayPal Payflow Pro | Payment w

Page 1 of 1 :L WG

2. Click the name of the payment provider you want to edit.

3. Enter the details as follows::

Account Name—Enter the name of the payment provider account.

Account Description—Enter the description of the payment provider account.

Payment Provider—Choose the relevant payment provider from the dropdown menu provided.
API Login—Enter the API login for the payment provider account.

Transaction Key—Enter the transaction key for the payment provider account.

4. Once completed, click the Save Payment Provider button.

To delete a payment provider :

© Fortinet
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5. Click on the Bin icon next to the payment provider you wish to delete and click on yes to confirm as
shown below.

Payment Providers

Mame & Type & ¥ Description & ¥
FaymentOne = PayPal Peyflow Pro | Payment '
4 | 4| Page1of1 [=] G || |

ot § The page 21 15216813720 says i

dire you sure you werk fo delebe this provader?

Payments Reports

Administrators can now run a Payment Report which details all transactions purchased through a
Hotspot account.

1. From the Admin Ul Interface, go to Reports & Logs->Payments Report, you will be presented with
a screen similar to the one below
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Payments Report
Payment Methad Er'edrtCar-:BlI-ngE' Payment Provider, | All b
Portal: All E Access Plan: .!-Ilz
Trarsaction I0: Froeme 5=l mov =] 2014 "I 51 |
USernanma: T 2 [=] |pec T :‘:IMTI B
Mame on Carck
[ unJoowioos sy

Purchaped Guast Accaunts Surmmary

| Partal Mumnber of Atcounits Total

| Mo Records Found
L

| Transaction|D & ¥ | MameanCard & ¥ | Portal & ¥ | Payment Provider & ¥ | Access Flan | Usermame & ¥ | Amount & ¥ | Dabg &7

| Mo Records Found

2. To run a report on Credit Card Billing select the Credit Card Billing option from the Payment
Method field :-
o Payment Provider - From the drop down menu select a Payment Provider.

e Portal - From the drop down menu select a Portal.

e Access Plan - From the drop down menu select an access plan.

e Transaction ID - From the drop down menu select a Transaction ID.
o Username - From the drop down menu select a Username.

« Name on Card - From the drop down menu select a Name on Card.
e From - From the drop down menu select a From Date.

e To - From the drop down menu select a To Date.

3. Click Run to display the report on screen, or click Download CSV to download as a file to your
desktop.

4. A detailed report will show :-.

e Transaction ID - Users Transaction ID

e Customer - Users name on card provided.
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Guest Portal - Portal the User accessed.

Guest - User account username.

Payment Account - Which Payment Provider the User used.
Access Plan - Access plan the Used for Guest access.
Amount - Amount the User was charged plus tax if required.

Date - Date and Time the User user accessed.

5. You can then manually add a transaction for the User.

Transaction Type - Select whether you wish to Charge or Refund the User.

Amount - Select the amount you with to Charge or Refund the User.

Reason - Add a reason for the Charge or Refund.

Click add to confirm.

7. Click on the Send Purchase Receipt button to send a receipt of the transaction to the users email
address.
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Configuring Backup

Backup and Restore

You should backup the FortiConnect on a regular basis so that in the event of a hardware failure you do
not lose critical data. The FortiConnect backup process backs up the system setup, account database,
and all audit records, enabling you to recover everything you need in the event of a failure. You can
either create a “point-in-time” snapshot, or schedule system backups to be automatically saved to the
FortiConnect or a remote FTP server.

This chapter includes the following sections:

® Configuring Backup

® Restoring Backups

Configuring Backup

This section describes the following

® Setting Backup Settings
® Taking Snapshots
® Scheduling Backups

Setting Backup Settings

1. From the administration home page, select Server > Backup/Restore as shown below.
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Backup/Restore

Backup Settings Backup Sthedule Restore a Backup File  Manage Backup Fles

Backup Typsc FTP and |ocal backup T|

Server

Part: 21

Fassive Mode: )

Directony:

Ussrname:

Passwiond: Confirm:

Man numiber of server Dackups

Srapibet

2. To perform the backup to a remote FTP server, click the Backup Settings tab:

Enter the Remote Server Address for the FTP server.

Enter the TCP Port to be used (usually port 21).

Enter the Directory to store the backup.

Enter a Username and Password (confirming the password) that allows access to the FTP server.

Selecting the Mode is Passive box activates passive for the FTP Mode. Leaving it unchecked
keeps this inactive.

3. Click the Save Settings button to save the backup settings.

Taking Snapshots

You can save a point-in-time snapshot to allow you to download a backup of the FortiConnect at an exact

moment.

1. From the administration home page, select Server > Backup/Restore and select the Backup
Settings tab.

2. To save a snapshot backup, click the Snapshot button at the bottom of the form.
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3. You are prompted by your web browser to save the backup file to disk.

Note: You will receive a warning in your ’Audit Log’ messages if there is insufficient disk space to
complete the operation. The default disk space requirement is 40% of the database.

Scheduling Backups

You can schedule backups to occur every day, week, or month at 1:00 AM. Scheduled backups are stored
in either the /guest/backup directory of the FortiConnect or on a remote FTP server.

1. From the administration home page, select Server > Backup/Restore and select the Backup
Schedule tab as shown below.

Backup/Restore

Backup Settngs  Backup Schedube Restore a Backup Fle  Manage Backup Files

Max rumber of backups: 10

Frequency: wekdy =]
Dy of the week: Monday (=
Dy ol the Mianth;

Time: o= ool=]

2. To perform local backups:
« Enter the Maximum number of backups that you want to save. The FortiConnect removes old
backups that exceed this amount by discarding the oldest backup when new ones are created.
Note - If you do not want to limit the number of files, you can specify a number less than 1, for
example, 0 or -1.

« Specify how often you want the FortiConnect to perform backups in the Frequency dropdown
menu. You can specify Daily, Weekly, or Monthly. If you select Weekly you must also specify which
day of the week. If you select Monthly, you must specify which day of the month.

Note: Fortinetrecommends specifying a date between the 1st and 28th day of the month to ensure that
you automatically back up your system every month of the year.

3. Click the Save Settings button to save settings.
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Note: You will receive a warning in your ’Audit Log’ messages if there is insufficient disk space to
complete the operation. The default disk space requirement is 40% of the database.

Restoring Backups

You can restore a backup to the FortiConnect from the administration interface.

Note: You can only restore a backup to the same version of FortiConnect software with which the
backup was performed. If you need to determine which version was used to perform the backup,
open the backup archive file directory and view the version.html file in the backup archive.

1. From the administration home page, select Server > Backup/Restore and click the Restore a
Backup File tab as shown below.

Backup/Restore

Backup Settings Backup Schedule Restore a Backup File Manage Backup Files

f you have custering enabled please disable it on the remose hostis) befare restoring the system.

wihen the restore s complete you may need to reconfigure the following features:

# Active Directory Single Sign On Authentication
# Clustaring
# Mernbershig of an AD domar for secure Windows authentatian

Backups  sajecr g backup =)

From the Backup dropdown menu select the backup archive you want to restore.

Click the Restore button.

The backup is uploaded to the FortiConnect and the data is restored. Once the data has been
restored, the server will reboot so that the database is correctly loaded.

Manage Backups

You can manage all the backups you have performed using FortiConnect.
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1. From the FortiConnect Administration interface select Server --> Backup/Restore and click on the
Manage Backup Files tab as shown below.

Backup/R

Backup Settings  Backup Sthedule  Restore a Backug Filk  Manage Backup Files

P The page alkows you to download or delete local backup files stored on the Mens Connect.

[Fie [ created [ Size (kb} | MDS
Mo Back Lip Files Fourd.

2. From here you can click on the Download Icon to save a file locally, or click on the Bin icon to delete
the file.
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Adding a Smart Connect Profile

Smart Connect

This section details how to use the setup wizard within FortiConnect to enable Smart Connect.

Smart Connect has the ability to configure wireless profiles and ensure that users are provisioned and
connected to the secure network across a range of laptops, phones, and tablets.

Adding a Smart Connect Profile

To add a Network Profile for Smart Connect go to the Smart Connect --> Smart Connect Profiles section
on the FortiConnect administration database as shown below.

San Connect Profiles

=
Marme & ¥ Type &% | 550

Mo Smart Connect profies defined

Click on the add button to add a new profile and to start the setup wizard.
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smart Connect Prefile Wizard

* Walcoma Welcome to the Smart Connect profile wizard
DTk Settings This wizard will guide you through the steps needed to treate & Smiart Cormact Profile.

Select Mext to start the wizard.

Rl nec- ] e ]

Click on Next to enter the Network Settings as shown below.
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smart Connect Prefile Wizard

o welcome Netwark Settings
W Notwork Scttings

Please prowide & name and type for the nateark.

Metwark Name:

Matwork Type: verad
& wiraless

5|1 H

5510 i=s Broadcask: |[&
Remave 351D

Please enter the 2500 that wou would ike ta remove fram the dient.
It iz achasable to remowe the 5510s for amy open networks that you don't want the clent to sutomabically connect to.

S a5

1. Network Name - Enter a name for your network

2. Network Type - Select a network type.

o Wired - If it is a wired network then no further information is required, click on Next to
continue.

e Wireless - If it is a wireless network then :-

Enter the SSID name
Place a check in the checkbox if the SSID is broadcast.
You can also enter the names of any SSID's you wish to remove.

3. Click on Next to continue.

Now enter any Authentication settings as shown below.
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Smart Connect Profile Wizard

W Vielcome Authentication

Metwark Sectings
4 = Plgase provide the authemtication details for the neqwork,

% Authentication e
Authertcation: WPAOWPALZ Enterprise |

EAP Typa: wirdows PEARMSCHARMY2 -

|
Apple 0SSOSR X PEAPMSCHARYD and PEARMGTL =
Ardroid PEAPSGTC =
L PEARIGTC =

FEAPIMSCHAPYZ and PEARIGTC

Include Cregentials: @ indude usermamepassaond in profle sent To user
Don't include username/password in profile sent to user

Authentcate with: raalm psamama
realmossarname
wermamegrealnr

LT

Datect and override usernama format and realm when authenticating against Acthes Directony: [

If in the Network Settings page you selected a wireless network type, then from the drop down menu
select your Authentication method.

There are two main types of Authentication to choose from, Enterprise and Pre-Shared Key, depending
on the option you choose you will be required to enter different credentials.

If selecting an Enterprise option then :-

4. EAP Type - Using the drop down menu select an EAP Type for Authentication

5. Include Credentials - Using the check boxes provided decide whether you want to 'Include’ or 'Don't
include' username/password in profile sent to the user.

6. Authenticate with - Check one of the options to use that particular username format, and then
define the realm.

Detect and override username format when authenticating against Active Directory

8. EAP/TLS - If your EAP Type was EAP-TLS then use the drop down menu to select where to Generate
Certificates from. Details on how to do this are at the bottom of the Smart Connect Section under
SCEP Server and User Certificate Authority.

If selecting a Pre-Shared Key option then your options differ as shown below.
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Smart Connect Profile Wizard

W welcome Authentication

Matwork Settings
v ’ i Pleaie provics the authensication detals far the netwark.

¥ Authentication
Authenticatiore WP Pre-Shared Key El

Pro-Sharad ey ssseseeses Show

9. Pre-Shared Key - Enter the Pre-Shared Key in the field provided and click the show box if you wish
to display this.

If in the Network Settings page you selected a wired network type, then your options will differ from
those above, the only authentication you can choose is 802.1X as shown below.
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W Welcoms Authentication

Metwark Settings
v : T Plaass prowvide the authentication details for the natwark.

W Authentication
Authentication; | IEEE BO2.0x El

EAR Type: Windows PEARIMECHARYZ =
Apphe ID5 £ 05 X | PEAR/MECHARY and FEAFIGTC [
Android PEARIGTC 3
Linux PEARIGTE [=]

FEARIMECHAPYE and PEARIGTE
Iimclude Credentials: @ incluede usernamespassword in profile sent o uses
Don't inchide usarnama/password in profile sent to ussr

AuThentcats witks Fealm Lasrmame
realmAssername
wramamegnealrr

B LA

Detect and cverrics usermame format and realm shien auvthenticating againgt Active Directon: &

T T

10. EAP Type - Using the drop down menu select an EAP Type for Authentication

11. Include Credentials - Using the check boxes provided decide whether you want to 'Include’ or 'Don't
include' username/password in profile sent to the user.

12. Authenticate with - Check one of the options to use that particular username format, and then
define the realm.

13. Detect and override username format when authenticating against Active Directory

14. EAP/TLS - If your EAP Type was EAP-TLS then use the drop down menu to select where to Generate
Certificates from. Details on how to do this are at the bottom of the Smart Connect Section under
SCEP Server and User Certificate Authority.

Once completed click on Next to continue onto configuring the clients Proxy Server Settings as shown
on the screen below.
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Emart Connect Profila Wizard

Proxy Server Settings

Flease spacify how pou would ke to configurns the dient’s proxy Server Settings,

o Welcome
o btk Sett
o Butheritication

W Proxy Settings

Apple 5 X Prowy Mode:  Disabled bl
Windaws Prooy Mode; Dizakdad ._'j'.
Android Frooy Mode: e |
Linu Praoy kiade Disabled E

Apple 105 Proxy Mode:  Manual Sattings | =
Manual settings

G
Paart

Authentication: Hone kg

EIS KB BT

15. Using the drop down menus select from the following :-

Apple OS X proxy Mode - From the drop down menu, select whether Proxy Server Settings
should be Disabled or set to Auto Discovery.

Windows Proxy Mode - From the drop down menu, select whether Proxy Server Settings should
be Disabled or set to Auto Discovery.

Android Proxy Mode - From the drop down menu, select whether Proxy Server Settings should
be Disabled or set to Manual Settings. For info on manual settings see below.

Linux Proxy Mode - From the drop down menu, select whether Proxy Server Settings should be
Disabled or set to Auto Discovery.

Apple I0S Proxy Mode - From the drop down menu, select whether Proxy Server Settings should
be Auto Discovery, Pac URL, Disabled or set to Manual Settings. For info on manual settings
and PAC URL see below.

To enter the Manual Settings for your proxy server settings :-

© Fortinet
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o Authentication - From the drop down menu select whether no authentication is needed or
whether a login is required then follow the next steps

» Username - Enter the username for authentication

e Password - Enter and confirm the password

» Username Format - Select a method of username format
e Realm - Enter the Realm if required.

To enter PAC URL settings for your proxy server :-

o ProxyPACURLString Optional - The URL of the PAC file that defines the proxy configuration.

« ProxyPACFallbackAllowed Boolean Optional -If false, prevents the device from connecting
directly to the destination if the PAC file is unreachable. Default is true.

Once completed click on Next to continue to the Certificates screen as shown below.

Note: This screen will only display if Pre-Shared Key hasn't been selected as an Authentication
method. If Pre-Shared Key has been selected then skip straight to the User Assignment section.

Smart Connect Profile Wizard

W Weekcome Certificates

o/ Network Settings Pleirs® SERCT the CA CEmmifioatiss thit you want b inszall inte the trusted roat CA store o th dient,

&' Authertication 7 =
Class 3 Pubdic Frimary Certfication Authariy

v Proxy Settngs Class 2 Pubdic Primary Certfication Autharity - G2 (<} 1998 VeriSgn. Inc. - For authorized use only VenSign Trust Metwark

o Cortificates DigiCert High Assuranoe CA:3

DigICart High Assurance EV Root CA

Entrust Cemificatian Authanty - L1C

Entrustaet Cemification Authosity (2048)
Entrustaet Seoune Server Cartification Authority
Exquilax Sacure Certificate Autharity

GaoTrust Global CA

Tharste D0 S50 CA

Thawte Premium Server CA

Tharwte 200 CA

Wi Sign Class 3 Pullc Primary Certification Authority - G5
Wi Sign Class 3 Secure Server CA - G2

Wi Sign Class 3 Secure Server CA - G3

It aihist lacal daman Jocamost]

Upload Ceetificate: __I_’.I'mm:‘ll:_. Mo file chosen Upload

 <dack ] mees J oo
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e Upload Certificate - Click on the Browse button and upload any certificates you wish to install.

® Or, using the check boxes, select any of the pre-installed certificates available on the Identity
Manager.

® C(Click on Next to continue.

Next you will be taken to the Other Options screen as shown below.

Note: The certificate for the FortiConnect is denoted by [localhost]

Smart Connect Profile Wizard

o Welcome URL
i’ Metwork Setings Cipar the cliets browsar 1o this UBL when connactad far the sk time (Leave Blank o you doa T want the Brawser o
b opened]),
f Authertication
UAL;
W Proocy Settirgs
o Certificates

W Other Options

® URL - Enter the URL you wish to direct the browser to once connected, after Smart Connect has run.

® Click Next to continue.

You have now successfully setup a Smart Connect Profile.

Note: This does not apply to Apple Devices configured using an Apple configuration profile.
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Smart Connect Profile ‘Wizard

i Smart Connect Profile Complete

o Metwork Settings vYau have sccsssfully completed the Smart Connect profile wizard,
o Authentication Tao assign the profie to a wser please reate a rule in the Smart Connect - Smart Connect Palicy.
' Proxy Settings

' cortificatas

o Other Opticns

Click Close to complete.

Editing a Smart Connect Profile

To Edit a Network Profile go to Smart Connect --> Smart Connect Profiles as shown below
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Deleting a Smart Connect Profile

smart Connect Profiles

showing 1-1 of | il aan i E

Nama & ¥ Type &% | 551D

Clisnt Access  wireless Clients .

1 ﬂa;ged-:l'ljﬁu AL

Click on the link of the Smart Connect Profile you wish to configure underneath the Name Column. This
will open up the Smart Connect Profile setup wizard, follow the steps as detailed in the Adding a
Smart Connect Profile section to complete your changes.

Deleting a Smart Connect Profile

To delete a Smart Connect Profile, go to Smart Connect --> Smart Connect Profiles from the
Administration interface as shown below.
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smart Connect Profiles

showing 1-1of 1 [ElIE el g E

Mama&¥ | Type&¥ | S50

Client Aggess | wireless  Clients | [l
1 Page1ofi j Go

Click on the Bin Icon to the right of the Smart Connect Profile you wish to delete, click on yes to confirm
deletion.

Smart Connect Policy

A Smart Connect Policy defines which Smart Connect Profile is applied to each user. Once a user is
authenticated and authorized FortiConnect applies Smart Connect Policy rules on that user to find the
appropriate Smart Connect Profile for that user to connect to the secure network.

All policies are checked in a specific order, defined by the Administrator, if a policy is matched then
the remaining policies are ignored. If no policy gets matched then the Default Smart Connect Policy is
applied.
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Add a Smart Connect Policy

1. From the FortiConnect Administration interface go to Smart Connect --> Smart Connect Policy as
shown below.

Smart Connect Policy

Thie Smart Connect policy defines which Smart Connect profiles are applied to aach user.

Each Smart Connect policy is checked in the following order. First matched policy is applied and no other policies are dhecked.

Order | Mame | Rule | Wired Profiles | Wireless Profilas | Enabled | Action

1 Default | default rule N Srart Conngct QO ]

2. Click on the Add button to bring up the Smart Connect Rule Wizard.

© Fortinet Smart Connect 439



Smart Connect Policy

smart Connect Rule Wizard

* Welcome
Details
Conditions

Accien Profile
SEE ofile

Welcome ta the Smart Connect rule wizard

This wizand will puide you through the steps needed To create a Smant Conmect rule,

Select Mext ta start the wizard.

3. Click on Next to start the Wizard.
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Smart Connect Rule Wizard

W welame

W Details

Conditiomns

Rule Mame
Marng:

Description:

4. Enter a name for your Rule and a Description in the fields provided then click on Next.
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Smart Connect Rule Wizard

v wielcome Rule Conditions
Details
W 3 &l the conditions below must be met for this rule to match Click attribute bnk against a condition to change it
W Conditions - —
w I gicount-group | etual to *| | Default Account Graup | 'l

Add Conditign

5. You can now add Conditions to your policy by adding attributes, click on the attribute link to add
as shown below. To add more conditions click on the Add Condition link.

Note: By Deafult, all users are assigned to the Default Account Group
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Smart Connect Rule Wizard

S Rule Conditions

Dretail
A Al the conditions below must be met for this rule to match, Clide attribute link against a condition to change it
# Conditions

/] If account-groug equal to El Default Account Group _il

& 1l on

Type: | Identity =]

idantity:  1DM Account Group [=]

6. Select the appropriate Attribute from the drop down menu and click on Set.
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Smart Connect Rule Wizard

W Welgome

o Details

& Conditions

Rule Conditions
Al the conditions below must be met for this rule to match, Clidk attribute link against a condition to change it
/] If account-group equal to |"'] Default Account Group "']

WU iaccDelayTime |equaito  [7] frest

add Condition

KN T8 e

7. Complete the Condition by using the drop down menu and the fields provided.

8. Click Next once you have finished entering your conditions.
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Srmart Connect Rule Wizard

V Welcome Profiles

W/ Details Select the Smart Connect profiles that you want to assign to users that match this rule.
W Conditions & Mo Smart Connect

* Assipn Profile Assign Smart Connect Prafiles

9. Select the Smart Connect Profiles that you want to assign to users that match the rule you have
created.

» No Smart Connect - Select if the profile should not be assigned a Smart Connect Profile.
o Assign Smart Connect - Select to assign a Smart Connect profile.

Wired - select which Smart Connect profile to assign for Wired profiles.
Wireless - select which Smart Connect profile to assign for Wireless profiles.

Note: FortiConnect supports multiple wired and wireless profiles.

10. Enable/Disable the check box to Allow users to continue using the open networks instead of
running Smart Connect when they authenticate.

11. Enable/Disable the check box to Use Apple Configuration profiles for clients running OS X 10.7
or greater.

12. Click next once you have finished. You have now successfully created your Smart Connect Policy.
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Smart Connect Rule Wizard

W vislame Smart Connect rule complete

W Details You have successfully completed the Smart Connect rule wizard,
o' Conditions

o Assign Prodile

Editing a Smart Connect Policy

1. From the FortiConnect Administration Interface go to Smart Connect --> Smart Connect Policy as
shown below.
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Smart Connect Policy

Smart Connect P

The Smart Connect policy defines which Smart Connect profiles are applied to each user.

Each Smart Connect policy is checked in the followsng order. First matched policy is appled and no other policies are chedked.

Ordar | MName Rula Wired Profiles | Wireless Profiles | Enabled | Action

1 Bule One  account-group equals Default Account Groupand Mo Smart Connect @ L ]]
Acct-Delay-Time equals 14

2 Default default rule Mo Smart Connect o h

| .

2. Click on the Edit Policy Icon next to the policy you wish to Edit.
3. Repeat steps 4 - 10 in the Adding a Smart Connect Policy section to make any changes.

Deleting a Smart Connect Policy

1. From the FortiConnect Administration Interface go to Smart Connect --> Smart Connect Policy as

shown below.
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Smart Connect Policy

The Srart Connect policy defines which Smart Connect profiles are applied to each user.

Each Smart Connect policy is checked in the following order., First matched policy is apphed and no other policies are checked,

Qrder | Mame Aulg Wired Profiles | Wireless Profiles | Enabled | Action
1 Bule One  aocount-group equals Default Account Groupand Mo Smart Connect @ L ]+]
Acct-Delay-Time equals 14
[ 2 Defaglt  defaultrule Mo Smart Connect O 4]

2. Click on the Bin Icon next to the Policy you wish to delete.
3. Click on yes to confirm.

Language Templates

Administrators can add and remove different language templates for different network clients.
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Language Templates

Showing 1-1 of 1 R E T E

Template Name & ¥
Default oo
4 4 Pagel of1 El "50 || #

® C(Click on the Default link to check the language, you will open up a screen as shown below detailing
different platforms.
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Language Templates: Default

Androld Windows Linue  Mac 05X Apple 105

Applicatiaon Loga: Chacse .F:I-e: Mo file chosen
Usermame Labak LIgarname

Passward Labal: Passward

Login Battane Lagin

Canmecting: Canmebing..

Faied to Connect 1o Netwark  Fulad o Conrict to Metwerk

Connected: Cannscted

Cannected Message: ViU are now conneched to the Sanidts sacure wirsless network,
Irvalid Credentisls: Irvwalid Credentials

=N

® From the tabs select which Platform you wish to edit.
® To upload an application logo, click on choose file and select a logo from your files.
e Edit any language as necessary by changing the text in the fields provided.

Note: Different platforms may have different fields.

® C(lick on Save to keep any changes made to the text.

Adding a Language Template

To add a Language Template go to Smart Connect --> Language Templates from the Administration
interface.
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Adding a Language Template

Language Templates

Bt R 10 perpage | x E

Template Name & ¥

| Default L1
4| 4| page 1 of =] Gol|»||m

Click on Add

Add Template

Template Nams:

=

Enter the name of your Template and click on Add once complete.
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Language Templates: Meru Template

Templete “Mery Templete” crested based on default template

Andrald Windows Loux  Mac 055 Apple 105

Application Logrc Choose Fil | g file chosen
Usarnama Labek Username

Passward Labal: Passward

Login Buttan: Login

Cannecting: Lo PTifE-.,

Failad to Connect to Metworc  Fgilag 1o Conrect To Metwork

Conrected: Cofirdited

Canmected Mecage: Vi ArE A CONNECTE T The SEskdh Seruns wireless netwark

Irwalidd Credenbials: Invvalid Credentials

Your template will be created and be based on the already pre-defined Default template and will
automatically direct you to the Android tab.

To upload a logo click on the Choose File button and upload a logo from your files.
Change the text in the fields provided.

To change the text on any other platforms then click on the appropriate tab and make your changes.

Click Save once completed.

Editing a Language Template

To edit a template, go to Smart Connect --> Language Templates from the Administration database as
shown below.
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Deleting a Language Template

Language Templates

Tamplate Name & ¥
Default H '

Meru Template LW
4||4| Page10of1[=] [aof » |»

Click on the Edit icon next to the Template you wish to edit.

Make any necessary changes and click on Save once completed.

Deleting a Language Template

To delete a Language Template go to Smart Connect --> Language Templates from the Administration
interface.
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Language Templates

L=

showing 1-2 of 7 [ ger - ae
Template Name & ¥
Defawlt BT
Meru Template BT

F'ageh:'fla Gof

Click on the Bin icon next to the template you wish to delete and click on yes to confirm deletion.

Code Signing Certificates

FortiConnect supports the upload of Authenticode Code Signing Certificates & CSR / Key generation.
This allows the Windows Smart Connect executable to be signed on generation and reduces the number
of security warnings that appear when it's downloaded and run.

If certificates are uploaded, the executable will be 'published’ by the organization name specified on
the certificate and no longer show as having an 'unknown publisher'.

The nature of Windows messages should now be informational alerts rather than security warnings.

Note: Contact should be made to the Certificate Authority with a view to purchasing any relevant
certificates, in this case a Microsoft Authenticode Code Signing Certificate is required.
Depending on the Certificate Authority you approach, they may require a CSR (Certificate
Signing Request), you can create the CSR following instructions in the next section.

1. From the FortiConnect Interface go to Smart Connect -->Code Signing Certificates as shown below.
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Code Signing Certificates

Code Signing Certificates

Certificate Signing Reguest

Creare (SR

Downboad

Upload Certificate
Upload Code Sigring Certificate | Choose File | Mo file chosen
Uplsad Cortificate and Privane Koy

Uplaad Code Signing Cemificate: Chaonse File M file chosen

Updoad Code Sigreng Private Key: | Choose File Mo file chosen
Upload Combined Certificate & Private Key (*.pf *.p12)
Upload Combined Code Sgning File | Choose Ale | M file chpsen

Passphrase:

2. From here we can -
Certificate Signing Request

o Create CSR - Create a CSR (detailed further below)
o Download CSR - Download the CSR file

Download

« Download Current Certificate - Downloads the current certificate
« Download Current Private Key - Download the current private key

» Download Current Combined Certificate & Private Key - Download the current combined
certificate and private key

Upload Certificate

» Upload Code Signing Certificate - Click on Choose File and select and upload a code signing
certificate

Upload Certificate and Private Key

« Upload Code Signing Certificate - Click on Choose File and select and upload a code signing
certificate
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» Upload Code Signing Private Key - Click on Choose File and select and upload a code signing
private key

Upload Combined Certificate and Private Key (*.pfx, *.p12)

« Upload Combined Code Signing File - Click on Choose File and select and upload the combined
certificate and private key.

e Passphrase - Enter the passphrase if one is associated with the combined certificate and private
key file.

3. Click on Upload to upload certificates.

Create CSR

If you are required to create a CSR then click on the Create CSR link and you will be presented with
the screen below.

Create CSR

Codu Signing C5R

(OFEanizatan

Emaik

‘Organizational Unit [Sectionk
Localry {eg Cityk:

State ar Pravinoe:

Country: United States &

Private Key Raganeration
L WARNING: Regenerating the private kosy will invaldate any sosting code signing cerbficates

Regenarats Private Kay: |3

1. Using the fields provided enter the following required information -
« Organization - The legal name of your organization

e Email - Email address

« Organizational Unit (Section) - Organizational Unit
e Locality - City or Area

- State or Province - State or Province

e Country - From the drop down menu select your country.
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Device Logs

2. Place a check in the Regenerate Private Key checkbox should you wish to regenerate the private
key.

3. Click on Create to create your CSR

Device Logs

Smart Connect uses Device Logs as a troubleshooting functionality for devices connected to the
network using Smart Connect.

1. To view the Device Logs go to Reports & Logs --> Smart Connect Device Logs on the FortiConnect
Administration Interface as shown below.

Smart Connect Device Logs

L A ey Platform; Al -

1 [7] oec [7] aa[z] z [z] [oec [2] [2ma[=] 1
BeTween: Anit

o0 [=] oo [ 2] =3[z

10 perpage |= E

Usermame &' | Platform & ¥ | Model &Y | Tirme &% | Device Logs
Mo Records Faund

2. Using the fields provided you can tailor your search as defined:-
» Username - If you are searching for a specific user enter the username here.

o Platform - From the dropdown menu select which platform you wish to perform your search on.
» Between - Enter the date and time you wish to start your search from.

e And - Enter the date and time you wish to end your search from.
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3. Click on Run to perform the search.

4. Once the search has been completed, the table will populate with your search results, to view the
Device Logs from a specific search click on the View link next to the result as shown below.

Device Log

Log Time & ¥ |
17-Dec-2014 12:41:28
17-Dec-2004 124128
17-Dec-2014 12:41:28
17-Dec-2004 1 2:41:28
17-Dec-2044 12:41:28
17-Dec-2014 1 2:41:28
17-Dec-2014 12:41:28
17-Dec-2004 1 241:28
17-Dee-2014 12:41:28
17-Dec-2004 1 24128

showg 1100166 B

Message & ¥

201 4-12-17T1 2:41 2540000 Install suocessiul

2014121771 2:41:24-+00:00 Sek profile pricrity (0]

2014-12-17T1 2:d1 :24400:00 Applying profie [ChUsersiashiag\AppDataiLocalTemph 7ZipShe000\sam-sacure. oml]
2014-12-17T1 2:41:24-+00:00 Wireless adapter found. adapter Des=Intel(R] PROMIreless 3945486 Network Connecticn
201 4-1 31771 2:41 :24 40000 Enumerating wireless adapber,

2014-12-17T1 2:41:24+0000 Apphying wiraless profile for sam-gecure

2014-12-17T1 2:41:24+00:00 Adding profile [Chllsersashiag\AppDatatLocalTemp\TZipSiu 0001

2014-12-17T1 2 1:24+00:00 1 addtional wireless profiles to add: ChlsersashfaguppDatatLocal Temg 7 ops00on
201 4-12-17T1 2:41 : 2440000 Adding secondary wireless profiles

2014-12-17T1 2 1: 24+ 00 Wireless adapter found. adapter Des=Intel(R] PROMWIreless 3945486 Netwaork Connecticn

Page 1ol 7[=| |Go|| » | M

5. The Device log will display the:-
» Log Time - Date and Time of the log

+ Message - Log message.

6. Click on the Download CSV button if you wish to download the logs as a CSV file.

7. Click on the Back to Devices button to perform another search.

SCEP and User Certificate Authorities

FortiConnect allows distribution of certificates to devices when they are authenticated onto the

network. This can be done in a few different ways.
« If you wish to generate user certificates on an external server (e.g. Active Directory) then you
can add an entry in Smart Connect--> SCEP Servers.

* You can also generate certificates internally on the FortiConnect, you may configure this in
Smart Connect --> User Certificate Authorities.
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o Certificates can be uploaded manually during setup in Network Access Policy -->
Authentication Policy.

To allow authentication with a user certificate you must edit a Network Access Policy by going to
Network Access Policy --> Authentication Policy. and select the certificate source(s) that are associated
with the policy during setup.

When the network user requests a Smart Connect profile, a user certificate is generated, this is done
by selecting EAP-TLS as an EAP type in a Smart Connect Profile using the wizard in Smart
Connect --> Smart Connect Profiles, you may then choose one of the above certificate sources so
when the network user requests a Smart Connect profile the user certificate is generated.

The sections below detail how to Add a SCEP Server and how to generate Certificates internally
using User Certificate Authorities.

Adding a SCEP Server

If you wish to generate user certificates on an external server (e.g. Active Directory) then you can add
an entry from the FortiConnect Interface at Smart Connect--> SCEP Servers.

SCEP Servers

Mame URL
Mo Servers defined

1. To add a SCEP server click on the Add button to open up the SCEP Server Wizard.
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SCEP Sirwer Wizard

n Walcoma Welcome to the SCEP server setup wizard
EP Seating: This wazard will guide pou through the steps neaded to add 8 TOED Sarver,

Sl Mext 1o starn the wizand,

2. Click on Next to enter the SCEP Server settings as shown below.
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SCEP Server Wizard

W Welcome Mane
W SCEP Settings SCEF LRL:
Ca bdentifisr:
Challenge Passwaord:
o
Kiay Siza: 1024

O:CSPF Respaonder UAL:

3. In the fields provided, enter the following -
« Name - Enter the Name of the SCEP Server

o SCEP URL - Enter the URL of the SCEP Server (HTTP only)

« CA Identifier - Enter the CA Identifier for your SCEP Server (note that this is not required if
connecting to NDES on a windows server)

» Challenge Password - Required if connecting to NDES on a Windows Server. If left blank then the
users current password is used when generating their client certificate.

« Key Size - From the drop down menu select whether the key size should be 1024 or 2048 bits

o OCSP Responder URL - Optional Field, but if required enter the URL to send an OCSP request for
validating user certificates when authenticating.

4. Click on Next to continue.

5. You can then perform a test to confirm the certificate request and check your settings are ok, click
on Perform Test Certificate Request on the Test SCEP Server screen as shown below.
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SCEP Server Wizard

W welcome Common Mame: test
o SCEP Settings fiormn Test Certifi
¥ Tost SCEP Server Certificatec z
Diatac
Wersion: 3 (0xZ)
Serial Mumber:

m

A42:00:01:7 26801 Scf7: Te01:7 121 9:06: 30000:00: 00:01:72:6a
Signature Algarithm: shalWithRSAEncryption
Esuer: DC=-C0M, DC=MERUTEST, CN=MERUTEST2-WIN-EFNALMSVHH2-CA
Walidity
Mot Before: Dec 17 1400630 2014 GMT
Mot After : Dec 16 14:06:20 2016 GMT
Subgect: CH=test
Subgect Public Key infa:
Public Key Algorithm: rsaEncryption
R5A Pubilic Key: (1024 bit)
Maduhe (1024 bit)
Odclhd:0l:b 1l zaaced:ad:57:1d: 2a:40:9c:25:Fbe 2 T:
T acaFod8: 56: 2 Fe: 77 :00:a3: 54 380h 1 :bF:39:
G 3G0e 2 bebic 6 oS 2 3550 0:0a: 5 230641 1 6d:
ad:Ga:ad:ac: M8 71T adbd: 2 biDe 91 61 5: Ten 20
E3:Qh: B0 231 bt becaber 30 ToaGehad: 1 2 05:05:
A4 5601 el e e Sca 3 b6 T4 2:63:30: T fe:
F3:06cado63:44:4e: 5506 S 6f62-81:58:d53ac
;BB 2=a 5ol d 7 6 Sed 7.0 fud-Beshboac:
G2:Beel Thabdb: Rtk
Expanent: 65537 (Qxc10001)
X505¢3 extensiond:
¥509v3 Subject Alternative Marme: critical iy
ermailteat@idrm.com

6. Your results will populate the empty field as shown above.

7. Click on Next to complete the setup.
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SCEP Server Wizard

W welcome SCEP Server Setup Complete

o SCEP Settings The wizard has finished setting up SCEP server.

of Test SCEP Serves

Editing a SCEP Server

If you wish to EDIT a SCEP Server goto Smart Connect--> SCEP Servers on the FortiConnect Interface

SCEP Servers
Mame | URL

SCED hitp=f/10.10.1, 144/ certsrvimscep/ mscep.dll '

1. Click on the Name of the SCEP Server you wish to Edit and perform the appropriate changes.

2. In the fields provided, enter the following -
* Name - Enter the Name of the SCEP Server
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e SCEP URL - Enter the URL of the SCEP Server (HTTP only)

o CA Identifier - Enter the CA Identifier for your SCEP Server (note that this is not required if
connecting to NDES on a windows server)

» Challenge Password - Required if connecting to NDES on a Windows Server. If left blank then the
users current password is used when generating their client certificate.

» Key Size - From the drop down menu select whether the key size should be 1024 or 2048

» OCSP Responder URL - Optional Field, but if required enter the URL to send an OCSP request to
for validating user certificates when authenticating.

3. Click on Next to continue.

Deleting a SCEP Server

If you wish to Delete a SCEP Server goto Smart Connect--> SCEP Servers on the FortiConnect Interface

SCEP Servers

Name | URL

sep  http:/110.10.1,144/certsrv/mscep/mscep.di ]

1. Click on the Bin icon next to the SCEP Server you wish to Delete.
2. Click on Ok to confirm.
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Adding a User Certificate Authority

Certificates can be generated internally on the FortiConnect, you may configure this in Smart Connect
--> User Certificate Authorities.

User Certificate Authorities

Camimon Mame | Issued Cartificatis | Max Lifetirme
Mo Certificate Autharities defined

1. To Add a Certificate Authority click on the Create button.
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Add Certificate Authority

Commaon Narme:

Qrganization:

Crganizational Unit (Section)

Locality (e.g. Cityk

State or Province:

Country: Unitad States T|

Maximum Lifetime: 2 Years |T|

2. In the fields provided, enter the following -
e Common Name - Common Name of the Certificate Authority

e Organization - Organization

» Organization Unit - Organization Unit or Section of the Certificate Authority

o Locality - Locality of the Certificate Authority

« State or Province - State or Province of the Certificate Authority

e Country - From the drop down menu select the country of the Certificate Authority

e Maximum Lifetime - Use the drop down menus to define the Maximum Lifetime of any
generated certificate.

3. Click on Create once complete

Editing a User Certificate Authority

If you wish to Edit a User Certificate Authority, go to Smart Connect --> User Certificate Authorities.
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User Certificate Authorities

| Common Name | Issued Certificates | Max Lifetime |
| |

| serauthol 0 2Years ]

1. Click on the Name of the User Certificate Authority you wish to Edit and perform the appropriate
changes.

2. In the fields provided, enter the following -

Common Name - Common Name of the Certificate Authority

Organization - Organization

Organization Unit - Organization Unit or Section of the Certificate Authority
Locality - Locality of the Certificate Authority

State or Province - State or Province of the Certificate Authority

Country - From the drop down menu select the country of the Certificate Authority

Maximum Lifetime - Use the drop down menus to define the Maximum Lifetime of any

generated certificate.

3. Click on Create once complete
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Deleting a User Certificate Authority

If you wish to Delete a User Certificate Authority goto Smart Connect--> User Certificate Authority
on the FortiConnect Interface

User Certificate Autharities

Common Mame | Issued Certificates | Max Lifetime |
gertauthol 0 2Years i}

1. Click on the Bin Icon next to the Name of the User Certificate Authority you wish to Delete.
2. Click on Ok to confirm.

Note: EAP-TLS & PEAP/EAP-TLS cannot be provisioned automatically on Windows XP Clients by Smart
Connect.
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Replication and High Availability

To provide high availability, the FortiConnect solution can be configured so it is part of a cluster with
all members of the cluster synchronizing their databases between one another. This provides the ability
for the solution to carry on working in the event of loss of connectivity or failure to a single unit.

High availability is provided in an active/active scenario, where all FortiConnect can service requests
from sponsors or network devices at the same time. This capability also allows you to load balance the
requests between the boxes.

Note: Not all system settings are replicated. Refer to Data Replicated to review which settings are not
replicated.

Note: For load balancing, external load balancers must be used to load balance the web interface.
RADIUS requests can also be load balanced via external load balancers or by configuration.

Note: Replication is only supported on FortiConnect servers running identical versions of software.
This chapter includes the following sections:

Configuring Replication
Configuring Provisioning
Replication Status

Recovering from Failures

Deployment Considerations

Cluster Configuration

FortiConnect supports multiple instances of IDM in the cluster. Each system is fully active at any point
in time and can receive and respond to requests with no dependence on any other system in the cluster.

Note: You will need to set up one of your FortiConnect systems as the Registration Server then add
any other Normal Servers afterwards.

Note: To enable replication, all servers in a cluster must be able to validate each others certificate,
to do this, each server will need a certificate signed by a trusted CA and can be uploaded to
Server --> SSL Settings before you continue.

Note: In previous versions of FortiConnect files/certificates/themes would have to be uploaded

individually to each box in the cluster, however, in FortiConnect 13.6 an upload to a
FortiConnect will automatically be applied to all others in the cluster at the same time.
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1. From the FortiConnect Interface go to Server --> Cluster Configuration and you will be presented
with the Setup screen as shown below.

Cluster Configuration

Satip

Mtery Connect supports multiple mstances of MCT in the cluster, Each mstance is fully actree st ary point in tirme and can recene snd respond to requests with no dependence on
anty othar instarde in the dustar.

® Disabded - Cluster support is disabled,

® Fepistration Server - In each cluster one and only one systemn should be enabled as Registrabion Server. All other semers contact the Aepsitration Server during inkial setup
i keaim about 2l othed sereers i the dustes,

® mormal Server - Each other server should be setup as a Hormal senser,

Once initial setup has taken place all servers bahave ideanticaly.

Server Mode: Dizalbad
Registration Senwes
& Normal Sarvar

Registration Server:

Shared Scret: Confinm:

walidate Certificate commen rames (% 9P Cortificates can be uplasded n SErder = 55| Sethine

2. There are 3 options to choose from for server mode -
« Disabled - Cluster support is disabled.

« Registration Server - In each cluster one and only one system should be enabled as Registration
Server. All other servers contact the Registration server at initial setup to learn about all other
servers in the cluster.

« Normal Server - Each server should behave identically.

3. Once you have made your selection enter the appropriate details in the fields provided.

« Registration Server - If Normal Server Mode has been selected, enter the Hostname or the IP
Address of your chosen Registration Server.

e Shared Secret - Enter the Shared Secret and Confirm. The Shared Secret should be the same for
all servers in the cluster.

« Validate Certificate Common Name - SSL is used to encrypt connections between servers, you
can select this option to validate the certificates presented by each IDM.

4. Click on Save to continue.

5. You screen will change and some extra tabs will appear along the top as shown below.

Note: When adding a new server other than the Registration Server, all data will be wiped from that
server when it is added to the cluster.
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Cluster Configuration

Cluster Configuration

10 Churster configuration sased.
Setup  Status 1P Addrass High Awailab ity
Replicaticn Service

Serdos B nunning

Servers in Chuster

Sandar Status Cionifigurad Az P hddress | Owtgoing Satches | Provisioning
idmET.identtynatworke.oom [this server]  Working  Regitration Server | 10010137 o

6. You will then be taken to the Status Tab which will detail -
» Replication Service - Whether your replication service is running.

« Servers in Cluster - A list of servers in your cluster, their status, what they have been
Configured As, its IP Address, any Outgoing Batches and Provisioning.

IP Address High Availability (VRRP)

IP Address high availability allows a single virtual IP Address to be defined and shared between two
FortiConnect Servers so that in the event of failure, the Virtual IP address is picked up by the backup
server of the pair which then continues to service requests.

FortiConnect provides High Availability between 2 nodes in a local cluster belonging to the same subnet
by using the VRRP Protocol. IP Address High Availability can be performed by following the steps below.
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1. From the FortiConnect Interface go to Server --> Cluster Configuration and click on the IP Address
High Availability tab as shown below.

Cluster Configuration

Setup  Satus 1P Address High Availabality

D o pdiress High Availabiity uses the VERP protosal to sllow two Meru Conmeot boces 1o provide activebackup services Tor & shared 1P Address,
Dwwvices are condigured to use this Virual I Address which by default runs on the Master node
7 Ehe denl of the Master nods Taileg, the Backup rade will take cver the 2 addeess arel Servite regueas,

Status: This server is currently inactive

Eruble VRRP: [
Sarver Jatlings

Sarver Mode: Master :I
wirbual IF Address: |

Shared Secret: Confirms

2. IP Address High Availability uses the VRRP protocol to allow two FortiConnects to provide
active/backup services for a shared IP Address. Devices are configured to use this virtual IP Address
which by default runs on the Master node. In the event of the Master node failing the Backup node
will take over the IP address and service requests.

» Enable VRRP - Check this box to enable VRRP settings.

» Server Mode - From the drop down menu select whether you wish to setup the Master or
Backup mode.

e Virtual IP Address - Enter the virtual IP address for the server.
e Shared Secret - Enter and then confirm the shared secret for the server.
Click on Save once completed.

Once this has been completed the Server Status will change as shown on the screen below.
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Cluster Configuration

% Setmings saved & VARE activated
Setup  Status P Address High Availability
9 2 Address High Availability wses the VRRP proiocol to allow twa Mens Cannect booes b prowide activamackup senvices for 2 shared IP Address.
E L
Desyices are configured to use this Virtual 1P Address which by default runs on the Master node
i tha event of the Master node faling, the Backup nods will taike over the IP address and sardce requests
Status: This server is ourrently s [as master] far wirtual P [10.10.1.959) 9]

Erabla VARP: [
Sarver Settings

Server Wode; Mlazter | =
Wirtaal 1P Address T0LI0G1, 199

Shared Secrat: Cifinm:

Configuring Provisioning

Certain operations should only be performed by one of the FortiConnects in the cluster, provisioning
accounts on external devices and sending notifications to users are examples of such operations.

One FortiConnect should be defined as the provisioning node. The provisioning server will perform the
provisioning by default. If an FortiConnect is not the provisioning server, it checks the status of the
provisioning server and the other servers in the cluster. If it fails to contact the provisioning server and
fallback servers three times, then it will assume these are down and will then perform the provisioning.
This process happens every minute when the provisioning service runs.

1. From the administration interface of the cluster registration server, select Server > Cluster
Configuration--> Status.

Click on the grey circle in the Provisioning column to specify the server should handle provisioning.

The circle should turn green.

Note: Only one of the servers should have Provisioning enabled, otherwise you may get errors when
creating or deleting accounts twice.
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Replication Status

At any time, you can check the replication status of the FortiConnects. This is useful to make sure
replication is happening as set.

From the administration interface, select Server > Cluster Configuration --> Status.

Here you can check the status of the replication service, list the FortiConnects in the cluster, identify
the provisioning server and see the number of records waiting to be replicated from the FortiConnect
you are connected to the remaining nodes.

Recovering from Failures

Network Connectivity

When the network connectivity between two FortiConnects fails, the FortiConnect stores upto 1GB of
changes. When connectivity is restored, if the amount of changes is less than 1GB, they will synchronize
with each other. If more than 1GB of changes are stored, the FortiConnect stops the replication process
and you need to setup replication again.

Device Failure

If one of the FortiConnects in a cluster fails and needs to be replaced, you should simply join the
replacement FortiConnect to the cluster. If the FortiConnect that failed was the registration server,
you will need to promote one of the remaining servers in the cluster to the position of registration
server before joining the new FortiConnect to the cluster.

To elevate one FortiConnect to the position of registration server you will need to -

1. From the administration interface of the Identity Manger that will be the new registration server
you will need to, select Server > Cluster Configuration--> Setup as shown below.

2. Set the Server Mode to Registration Server.
3. Click Save.
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Deployment Considerations

Connectivity

The FortiConnects need to be provided with IP connectivity between the units. Fortinet recommends
making the network path between the devices resilient so that synchronization can always be
performed. However, if the devices are disconnected, they will continue to function and store changes
until they are connected back together and can re-establish communication. At this point, they will re-
synchronize databases.

Depending on the amount of activity that your FortiConnect performs, you need to make sure that there
is enough bandwidth between the servers to enable synchronization to occur as rapidly as possible.

You can test connectivity by creating a large number of accounts and watching how quickly the
appliances synchronize by watching the status on the replication.

Load Balancing

Web Interface

Sponsor and Administration sessions can be serviced by both FortiConnects when configured for
replication. However, the FortiConnect does not perform any redirection or automatic load balancing
of requests.

To enable requests to both FortiConnects concurrently, you must implement an external load balancing
mechanism. Options include:

® Network based Load Balancing— devices can be used to load balance web requests to the
FortiConnects. The only requirement for the load balancing is that clients are serviced by the same
FortiConnect for their entire session. Individual requests cannot be load balanced between servers,
as the FortiConnect does not replicate sponsor/admin session information to reduce bandwidth
requirements. The most common method of achieving this is sticking connections to the same
FortiConnect based upon source IP address.

® DNS Round robin—Using your DNS server, configure the domain name of the FortiConnect to return
all IP addresses for the FortiConnect in a round-robin configuration. This method does not provide
failover between appliances in the event of a failure.
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® Publishing multiple URLs—This allows each user to choose the server they want to use.

RADIUS Interface

The RADIUS interface on either FortiConnect can take requests at the same time.

Fortinet recommends configuring one to be the primary for some RADIUS clients and another
FortiConnect to be the primary for the other RADIUS clients. For failover, the RADIUS clients can have
secondary RADIUS servers defined as another FortiConnect, if they support configuration of two servers.

Data Replicated

FortiConnect Replication replicates data that is stored in the database between all FortiConnects in the
cluster. The following information is not replicated and is locally defined on each FortiConnect.

® Email settings—SMTP Server

® Network settings
Domain name
Hostname
IP Address
Subnet mask
Default gateway
Nameserver 1
Nameserver 2

® Date/Time settings
Date Time Locale
NTP server 1
NTP server 2

® SSL settings
SSL Certificate
Root CA Certificate
Private key

® Backup
Max number of backups
Frequency
FTP settings
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Dashboard

Management, Logging and Troubleshooting

This chapter describes the following:

Dashboard

SNMP Configuration

System Logging

RADIUS Authentication Logs
User Accounts

RADIUS Accounting

System Performance

PCI Compliance

Packet Capture

Auto Updates

Dashboard

Once the FortiConnect Setup Wizard has been completed the Dashboard will be the first thing an
Administrator will see when they login to the network and can be reached by navigating to Home -->
Dashboard

© Fortinet Management, Logging and Troubleshooting 477



Critical Alerts & Messages

3,1.-:;-,'[?\: Meru Connect Administration

HOME

e _ | Guwseseaeiin _J oo B
[ My Setings | Mleszape DateiTime iser Acoeurts CPU
' Mo Regords Found Total: (] I dum besr oof CFUs: i
Sequp Wizard I
Agtive: 0| | usage: High
Masages Inacthe: ] | Load Aweraps;
* OPU usage is very high Expired: 0 Last minute: 20085
Suspandad: o Last 5 minubes 1239
Rigeid: 1] Lagt 15 miFnites: Lu
|| Pereing Approvsl: 1 ||| Memery and Disk =
Mieru Conmect Licarse Total server memony: 1.0G8
Expiry 50 days e || Totai sk spaca: 35468
Usar Lirmit: 100 | | Fres cisk space ; e[}
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it admin Chervt Lanpuige tamplate [ Mery Tamplate | added. with compersnt valuss o Defiult tamplate 02-c- 2014 120621
admin et neswork configuration [Client Access] saved O2-0ec 2014 11 SETS
REFOBTS & LOWGS admin Cherit ntmu configuration [Clkent Access] saved 02-Duc-204 114833
adimin Chenit nietm s Confguratian [Clant Access] aved D2-Dec-2004 114BIE
SERVER

B Z071-2014 K Merwerio A1 ig=m resned

There are 4 sections this dashboard contains as follows:

1. Critical Alerts & Messages
Guest Statistics
System

Eal

Application Logs

Critical Alerts & Messages

This section refreshes itself automatically every minute to display the latest data and also shows the 10
latest critical alerts.

It will also show the following messages as and when the conditions are met :

® Packet capture is running
® The server has less than 1GB of memory
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Guest Statistics

The total disc spaces is less then 20GB
The free disc space is less than 1GB
RADIUS is running in debug mode

No response from the DNS server

License is going to expire within 30 days
Have set detailed log level in Log Settings

Replication is on but service is stopped

CPU usage is high

Guest Statistics

This sections refreshes itself automatically after 67 seconds to display the latest data on the number of
different users with different statuses.

Statuses that will be displayed are as listed :

Created
Authenticated
Connected
Active

Pending Approval
Rejected
Suspended

Expired
It also shows the following in this section :

® License expiry date - It will detail whether the license installed on the system is a permanent license
or if expiry remains is less than 61 days then the number of days remaining will be shown.

® Users limit - Number of times the limit has been exceeded in the last 7 days.

System

This section refreshes itself periodically to display the latest data on performance as follows :

® (PU usage
® Average CPU load in the last 1, 5 and 15 minutes
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Application Logs

Total system memory in GB
Total disc space

Free space available

NTP status

Replication status

Application Logs

This section does not refresh itself automatically but does contain a link to refresh once clicked and
displays the most recent 100 application log entries into the system.

SNMP Configuration

FortiConnect supports management applications monitoring the system over SNMP (Simple Network
Management Protocol). SNMP Versions 1, 2c and 3 are supported.

The appliance can also send SNMP traps and informs when certain settings exceed a defined value.

SNMP Agent Configuration

From the administration interface, select Server > SNMP as shown below.
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Configuring SNMP Version 1

SMNMP Agent

Agant Traps

SMMP Version 1

Emabds¥1;

SMMP Version 2c

Enabie Ve

SMMP Version 3

Enabie ¥3;

Allowed IP Addresses

IP Rarge |
L0/ ]
i
T

You can configure the following options:

Configuring SNMP Version 1
Configuring SNMP Version 2c
Configuring SNMP Version 3
Configuring SNMP Allowed Addresses

Configuring SNMP Version 1

1. To enable SNMP Version 1, check the Enable V1 checkbox.
2. Enter an SNMP Read Community name to be used for read access.
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Configuring SNMP Version 2¢

3. Configure the Allowed IP Addresses allowed to access the appliance using SNMP by following the
instructions in Configuring SNMP Allowed Addresses.

4. Click Save

Configuring SNMP Version 2c

1. To enable SNMP Version 2c, check the Enable V2c checkbox.
Enter an SNMP Read Community name to be used for read access.

Configure the Allowed IP Addresses allowed to access the appliance using SNMP by following the
instructions in Configuring SNMP Allowed Addresses.

4. Click Save.

Configuring SNMP Version 3

To enable SNMP Version 3, check the Enable V3 checkbox.
Enter a Username to be used for read access.
Enter the Password and confirm it to make sure it has been entered correctly.

Select an Authentication Protocol from the dropdown menu: MD5 (HMAC-MD5-96) or SHA (HMAC-SHA-
96).

Select a Privacy Protocol from the dropdown menu: DES or AES.

A

o

Select the Security Type to use from the dropdown menu: Authentication or Encryption.

Configure the Allowed IP Addresses allowed to access the appliance using SNMP by following the
instructions in Configuring SNMP Allowed Addresses.

8. Click Save.

Configuring SNMP Allowed Addresses

1. Enter an IP Address Range made up of an IP Address and a prefix length. For example:
e 0.0.0.0/0 to allow any address to access the appliance by SNMP.

e 192.168.1.0/24 to allow any address from the 192.168.1.0-255 to access the appliance.
e 172.16.45.2/32 to allow only the host 172.16.45.2 to access the appliance.
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Configuring SNMP Trap Support

2. Click the Add button.
3. You can repeat Step 1 and Step 2 for as many addresses as you like.
4. Click Save.

Configuring SNMP Trap Support

The FortiConnect can be configured to send SNMP Traps to an SNMP Manager based upon certain system
events.

Configuring SNMP Traps

1. From the administration interface, select Server > SNMP and click on the Traps tab as shown below.

SMMP Traps

Agent  Traps
Traps
Enable Traps: [
Trap Version: | Version 1 ﬂ

Community:  pullic

Disk Space

Send trap if fres disk space less than: | 50% T (ourrenthy G0 free)
Load Avarage

Send trap if Load Average goes abaves 25 aver ane minute (curmently 2.20)
Send trap if Load Average goes aboves 10 awer five minutes [currently 7.74)

Send trap if Load sverage goes above: 5 aver fifteen minutes (currenthy 4.65)

Sand Traps To

| 1P Address _
E5
|

2. Check the Enable Traps checkbox if you want to enable traps.
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Reports and Logging

Select the Trap Version from the dropdown: Version 1, Version 2c or Informs.
Enter the community string which will be validated by the receiving trap service.

The FortiConnect sends a trap if the disk space goes below a specified value. Enter the value you
want the trap to be sent at in the Disk Space dropdown field.

6. Specify the Load Average that you want a trap to be sent if it exceeds the value over 1 minute, 5
minutes or 15 minutes. Load Average is calculated using the standard Linux formula and can be seen
from the command line with the uptime command.

7. Enter each IP Address that you want to send a SNMP trap to and click the Add button.

8. Click the Save button to save the changes.
The following traps are sent :-
e acold start trap is sent when SNMP traps are enabled or reconfigured
e atrap is sent when disk space falls below the percentage set in the Ul
« aCPU load trap is sent if the load averages exceed those that are set in the Ul
« when the server is low on temporary (swap) disk space

o support dskTable to give an simpler view of disk statistics.

Reports and Logging

System Logging

All actions within the FortiConnect are logged into the database. This enables you to:

« View any action that occurred as part of the normal operating process of the application
« Log administrator and sponsor actions

e Create system logs

Note: Itisimportant to create and constantly maintain logging levels. Refer to Log Settings for details.
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Audit Logs

Audit Logs

Audit logs create a record of administrator and sponsor actions and can be created using four different
methods.

1. To access the audit log functions from the administration interface, select Reports & Logs > System
Logs as shown below and click the Audit Logs tab.

System Logs

Audit Legs Application Logs Support Logs  Log Settings

Action By: Chent 1P
Srver [P | Shaw Al [=]
Between: 1 [®] Dec [=] 2014[=] @ anct: 2 [=] pec [=] |2012[=] B8

2. Audit log reports can be run using four different categories:
o Action by—Displays logs using admin/sponsor user name as its search criteria.

e Client IP—Displays logs using Client IP address as its search criteria.

« Server IP—Displays logs using Server IP as its search criteria.

You can run log reports for a single category, multiple categories, or all categories at the same time.
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Application Logs

3. Select a time duration for your search criteria using the date pickers provided, then click the Run
button.

Application Logs

Application Logs shows the application log containing application debugs.

1. To access the Application Logs function from the administration interface, select Reports & Logs >
System Logs and click the Application Logs tab as shown below.

System Logs

o

Audit Logs Application Logs SupportLogs Log Settings

Action By: Chent IP:

Betweerc 1 || Dec [=] 201a[=] B anc: 2 [=] [pec [2] 2014 )

Showing 1-10 of 86 [l ogET n ﬁ

SponsorfAdmin User & % | Action & ¥ Date/Time & ¥
admin Login swocessful [admin] 02-Dec-2014 12:44:52
admin Configurabion sattings sawved 02-Dec-2014 12:28:12
admin Test URL returned [&] [Could not resolve host: scep: Unknown error; URL: 02-Dec-2014 12:21:54
hittpa/fscep]
admin Login swocessful [admin] 02-Dec-2014 12:15:13
admin Client language template ( 2 ) updated 02-Dec-201412:07:18
admin Client Language temiplate [ Meru Template ) added. with component values as 02-Dec-2014 12:06:21
Default ternplate
admin Client network configuration [Clent Access) saved 02-Dec-2014 11:5015
admin Client network configuration [Chent Access] saved 02-Dec-2014 11:45:33
admin Client nebwork configuration [Clent Access) saved 02-Dec-2014 11:48:39
admin Client network configuration [Chent Access] saved 02-Dec-2014 11:47:53

Page 1 u:‘Bl:l Go k| M

2. Application Log reports can be run using different categories:
o Action By—Displays logs using admin/sponsor user nhame as its search criteria.

« Client IP—Displays logs using Client IP address as its search criteria.

You can run log reports for a single category, multiple categories, or all categories at the same time.
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Support Logs

3. Select a time duration for your search criteria using the date pickers provided then click the Run
button.

Support Logs

Support Logs provide an area that stores:

e HTTP error logs

o RADIUS logs

e Mail logs

« Twin (Replication logs only applicable if running replication between FortiConnects)
o Debug logs

e Audit logs

o Application logs

* An XML file

1. To access the Support Logs function from the administration interface, select Reports & Logs >
System Logs and click the Support Logs tab as shown below

System Logs

Audit Logs  Application Logs  Support Logs  LOE Settings

Uall rt log barsd|
[
| File | Size | Lines : Action

HTTP Error Log 4870 30 | View
HTTPS Error Log 288 § | Migw
RADIUS Log 97283 | 1129  View
RadSec log 1206 18 | View
Mail Log 1968 M | View
Systern Messages 56037 650 | View
Application Log 1133 11 | View
Postgres Startup Log 1264 33 | View
Postgres Tuesday Log 2145 3 View
pEbouncer 5165 52 | View
Cron Log 566530 SOT6 | View
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Log Settings

2. You can view or download the logs listed by clicking the underlined Action links.

Note: The Support Logs page only displays the latest details of each available log. However, clicking
View or Download retrieves and displays ALL logs for that category.

Log Settings

The Log Settings page allows an administrator to set the level of logging and administer syslog settings.

1. To access the Log Settings page from the administration interface, select Reports & Logs > System
Logs and click the Log Settings tab as shown below.

System Logs

AuditLogs  Application Logs  SupportLogs  Log Settings

Logging Lavals
Generak Errors and Notices Only |
Sponsor Authentication: Errars and Notices Only B
Admin Authentication: Errors amd Motices Only L
o

Account Creation: Errars amd Motices Only =
Account Managenment: Errors and Notices Only [E]
Admin Operations: Errors amd Motices Only L
RADILIS User Authentication: Errors amd Motices Only =]
Guest Portals: Errors and Motices Only (=]

Syslog Settings

Send Application Log Events to Remobe Senver: [none) El

Send System Log Events to Remote Server: [none) j

N
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RADIUS Authentications

2. Logging Levels allow an administrator to choose the level of logging for multiple criteria:

o General—Allows an administrator to set logging of Errors and Notices only, Errors Notices and
Info, or Errors Notices Info and Debugs.

» Sponsor Authentication—Allows an administrator to set logging of Errors and Notices only, Errors
Notices and Info, or Errors Notices Info and Debugs.

« Admin Authentication—Allows an administrator to set logging of Errors and Notices only, Errors
Notices and Info, or Errors Notices Info and Debugs.

e Account Creation—Allows an administrator to set logging of Errors and Notices only, Errors
Notices and Info, or Errors Notices Info and Debugs.

» Account Management—Allows an administrator to set logging of Errors and Notices only, Errors
Notices and Info, or Errors Notices Info and Debugs.

o Admin Operations—Allows an administrator to set logging of Errors and Notices only, Errors
Notices and Info, or Errors Notices Info and Debugs.

» Radius User Authentication—Allows an administrator to set logging of Errors and Notices only,
Errors Notices and Info, or Errors Notices Info and Debugs.

» Guest Portals—Allows an administrator to set logging of Errors and Notices only, Errors Notices
and Info, or Errors Notices Info and Debugs.

3. Syslog Settings allows an administrator to determine what log events are sent to a predefined syslog
server.

« Send Application Log Events to Remote Server—This determines what type of application
errors are logged and sent to the server. The administrator can decide on none, Audit, Errors or
Audit and Errors.

« Send System Log Events to Remote Server—This determines what type of system errors are
logged and sent to the server. The administrator can decide on Emergency, Emergency and
Alerts, Emergency Alerts and Critical, or Emergency Alerts Critical and Errors.

» Syslog Server—Enter the DNS or IP Address of the syslog server to which the logs to be sent.
» Syslog Protocol—Choose between UDP and TCP protocols.
o Syslog Port—Define a port for your syslog server.

4. Click the Save button to save your settings.

Note: To test basic syslog functionality, go to the Log Settings page and click Save. This sends a test
message to the syslog server with priority info (6).

Note: IdentityNetworks recommends disabling debugging immediately after use so as not to
potentially disrupt any other FortiConnect functionality.

RADIUS Authentications

To run a report on successful or failed RADIUS Authentications, go to Reports & Logs > System Logs
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RADIUS Authentications

and click on RADIUS Authentications as shown below.

RADIUS Authentications

Enable RADIUS Authentication reporting: [

2

Dec x| 2014[=| A

™
Betwean: e
oo[=] oo[z]
3 [=] |Dec [=] 2014[=] R
and: i
oo[=] oof=]
Usernarme:
Client 1® Address:
Client MAC Address:
NAS IP Address:
Status: Falled authentications .l]

BTN

Username & ¥ | Status | IP Address & [ MAC Address & ¥ | Tirme & ¥ [ NAS IP Address & ¥
| Mo Records Found
|

1. Choose your search criteria using the fields available :-
» Between - Choose the start date and time for your search.

» and - Choose the end date and time for your search.

» Username - Enter the Username of the account you wish to search against.

o Client IP Address - Enter the Client IP Address you wish to search against.

o Client MAC Address - Enter the Client MAC Address you wish to search against.
o NAS IP Address - Enter the NAS IP Address you wish to search against.

o Status - From the drop down menu select whether you wish to search for Failed Authentications,
Successful Authentications or All Authentications.

2. Click on Run to start your report.
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User Accounts

User Accounts

FortiConnect can also perform a detailed search on User Accounts
To run this report follow the instructions below.

1. To access the User Accounts reporting function from the administration interface, select Reports &
Logs > User Accounts and click the Advanced Search tab as shown below

User Accounts

Active Time Betwean 25-Nov-2014 And uz-ﬂec-zuu

Sponsor Groups | g |E| Active Time Between: g E Mov E 2014 E =
Created By And: z t Dex |;] 2014 H e
GuEst Portal: Timezone: Al E

Username: IP Addrass:

MAC Addrass: Usage Profile:

First Name: Account Group:

Last Mame: Event Code:

Compamy: Emaik:

Mobile Mumber: Inactive: il

Active: ] Expirad: A

Suspended: Ll Pending Approval L

Rejectad: i

Display Report | Download POF | Downdoad Excel | Download ODS | Download ODT

Created By & ¥ | Usarname & ¥ | Password | MAC Address & ¥ | FirstMame & ¥ | Last Mame & ¥ | Email & ¥ | Company &

Mo Records Found

2. Using the search filters, enter any information relevant to your search.

e Sponsor Group - Use the drop down menu to select which Sponsor Group you wish to search
under.

e Active Time Between - Enter a start and end time to search under.

« Created By - Search using Created By as your search criteria.
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RADIUS Accounting

e Guest Portal - Search using Guest Portal as your search criteria.

e Username - Search using Username as your search criteria.

e MAC Address - Search using MAC Address as your search criteria.

e First Name - Search using First Name as your search criteria.

o Last Name - Search using Last Name as your search criteria.

e Company - Search using Company as your search criteria.

e Mobile Number - Search using Mobile Number as your search criteria.
« Timezone - Search using a specific Timezone as your search criteria.
o IP Address - Search using IP Address as your search criteria.

» Usage Profile - Search using Usage Profile as your search criteria.

« Time Profile- Search using Time Profile as your search criteria.

e Guest Role - Search using Guest Role as your search criteria.

» Event Code - Search using Event Code as your search criteria.

e Email - Search using Email as your search criteria.

3. Check the appropriate check box for the account status -
e Active

e Inactive

e Suspended

» Rejected

o Expired

o Pending Approval

4. Now decide how you want your report format -
« Display Report - Display report on screen

« Download PDF - Downloads report as a PDF file
« Download Excel - Download report as an excel spreadsheet
« Download ODS - Download report as an ODS file

« Download ODT - Download report as an ODT file

RADIUS Accounting

FortiConnect can also perform a detailed search on RADIUS Accounting

1. To access the RADIUS Accounting reporting function from the administration interface, select
Reports & Logs > RADIUS Accounting and click the Advanced Search button as shown below.
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RADIUS Accounting

RADIUS Accounting

Between 25-Nov-2014 And 03-Dec-2014 ot

E— 2s[z] [Nov[z] 2mafz]m A 2 [=| Dec [m| 204[x]|E®
Usernarmie: MAS IP Address:
Calling Station ID: User IP Address:

Called Station 1D:

Display Report | Download PDF | Download Excel | Download QDS | Download QDT

Username & ¥ Sgszion D &% | Unigue D & | MAS IP Address 4 | Framed IP & v . Start Time & ¥ | StopTime & ¥

Mo Records Found

2. Using the search filters, enter any information relevant to your search.
« Between - Enter a start date for your search

« and -Enter and end date for your search

« Username - Enter a username to search against

e Calling Station ID - Enter a calling station ID to search against
o Called Station ID - Enter a called station ID to search against
* NAS IP Address - Enter a NAS IP Address to search against

o User IP Address - Enter a user IP address to search against

3. Now decide how you want your report format -
» Display Report - Display report on screen

» Download PDF - Downloads report as a PDF file
» Download Excel - Download report as an excel spreadsheet
» Download ODS - Download report as an ODS file

» Download ODT - Download report as an ODT file
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System Performance

System Performance

FortiConnect Identity can also perform a detailed report on System Performance.

1. To access the System Performance reporting function from the administration interface, select
Reports & Logs > System Performance as shown below.
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System Performance

System Performance

2 [=] |pec [2] 2m4[=] B
Between:

0o [x] |oo[~]

3 [=] pec [z] 20a[=]®
and:

0[] oo[x]

Showing 1-25 of 57 Go

Time & ¥ Wuser | %nice ] Wsystem | Siowait | %steal | %idle
02-Dec-2014 14:10 243 0.00 835 1.19 0.00 288.03
02-Dec-201414:00 114  0.00 8.38 102 000 89.47
02-Dec-2014 13:50 0.89 0.00 7.00 0.56 0.00 81.55
02-Dec-2014 13:40 1.03 0.00 7.56 0.57 0.00 90.83
02-Dec-2014 13:30 1.34 0.00 784 125 0.00 89.57
02-Dec-2014 13:20 1.26 0.00 752 0.57 0.00 90.65
02-Dec-2014 12:10 145 0.00 2.26 0.89 0.00 B9
02-Dec-201413:00 123  0.00 9.44 0.88 000 8845
02-Dec-2014 12:50 2.09 0.00 11.86 6.65 0.00 7940
02-Dec-2014 12:40 0.88 0.00 744 0.76 0.00 5091
02-Dec-2014 12:30 130 0.00 838 1.2 0.00 89.10
02-Dec-2014 12:20 1.28 0.00 7.66 1.02 0.00  90.04
02-Dec-2014 12:10 133 0.00 7.24 077 0.00 90,66
02-Dec-201412:00 130  0.00 7.06 050 000 9114
02-Dec-2014 11:50 133 0.00 7.6 0.90 0.00 9061
02-Dec-2014 11:40 113 0.00 65.94 0.52 0.00 91.40
02-Dec-2014 11:30 1.05 0.00 65.93 0.36 0.00 91.66
02-Dec-2014 11:20 1.29 0.00 17 0.62 0.00 9092
02-Dec-201411:10 132 0.0 747 047 | 000 9104
02-Dec-201411:00 186  0.00 9.31 0.76 000 88.07
02-Dec-2014 10:50 1.12 0.00 a.70 0.54 0.00 89.64
02-Dec-2014 10:40 1.61 0.00 7.81 0.87 0.00 89.M

2. Using the Date Picker, select the relevant dates to search between and click on Run.
3. Your report should appear below.
4. Click on the Download CSV button to download the report in a CSV format,
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PCI Compliance

PCI Compliance

This is a report to verify that all the settings required to be PCI 2.0 compliant are enabled.

It shows the status, and provides help/links to actions required to remediate any issues.

1. To access the System Performance reporting function from the administration interface, select
Reports & Logs > PCI 2.0 Compliance as shown below.

PCI 2.0, Compliance Report

D this repart desplays the current state of P01 2.0 compliance for the existing 1I0M configuration.

Snawirg 15 o142 [PETTNG)

PCI D55 Raquiramant & ¥ | Component & ¥ State | Detalls / Action

0. Maintain Firgwall Opan Poriz 1812 & 1813 Required by RADIUS serace
Configuration Ta Protect
Cardheldder Data

0. Mantain Firewall Open Port: 16843 & 1646 Required by RADIUS serace
Configuration Ta Protect

Cardhiolder Data

0. Maritain Firewall Open Part: 443 & 8423 Requirsd by web serser for HTTPS traffic
Configuration To Protedt

Cardholder Data

0. Mantain Firgwall Open Port 22 Required by sequre shell (S5H)
Configuration To Protect

Cardhelder Data

0. Maintain Firgwall Opan Port 31415 Requirad by rephiation sendces
Configuration To Protect

Cardholder Data

4| Page1of9[=] Gd|w M

2. Columns detailed in this report are :-
« PCI DSS Requirement - PCl requirement

o Component - Component effected
o State - A green tick shows this is captured, a red cross states that its required for compliance

o Details / Action - Details of requirement and any actions needed to make it compliant
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Packet Capture

Packet Capture

FortiConnect allows the admin user to record packet data from an IP address / network range for all
network traffic or packets to specific ports.

The packet capture tool generates log files which can be downloaded & viewed using a packet viewing
utility such as wireshark.

Only the last 10 generated capture logs are shown in the log table.

1. From the FortiConnect Administration Database browse to Server --> Packet Capture as shown

below.
Packet Capture

Capture Settings

Metwork Range: | 0.0.0.0 do [z AlTefic @

Capture Logs
“ The last 10 capiure kogs penarated are shown,

File Size (kb) |

| No log files found

2. Enter the Network Range you wish to capture traffic to, or place a check in the All Traffic check box
to capture all traffic.

3. If you do not wish to capture all traffic, you may place a check in the check boxes provided to
capture the relevant traffic.
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Automatic Updates

4. Click on the Start button.

5. Once the logs have been completed you will see them listed as per below.

Capture Logs

D The last 10 capture logs generated are shown.

File | Size (kb) |

2011-09-12T14:58:23-07:00.pcap  268.98 W M
2011-09-12T14:58:04-07:00.pcap 17834 T W
2011-09-12T14:57:47-07:00.pcap 162 T W

6. Download the logs by clicking on the download icon.

7. You can delete any logs by clicking on the bin icon.

Automatic Updates

As Smart Connect clients are updated and released more quickly than FortiConnect releases Automatic
Updates is a feature used to update certain parts of FortiConnect to support those new clients.

Enable Automatic Updates to allow FortiConnect to securely download browser detection rules and
Smart Connect updates.

This enables the system to identify the latest browser versions & client platforms without needing to
update the main FortiConnect software.

Updates can be scheduled as a batch job to run on a daily, weekly or monthly basis at a given time.

Updates are retrieved from a cloud based CDN. Proxy settings (with / without basic authentication)
can be used if needed for external network access.
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1. From the FortiConnect Administration interface go to Server --> Automatic Updates as shown
below.

Automatic Updates

W Enabie Automatic Updates to alow Meru Cannect ta securely download brawser detection rules and Smart Connesct updates.
This enables the ystem to dentify the latest browser versions & client platfarms without nesding to update the main Meru Cormect software,

Enable Automatic Updates: [#
Schedule

Frequency: Weskly L

Day ofthe weak: | Monday Tl

Tirrwe: 03 (x| 00 |=|
HTTP Prowy

Enable Prosiy [

SErver

Part:

Aythentication: -

LI SarianTe:

Pasgaord: Corfirm:

e e Jorsuerin

Check the Enable Automatic Updates check box to enable Automatic Updates.

In the Schedule section, use the drop down box to select :-
* Frequency - Choose from Daily, Weekly or Monthly updates.

« Day of the Week - Choose which day of the week you wish to perform your update.

« Day of the Month - If you have chosen Monthly updates, select which day of the month you wish
to perform the update.

o Time - Choose the time of the day you wish to perform the update.
Check the Enable Proxy check box to enter your proxy server details.

In the Proxy section, use the fields to enter your proxy server information :-
o Server - Enter your server hostname or IP address.

e Port - Enter the port number for your proxy server.

o Authentication - Use the drop down menu to select the method of authentication for the proxy
server.
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« Username - Supply the username used to authenticate against the proxy server.
» Password - Enter the password for the proxy server and confirm it.

6. Click on Save once you have made your selections.

Note: Click on the Update Now button to perform an immediate update.
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Licensing

FortiConnect provides multiple Licensing options, the section below details how licensing works on
your FortiConnect.

There are two kinds of license that are required for the FortiConnect Appliance

» Device License - This license is unique to a single FortiConnect Appliance (Hardware or Virtual
Machine). The device license allows FortiConnect to run on the Appliance. You may install only a
single Device License on an appliance.

« User Feature License - This license allows for concurrent usage on a per user basis. Multiple User
Feature Licenses can be installed and they are additive.

Authenticated Users

Users are referred to as accounts that are either a person or a device and have been authenticated
onto the network either internally, for example against the local FortiConnect database or with PMS
(Property Management System) accounts, or externally by using AD, or a Social Media login.

FortiConnect allows the system to have the same amount of concurrent Users attached to the User
network as user licenses.

There are no limits on the amount of authenticated accounts that can be created, only a connected
User will consume a license.

How licenses are consumed

« Each connected User account (as recorded by RADIUS accounting) consumes a single User
license.

» Each connected device account unrelated to a User account consumes a single User license.

« Multiple devices registered by a single User account consume a single User license.

Licensing

To view or upload a license from the administration interface:

1. Select Server > Licensing as shown below.
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Licensing

System Infarmation

Serial Number: ViMware-56 4d b3 0c ac Se ee 10-5¢ d3 8 4f 36 de 56 5
System IDx cal4-4745-a403-8fa7-ab43-30df-Ee91 -0ca2-7344-0166

Licence Summary

For information on licensing go to hitpa i

Feature | Settings ' Expiry

Meru Connect  Enabled 3-an-2N5
[ Vsers Concurrent Users: 100 /In Usez 0 | 31-Jan-2015
Upload new License

License Filez | Choose File | yo file chosen

Installed License Files

Faatures Created Fila
Meru Connect: 01Dec2014 M
Expiry: 31-Jan-2015
Users: 100

2. Click the Choose File button under the Upload new License section and select the license file.

3. Click the Upload button to upload a new license file.

If a license if currently installed the information will be displayed at the top of the page :
« Serial Number - Serial Number for the FortiConnect
o System ID - System ID for the License granted.

4. Under Licence Summary it displays -
» Feature - Which feature of FortiConnect is being used.

» Settings - Whether the feature is enabled and how many active licenses are in use.

o Expiry - Expiry date of feature.

Note: If you have uploaded an evaluation license, the FortiConnect License Status will indicate the
license expiration date.
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5. Under Installed License Files, you have the ability to download licenses and delete license files if
you have multiple license files installed.

Replication and Licensing on FortiConnect

When FortiConnects are replicated across a network, a license is installed on and shared between each
system.

If one of the FortiConnect systems is disconnected from the network the remaining FortiConnect would
continue to use the total license count of both systems. When connectivity is restored license sharing
will resume automatically.
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Introduction to FortiConnect

Sponsor Documentation

This chapter provides user documentation for sponsor users who create UserUser accounts. It contains
the following sections:

Introduction to FortiConnect
Connecting to the FortiConnect
Change Default Settings

Guest User Accounts

Multiple Guest Accounts

Event Codes

Reporting on Guest Users
Device Accounts

Multiple Device Accounts

Sponsor Reporting

Introduction to FortiConnect

The FortiConnect allows you to create temporary network access accounts for your Users, visitors,
contractors or anyone who needs temporary network access. You can easily create User or device
accounts by browsing to the FortiConnect web interface, logging in with your corporate credentials, and
entering the details of the User or device. FortiConnect creates the temporary account and allows you
to provide the account details to the User via printout, email or SMS text message. In addition to
creating User and device accounts, you can also view and amend the accounts to which you have access,
or run reporting on accounts for auditing purposes.

Connecting to the FortiConnect

All connections to the FortiConnect are through a web interface. To connect to the FortiConnect, open
a web browser and enter the address into the URL or address field, as provided by your network
administrator.
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Connecting to the FortiConnect

1. Enter the IP address of the FortiConnect into the URL of your web browser, for example, http://<IP
Address of FortiConnect>.

2. In the FortiConnect login page below, enter your Username and Password, and click the Login
button. Use the login credentials specified by your network administrator.

anh @A

MR\

HETWORHKS"

Meru Connect

Wer=ion: 14.10.0

Lisermame

Password:

2 2011-2004 Meru Mervenrks. A5 fghrs nessned

3. When you first log in, the Getting Started page is displayed as shown in below.
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Mein ™ Meru Connect

Change Default Settings

Moru Mobwerks  Logout  About

& HOME

+— Geming Saarved

[— My Settings

& CREATE ACCOUNTS

I Create Gussx Acoount
— Mukiple Guest dceounts
Cresie Device Accoumn

— Mukiple Device ACCOunCS

3 ACCOUNT MANAGEMENT

- Rmpert B Marage Accounia
Manage Accoune Bacches
- Summary fepars
i Sporemors Activity Regort
f— Access Report
[~ Moneszazcn Repart

Conourrent Usars Repot

) EVENT CODES

- Create Event Coda
Mansge Evem Codes

Getting Started

XvZ]

Craate Accoumnts

Creme a single Guest Account
Creme muyhiple Gues Arcounts
Cresie o single Device Accours

Creatm ruliipla Devew Aceounis

Manage Event Codes

Cresee an Evers Code

View, edit or suspend Event Codes

¢ Change Default Settings.

¢« Change Password.

Change Default Settings

From this page, you can navigate to Home > My Settings to:

Ruport and Manage Accounts
REpoT and manage 8ccouncs

Mansge beches of accounes

View m summery report of gue wepe

View a rapart en Spenacrs actvty

Wiew & summary of sooess by Device

View Random AcCouncs Monetzadon Repom

Conoprren: LUsers Aeport

You can change your password, or customize default settings like the language template, time zone,
telephone country code, and default login page from the My Settings page.

1. Navigate to Home > My Settings

2. Click the Preferences tab as shown below, to modify the following Preferences:

« Language Template—If your administrator has added additional templates, you can select a
language template from this dropdown menu to change the language of the application interface

or the User printout/email/SMS notification.

o Default Timezone—This timezone is the default selected in the list on the account creation

pages.
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o Default Telephone Country Code—Specify the default for the telephone country code.

« This is used when sending the UserUser details by SMS, or for recording the User’s phone number.
o Default Guest Role—Specify the default User role you want to use for creating accounts.

« Default Device Role - Specify the default device role you want to use for creating accounts.

e First Name - Sponsors first name

e Last Name - Sponsors last name

o Email Address—Enter your email address here. This is required if you want to receive a copy of
the User’s account details by email.

« Receive Email Confirmation—Check this checkbox if you want the FortiConnect to send you a
copy of the User’s account details by email, when you click the ‘Send Email

» Notification’ button to notify the users of their User account details.

» Default Login Page—Using the dropdown menu, select the page that you want the FortiConnect
to display immediately after you login.

» Use High Contrast Ul - Click the check box to use a high contrast user interface.

» Base Font Size - From the drop down menu choose between Normal, Bigger or Biggest for a
choice of font sizes.

My Settings

Preferences Password Reports

Language Template: English (Default) T|
Default Timezone: AmericalLos_Angeles F

Default Telephone Country Coda:  +1

Default User Group: Default Account Group =
Default Device Group: Default Acoount Group E
First Mame: Menu

Last Mame: Networks

Email Address: merunetworks@meru.com

Receive Email Confinmaticn:
Default Login Page: Getting Started -
Use High Contrast LI

Basé Font Size: Normal [=]

3. Click the Save button to save your default settings.
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Change Password

The Change Password option is enabled if your account is locally defined on the FortiConnect by your
administrator. If you authenticated with a username/password from an external server such as Active
Directory, you cannot view this option.

1. Navigate to Home > My Settings.
2. Click the Password tab as shown below.

My Settings

Preferences  Passward Reports

Change Password: Canfirme

3. Enter your new password in the Change Password and Confirm fields.
4. Click the Save button to save your new password.

Report Settings

You can select and deselect options you want to view in the Manage Accounts page or when exporting
details from the Manage Accounts page.

1. Navigate to Home > My Settings
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2. Click the Reports tab as shown below.

My Settings

Preferences Password Reports

Report Download
Created By: # Eil
1a
Passwaord: It ¥
First Mame: 5l [
Last Name: el =
Email: [l [l
Compary: Ll [
Sratus: ¥ &
Mobile Phone Number: [T ¥
Start Tima: izl ]
End Tirme: = |
Tirmazane: i L
Account Group: il |
Usage Profile: Ll [+
optioni: B [
optiond: Fl [+
optond: B [+
optiond: ] |
options: ] [
Event Code: il [+
Tima Rermaining | =

Price:

3. Checkor uncheck the check boxes based on the options to be displayed in the Manage Accounts page
on downloading a report.

4. Click the Save button when finished.

(@]
7]
7
o

510 FortiConnect User Guide © Fortinet



Creating Guest User Accounts

Creating Guest User Accounts

If you are assigned the appropriate permissions, you can create temporary user accounts.

1. Log into the FortiConnect as described in Connecting to the FortiConnect.
2. Navigate to Create Accounts > Create Guest Account.
3. The Create Guest Account page appears as shown below.

Note: The screenshot below shows the default template for creating a Guest User Account. Your
administrator has the option to add or remove other fields.

Create Guest Account

First Mame:
Last Mame:
Comparmy:
Emiail Address:

Mobile Phone Number:  +1 | =

[s]

Timezone: AmericafLos_Angalas
2 [=] pec [2] 2004 BB
mm 25(=]
2 [x] oec [z] 2002z] @
23[x] s9[zl

Account Start:

Acoount End:

Enter the First Name of your User. Enter the Last Name of your User.
Enter the Company or organization of your User. Enter the Email Address of your User.

Enter the Mobile Phone Number of your User.

N oo o A

Select the Profile from the dropdown menu. This dropdown appears automatically if your
administrator has defined Usage Profiles and more than one profile is available.

8. Choose the Timezone relevant to the time and date.
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9. From the Account Start field, choose the Time and Date from which you want the account to be
valid.

10. From the Account End field, choose the Time and Date at which you want the account to end.

11. If the administrator for FortiConnect has configured any additional required account attributes,
specify the appropriate information for those settings in this form.

12. Click the Add User button. The account is created and the details are displayed as shown below.

Create Guest Account

| Account Created

Username: test@test.com Q
Password: bv3bgxos
Account 5tart 17-Dec-2014 06224 - P.mer.ca.-'Lns_.ﬂngIes

Account End:  17-Dec-2014 23:59 - AmericalLos_Angeles

Print Account | Create another Guest Accournl

13. Depending on your permissions, you can perform one or all of the following actions on the same page
where the new account details are displayed:
o Clicking the Print Account button allows you to print the account details to your printer to hand
to the User. These details commonly include User access instructions and usage policies. See
Print Account Details.

o Clicking the Email Account button sends the account details to the email address you entered
for the User. See Email Account Details.

« Clicking the Send SMS Message button sends the account details to the User’s mobile phone via
SMS text message. See Text Message Account Details (SMS).

14. You can also create another account immediately by clicking the Create another Guest account
button.
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Print Account Detalils

1. Click the Print Account button from the Create Guest Account page shown below.

B ala Cuest User Details
[‘ f||C-| + el H"11|:-."'r

frinter: | Home HP Laserjet 3050 Y
III lmlllnv Mewen [ 1244) v i
| e b bt ﬂ Fresets: | Standard & E
Copies & Pages Y|
Guest User Details
Copies: |1 # Collated
To access the network, plaase use the §
= Pages: @ Al
! Usormame: _W"ﬁ ) From: 1 to: 1
| Password [NV
| Start Time 20073
[ Finish Time 20078 =
(7)) | PDFw | | Prewew | Cancel m m
[ Timezone |3 TIME - o i

By logging on 1o b nelwork you are agreeng o the lems md conditions of he sccestable use policy belew
2. A new Printer window opens and you can print out the user details.
Note: After a User account is created, you can also access this feature by navigating to Account
Management > Manage Guests. Find the required User account from the list displayed, then click

on the printericon, labelled print account details, adjacent to the User account on the far right
of the screen

Email Account Details

1. Click the Email Account button from the Create Guest Account page.

2. The FortiConnect sends an email to the email address specified when you created the account.

Note: After a User account is created, you can also access this feature by navigating to Account
Management > Manage Guests. Find the required User account from the list displayed, then
click on the envelope icon, labelled e-mail account details, adjacent to the User account on the
far right of the screen.
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Text Message Account Details (SMS)

1. Click the Send SMS Message button from the Create Guest Account page.

2. The FortiConnect sends a text message to the phone number specified in the account creation.

Note: After a User account is created, you can also access this feature by navigating to Account
Management > Manage Guests. Find the required User account from the list displayed, then click

on the mobile phone icon, labelled Send SMS Message, adjacent to the User account on the far
right of the screen.

Multiple Guest Accounts

The FortiConnect allows you to create multiple accounts at the same time. The options available to you
are configured by your administrator. They include:

® C(reating Multiple Accounts from Text Entry
® C(reating Multiple Accounts from CSV File
® C(reating Multiple Random Accounts

You can create multiple accounts by pasting the details into the interface, importing a Comma
Separated Values (CSV) file, or creating random accounts to be assighed to users (with the details
recorded on paper) for input at a later time.

Creating Multiple Guest Accounts from Text
Entry

1. Navigate to Create Accounts > Multiple Guest Accounts and click on the Multiple Guest Accounts
tab as shown below.
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Creating Multiple Guest Accounts from CSV File

Multiple Guest Accounts

Multiple Guest Accounts Randorm Guest ACCounts

[ihoase A | no file chasen

First Namme Last Mame Company Country Code Moblle Phone Number Emall Address

Ll o ' _-

T ez one: AMericallos_Angeles - |

2 [=] |pec [=] [z00a[=] )

Account Start:

2 [=] |pec [2] |2002[=] £
Account End:

Cevercoums] coce |

Enter the details in the grid fields as required with a cell separating the values.

Select the Usage Profiles from the dropdown menu. This dropdown appears automatically if your
administrator has defined Usage Profiles and more than one profile is available.

Select the relevant Timezone for the account.
Choose the Account Start time, and then the Account End time.
Click the Create Accounts button.

In the username and password fields, enter the username and the password for the User account you
wish to create.

Creating Multiple Guest Accounts from CSV File

1. Navigate to Create Accounts > Multiple Guest Accounts and click on the Multiple Guest Accounts
tab as shown below.
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Creating Multiple Guest Accounts from CSV File

Multiple Guest Accounts

Multiple Guest Accounts Random Guest Accounts

[iChoose il | o file chosen m Download Template

First Name Lot Name Company [ Country Code Wobike Frone Mumber Ernall Acdress

o ; : 4 [z

Timezone: Americallos_Angeles 3

2 [z] |oec [z] | 2014[z] B

ACOBwnt Sran:

14[z] |2a[z]

2 [=| Dec |=| 2014|=] 0B
Account End:

2[x] =a[]

o sccouns] — cance

2. Download the CSV file by clicking the Download Template link and save this file locally.

3. Fill out the fields in the CSV Template file using a program such as Microsoft Excel:
o First Name - The User’s first name.

Last Name - The User’s last name

o Company - The User’s company
e Email Address - The User’s email address

o Country Code - The country code of the mobile phone number, for example 1 for the US, 44 for
the UK.

» Mobile Phone Number - The User’s mobile phone number.
» Note - Do not enter hyphens in the number.

o Other details - Other details may be configured by your administrator and the names and
descriptions are decided by them.

Save the CSV Template file in CSV format.
Click the Browse button to select your edited CSV file.

Select the Profile from the dropdown menu. This dropdown appears automatically if your
administrator has defined Usage Profiles and more than one profile is available.
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7. Select the relevant Timezone for the account.
8. Choose the Account Start time, and then the Account End time.
9. Click the Import button.

Creating Multiple Random Guest Accounts

You can create random accounts when you need to hand out details to visitors, but do not have access
to a computer at the time you need to create and provide the accounts to Users. This feature allows you
to create accounts in advance and record the details on paper, and store them in the system for
correlation at a later time.

1. Navigate to Create Accounts > Multiple Guest Accounts as shown below. and click on the Random
Guest Accounts Tab.

Multiple Guest Accounts

Multiple Guest Accounts  Randem Guast Accounts

Mumber of accounts required:

Account Price (USDk

Timezone: America/Los_Angeles [z]

2 [=] oDec [=] 2ma=] 5y
Account Start: -

14[=] 35[=]

2 [=] pec [z] 2ma=] =
Account End:

EIEAREEY

2. Enter the number of accounts that you want to generate.

3. Select the Profile from the dropdown menu. This dropdown appears automatically if your
administrator has defined Usage Profiles and more than one profile is available.
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4. Select the relevant Timezone for the account.

5. Choose the Account Start time, and then the Account End time.

6. Click the Submit button. The random accounts are created and displayed as shown below.

Multiple Account Details

I

Username & ¥

i 0T

W ENME

o0al b

AR

SRl

GEEyAZh

BLYDDEEY

TR

e 1 bt

Printing/Email/SMS Multiple Guest Accounts

Paszword & ¥ | MAC Address & W

kdutts|

¥idsidhin

waggTnng

Ay

wida

wodfowTh

Jfimun57y

quBvwkBoc

yhidtiys

First Name & ¥

Last Mame & ¥

Suatus & ¥

Artha

Arthee

Artive

Arkive

Arhe

ALThed

Acthee

Arthes

ALLie

Showing 1-10 of 50 E

Start Time & ¥

02-Doeac- 2004 14:35
ArveriLog_ngeies

02Dz 2004 14:35
Arraricslog fngeias

0Z-Dwsc-2004 1433
Araricsl o tegeies

02-Dec-2004 1435
Amercalon_Angeies

02-D-2004 14535
Armercalea_Snge s

D2-Deec-2004 1435
Arrricaled_begeies

02-Dac-2084 14:35
ArmercaLos_kngeies

02-Digc-2004 14:35
ArmericadLos_dngeies

02-Dsc-2004 14:3%
Areronlor_Angeles

02-Dosc- 2004 1425
Armercilon Ange e

End Time & ¥

moecandzs D H &
mﬁlﬁ'mw#ﬁ

moecamazass @B &
Amenicailos_inpses

moecamazass @B &
AmericaiLos_inpsiss

mrpecamazasy @0 &
Americalas_Angpee

Roeciensy D0 &
Amaricailos_Angeie

%

weciniszisy @B &
AmenicaiLos_Angees

mroecamazass @B &
m:ﬂu-mwg&t—s

mDecamazass @ 0 &
Americailos_Anpeies

o-pecamazass @0 &
Americallos_Anpeies

mpecamazisy @B &
Amanzailos Angpeiem

1 Page1ofs [=] G k| |W

When you have created accounts using one of the multiple account creation methods, the screen for the
users details is slightly different than the one shown when a single User account is created. You can

Email and SMS all accounts to each individual User after creation. You can also print the details for each
individual account, or download the accounts file in CSV format.

1. Navigate to Account Management > Manage Account Batches as shown below.
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Manage Account Batches

Usarnarme:

MAL Address:

D T
showng 1-1of | [ETCROTNE B

Batch &% | Created By & % | Croated & ¥ sccounts & ¥ | Total Valug & ¥
| 181TSS0GES | meru networks  02-Dec-2014 1437 50 S00.00 (LS00

i JIE Pa5e1nr1_-_'|6aé- ®l

2. Determine the batch of accounts you have created by the Time/Date Created column or by checking
the Created By column. Click the bulk account ID link you have created to view the Multiple Account

Details page as shown below.
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3. When creating account batches, both for user and device accounts, the sponsor will be required to
enter the batch name to place the accounts. If the sponsor specifies the name of an existing batch,
the accounts will be added to that batch, if the sponsor specifies a new name, a new batch will be
created with the accounts.

Multiple Device Accounts

Timezone:

Account End:

Device Group:

Usage Profile:

Account Start:

Default Account Group ~|
default |
Europe/London

5 | Nov ~| 2015 ~|£8)
15 | 37 |

5 | Nov ~| 2015 ~|£8)
23 +| 59 ~|

Create Accounts m

Browse... No file selected. Download Template
Lownload lemplate
| MAC Address | First Name | | Country Code | Mobile Phone Number Email Address
L S LA E T 1 A
Batch Name: s
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Multiple Account Details

pone s ] sapens  Joounions ]

Wharname & ¥ | Password & F | MAC Address & F | First Mame & F | Last Name & ¥

2EOPH

Aaal b

LS

| Boroogay

| BEEif4r

Q7

Lkl

yiesidhb

vaqromg

Iwmilfn

v pdd

w3 T

JimunsTy

quBwicioc

xyprneGhnh

ylidtdpe

Status & ¥
Al

Active

Acties

AcThe

Alle

Active

Actioe

Acthe

Al

Active

Showing 1-100f 50 (S get i

At Tima & ¥
02-Dec-2004 1435
america/Los_Anpeies

02-Dec-2004 1433
AMErCALos_ANgEes

02-Dec-2014 1435
AT CalLed_AnDRiak

3-Dec-2004 14355
Amercalloy_Anpsies

O2-Dec-2004 1435
America/Los_Anpeias

O2-Dec-2004 1435
AmericalLos_Angeies

0Z2-Dec2014 1435
Amercalled_Anpeiek

03-Dec-J004 14355
Amertallcy Anpeies

2-Dec-2004 14:35
Americs/Los_Anpsias

-Dec-004 1435
Americallos_Angeies

End Time & ¥

oz OB S
America/Los_Angeies

02-Dec-2014 2335 @ ﬁ -
AMETcaLos_Angees

mosandzze OB &
Armenca’led_Anisied

oecandzzse OB &
Amencarios_kngeies

oz @0 &
America/Los_Angeies

moecamdzzsy @&
AmericaLos_Angees

moecanszze @B &
Ammmca’led_hnisied

moecandrzse @B &
AmericaLos_Angeies

Decamaziss @0 &
Amenca/Los_sngeles

moecamdzzss @0 &
AmenicaLos_Angees

page 1 of5[=] (6o k| W

4. From this page you can:
Print All —Click to print out the account details created for each User.

Email All —Click to email the account details created to each User.
SMS All —Click to SMS the account details created to all User.

Suspend All —Click to suspend all the bulk accounts you have created.
Download CSV—Click to download a CSV file of the bulk accounts created.

Suspend an account—Click the hazard icon.

Edit an account—Click the pencil icon to edit the individual account selected.

View an account in detail—Click the notepad icon to view the individual account details.

Print account details—Click the printer icon to print the individual account details.

Note: When creating accounts with preset details (by either importing text or creating a CSV file), you
can print, email, or transmit via SMS the User account details. However, when you create
random accounts, you can only use the print option.
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Viewing Multiple Account Groups

Viewing Multiple Account Groups

When creating bulk accounts, you can view batches of accounts that were created at the same time
using one of the following three methods:

® Viewing Multiple Account Groups
® Finding Multiple Account Groups by Username

® Finding Multiple Account Groups on the Active Accounts Report

Viewing Multiple Account Groups

This option allows you to select the batch of accounts that you created.

1. Navigate to Account Management > Manage Account Batches.

2. Click the underlined link of the Bulk account ID you have created to bring up the Multiple Account
Details.
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Multipl

ount Details

Marname & ¥ Pasoword & ¥ MAC Address & W 5SS & ¥ I St Time & ¥ End Time & ¥
;kGPHI.I_qL [cBwnfisl ArCtive 0Z-Oec-2004 143%  02:Dwec-3014 2350 g n i
America’los_Angeles  AmenicafLos_knpeies
IWBNE yamsichi Artive 02-Dec24 1435  (2Decziazise @ B &
AMENiCHLOS_ARGHES | AMERCALO_Angeis
o0l fw wisgming Active (Oec2nid 1438 o2Decam4zise @ B &
Americaflos_Argeles  Amencailos Anpaies
RS [—— Active 02-Deca0i4te3s (2Decaazse @B &
Americallos_Angeies  Americallos_Angeies
Salmaide Buidd Active 02-Dec2id 1435 (2Deciiisziss @ B &
AmarichLos AngHes  AmencaiLod_Anpels
SKEVFIZh waIfteTi Active [2-Dec2014 1435 02.Dec201a2iss | @ BN
Americarlos_Angees | Amence/Los_ingeies
SODDERY AmunaTy Active 02-Dec2041435 (2Decziuazise @ B &
AmefichLos_AngHEs  AMEnic/Los Angeks
GFFiffar quEwiBac Active o Oec 20141438 O2bDecitiszics @ B &
America’los_Argeies | Amencallos_knpeies
Tk xymesbug Ative [ZDecaMate3s meDecanse OB &
Americaflos_Angees  America/los_sngeles
I0MadaHE yhidesye Agtive 02-Dec2M14 1435 p2Dec2nanisy @ 0 &
AmericaLi_Argeel  Amencailai_Angeien
e —— 7 |

Viewing Multiple Account Groups

3. Click the underlined link of the account ID you have created to bring up the account details as shown

below
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Finding Multiple Account Groups by Username

Guest Account Details

Usermarme: BCYODEKW q

Passward: JirnunG Ty

Status: AT

ACcount Star: 02-Dec-2014 1435 - America/Los_Angeles
Account End: 02-Dec-2014 23:59 - AmericalLos_Angeles
First Marme:

Last Marme:

Company:

Email Address:

Mabile Phone Number:

Usage Profile: default
Account Grouwp: Default Account Group
Arcount Price (USD) 10.00

s cone]_uspea

Finding Multiple Account Groups by Username

This option allows you to find the batch of accounts by entering one username of the batch.

1. Navigate to Account Management > Manage Account Batches.

2. Enter a username that belongs to a batch of accounts in the Username field and click the Submit
button.

If found, the batch of accounts, that were created in the same operation as the username submitted,
is displayed.

Finding Bulk Account Groups on the Active
Accounts Report

This option allows you to find the batch of accounts from the Active Accounts Report page.

524 FortiConnect User Guide © Fortinet



Navigate to Account Management > Manage Account Batches.

Managing Guest Accounts

2. Click the underlined link of the Bulk account ID you have created to go to the Manage Accounts page
for the bulk-created accounts. You can edit individual accounts in this page by clicking on the pencil
icon next to the account you wish to edit.

Multiple Account Details

Managing Guest Accounts

(o |
Usermame & ¥ | Dasoword & ¥ MAAC Address & ¥
kiEHUgY b5
ZWBNu=T yalsidhb
Mol e waligreog
ELL P Mwmiafn

IR Ewugjdd

! SEEVFIZh w3 T
DD Ry AmunsTy
BFFiffar guSwicBoc
ELIQF kWD wymesbsi

First Namg & ¥

Last Mama & ¥

Status & ¥

ALtive

Artive

ALTE

AlTive

Artive

AlTive

Artive

AlTive

Showang 1

Start Tima & F

02-Dec-2004 1435
AR/l _Arg e

0Z-Dec-2004 1435
America’Los_Angees

02-Dec-2004 1435
AmeticafLos Angees

0Z-Dec-2004 1435
America/Los_Angees

02-Dec-2014 1433
Americh/Los_Angees

0Z-Dec: 2004 1433
Armarics/Los_Angeles

02-Dec-2014 1435
Americaflos_Angees

02-Dec- 2004 1433
Amenica’los_Angees

02-Dec-2014 1435

Bemarirndl nr Amasdar

AT 10 per page - E

End Timg & ¥ |
oeczanse @ 0

AmdncaiLai_hhphhei

moecrnazase @ B &
AmericaLos_Angeies

eoeemians @6 &

Arreticalles_Angeks

mzoecrniazase @ BN &
smenoaiLos_snpeies

nrDeciiazize @ W&
Americailos_Angeies

ozoeczmazaze @B &
Lmancailos_knpaiss

nzoecansy @B S
Americallos_Angeles

fabeczoiazate @ 0 &
Amencailoy_Anpeles

nzpeczanise @B &

Armarieai sr sl

You can view all accounts that have been created at any time using the Manage Guests page.

1. From the Main page select Account Management > Report and Manage Accounts.

2. On the Manage Accounts page, you can view the list of accounts that have been created as shown
below. The fields displayed on this page can be customized using Report Settings.
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Editing Guest Accounts

Heport & Manage ACCounts

Createed By MmN STa00E INETvRLALTVE PHNONE Approvel A Time Batwesn [2-ow-2014 01:20 and 02-4an-2815 0000

Adsanced Sgarch »»

Creasmd By & ¥ | Lhsname &7

i PRItwarkE bR T el L0

mEns reEtwarks BEGINHT

mena rebworkl [P Al el

i PRItwarks [

mena neEtworks Fopkdde

manaretwarks | SEh

e P DGk VxR

menanshwnrks | ELmam

e febwarkd BTG
WL P DGk BUDT R

Editing Guest Accounts

Faipahd
TmSvpmi
grkaralh
Lt

FedSr

Liat

O

WAAC Agdress & F | Parsword &7 FirstName &7 | Lt Hpme &7 | Staqyy & ¥

AT

AT

ALERE

ALEn

AT

Sar Time & ¥

LR (LR Bl
BRRT A AP
0202018 1835
Amarcaion Argeiss
D20 7004 &3
Argroaloa_ArgeEa
200181835
BRI AP
D2-Dec- )18 1235
Ararcalon Argeis
D2-0ec- 2004 1835
Argroalom_ArgE s
[20ec- )18 1435
EATRTRA O AR
D2-De-2018 1235
Ararcalon Argeis
D208 20014 1835
Arrproalom_ArgEa
20018 1435
RTRTCHA G ARG

End Time &
B2-Dac. Mind I2E0
BeRgiua il SPRRS
D2-Dec- 208 2259
Arvercaion Argeiss
3-0ec- 004 JX2R
Arrgroa’lo_AgE
B2-Dac. Mind 2250
BIRgIA i) SPgRES
U2-Dec- 20N 2229
Ararcaion Argeis
20w 004 IX2R
Arrgroa’lm_ATgE
b2-Dac. M98 2250
EIREA i) SPRES
U2-Dec- 2008 2229
Ararcaion Argeis
-0 2004 3259
Arrgroalm_ACgE i
02D MO8 2250
Aregicnl o Argeiss

CRIN 0 perpage | T E

@b0=
=13 -0
=1- 3 -
2B 0=
L= § -
=1-7 -0
b 0=
L=l 3 -0
=13 -
2b 0=

4 4 Dagatofs|=| oo | e| M)

If you create an account for a User and you need to extend their account access, you can change the
expiry date and time of the account.

1. From the Main page select Account Management > Report and Manage Accounts.

2. In the Manage Guests page you can view a list of the accounts that you can edit as shown below.
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Editing Guest Accounts

& Manage Ar

| Croatodmy ¥ |
iU FEbwerks

meru rerbwaories
Meru ARbwerks
MEry rebworis
MErL FARDACrks
MEry rebwor s
MErL FRDAorks
meru retvorks
METU Fertvaor b

meru rebworks

Lpbrfiais & "

RIS GLLOm

ELmefgmy

LSRR

safigey
TmEwpm
gl
[kt
Fulzi

weoidftTk

FHimiudd

anidwo o

Wier

ane

ALl

Artive

AT

Arth

ALTiv

Artive

ALTive

Artive

Artiva

Artive

Craaces By: man nesworis: SEatus: Inacthse. ACtive Fanding Approwal Active Time Batwsen [2-Hov-2012 0100 ard 0. 2015 00e00 m

MAL Adddraid & P | Daigwerd &% | Pl Nase &% | LAt MaTs & | Datug A T | D Tie &

£2-Deg-2074 1430
Aranial.a_Angees
[2-Deec-HMA 1435
Bavuy) L Lirs_Rn gy
£2-De-H014 1435
Amrarizalon_Angeies
02-Daag- 1014 1435
BTy onA i_Angees
£0-Dad- M4 1435
Arrarizaloy_Angwies
02-Deg-3014 1435
Eaenionoh_Angees
02 DM 4 1435
ArrmricaLon_Angeie
02-Deg- 2014 1435
Amenioelon_ingees
[0 Dwrc- M4 1435
BrrmricsLos_Angees
0GP 1074 143
Amarical,op_Angeies

| Bnd Tare & ¥

mroxasiny: S0 B
ATHEIEALEE ATEHEL
moecaiszzy: @0 B&
Amesuaries degeiet
mocarszse S0 D&
Ammrcarics_Amgeie
noeczoiazzss @0 B&
AMEICRIEE_npHEL
mcarszzse S0 O&
]
nroeczoiazzss S0 B&
M 05_Anpuer
mmcaszzss S0 BS
Amercariza_sngmin
moezazes S0 B&
mETa a5 hnpHes
moecaszzs @0 OS
amercatioy_smgEin
mroecpans @B B&
Arcafon hn g

IR | vqnahuqq-b-_ﬂ

3. Click the pencil icon next to the account you want to change to go to the Edit User Accounts page
Guest Self Service as shown below.
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Editing Guest Accounts

Edit User Account

Username: merumeru.com
First Narme: User

Last Name: Oone

Company: Mary

Email Address: e udmeru.com

Mobile Phone Number:  +1 |E| 35421743

Re-apply usage profile: g change (default [

Save Changes Cancel

4. Change the Account details.

5. Click the Save Changes button to update the account with the new details.
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AP Usage Summary

AP Usage Summary

Shows total unique users, total usage time and sessions count based on AP Name and NAS IP Address.
From the main page select Account Management > AP Usage Summary to bring up the AP Usage
Summary report page as shown below.

- AP Usage Summary

+ Gatting Started
My Settings

View Detween: 11 v Jan v| 2015 v

Anc: 12|v| Oct v| 2015 v )
CREATE ACCOUNTS

Create Guest Azcount

» Multiple Guest Accounts

NG AR KRN 10 per page | v m

ACCOUNT MANAGENENT APName 4 ¥ | NASIP Acdress 4 ¥ | Total Unique Use's & ¥ | Total Usage Time 4 ¥ | Sesslons Count & ¥
AP 25 17219.41.240 12 1 hour(s), 42 minute(s) 23

Repart & Manage Accounts
- Manage Aecaunt Ratches ([ «]/Page1oF1]¥| (5o
- Summary Reperts =

« Sponsors Activity Report

+ Access Report

» Monetization Report
Concurrent Users Regort

- AP Usage Summary |

» User Actity Report
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User Activity Report

User Activity Report

Shows total usage time, sessions count for each User based on AP Name, AP ID and NAS IP Address.
From the main page select Account Management >User Activity Report to bring up the User Activity
Report page as shown below.

=

HOME

= Getting Started
= My Settings

CREATE ACCOUNTS

— Create Guest Account
= Multiple Guest Accounts

ACCOUNT MANAGEMENT

Report & Manage Accounts
- Manage Account Batches
=~ Summary Reports

— Sponsors Activity Report
= Access Report

- Maonetization Report

= Concurrent Users Report

- User Activity Report

EVENT CODES

=RATINET. Meru Connect

View Between:

And: 12 v, 0ct v 2015 v|5)

NAS IP Address: Al
AP 1d: All
AP Name: Al W

Additional Filters: Username

| Username & ¥
AVON_1023_ 513
suma_manager@idmga.com
sree1@idmaga.com
p2@test.com
user]@radius

w

W

Total Usage Time & ¥

4.00 second(s)
6.00 second(s)
8.00 second(s)
10.00 second(s)
14.00 second(s)

Sessions Count & ¥

1

1
2
1
1

Showing 1100110 <]

NASIP Address 4 ¥ | APId & ¥

172.19.41.240
172.19.41.240
172.19.41.240
172.19.41.240
172.19.41.240

25
25
25
25
25

User Activity Report

7 v, 0ot v 2015 v |69

AP Name 4 ¥

AP-25
AP-25
AP-25
AP-25
AP-25

sp11  Logouy

Advanced Search

1.
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If your Account Management page returns a large number of users, you can perform an advanced
search by clicking the Advanced Search button as shown below.
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Advanced Search

Report & Manage Accounts

Created By: men networks: Status InadtiveActivePending Approval Active Time Detween 02-Nov-2014 D000 and 02-Jan-20135 0000 Bt et Lt Tie ]

SpaNGOr Group:

M zl 2 [zl

Active Tima Batween:

wow (=] 2014 [=] @8

" IS i =] -
Craatad By 7L NETAWOTES w[z] el
Guest Pormal: = . 5
=] jan [=] 201s[=] M
Usarranme: Aned: S —
oo|=| o0|=
WAL Address G e
TiMmazons: Al -
First Mamue: )
P Addness:
Last Nama:
Usapge Profile:
Compamy:
Apcount Groupc
Errul:
Eventt Code:
Mabile Phone Number:
e =
Acteee:
Expired:
Suspanded:
Pending Aparoval; 7
Rejermad:
[ i Jsme o] et et Joovmons v

2. In the Advanced Search page that is displayed, you can enter the following criteria to make your

search:

© Fortinet

Sponsor Group - From the drop down menu select a sponsor group to search in.
Created by—Sponsor who created the account.

Guest Portal - Search for a UserUser on a specific portal they authenticated on.
Username - Search for a User by their allocated username.

MAC Address - Search using a specific MAC Address.

First Name—First Name of User.

Last Name—Last name of User.

Company—Company or Organization of User.

Email—Email address of User.

Mobile Phone Number - Mobile number of User.

Active Time Between—Start Time from which the search to start.

And —End Time at which the search to end.

Timezone—From the dropdown menu select a timezone to be searched.

IP Address—IP Address of User users workstation.

Usage Profile - Search by Usage Profile

Time Profile - Search by a specific Time Profile.
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Suspending Guest Accounts

Guest Role - Search by a specific Guest Role.

Event Code - Search by a specific Event Code.

Inactive—Select this option to include search for Inactive accounts.
Active—Select this option to include search for Active accounts.
Expired—Select this option to include search for Expired accounts.
Suspended—Select this option to include search for Suspended accounts.

Pending Approval - Used when creating Event Codes, this will list accounts pending approval by
Sponsor.

Rejected -Used when creating Event Codes, this will list accounts rejected by Sponsor.

3. Click the Run button to search based on the given criteria. If your search criteria matches any
accounts in the database, they are displayed.

Click the Save as Default option to save your current search as a default search.

Click on the Reset to Default option if you have made other searches and wish to revert back to
your saved default search.

6. Click on Download as CSV if you wish to download your search as a CSV file.

Suspending Guest Accounts

You can terminate an account so that a User can no longer login. To do this, you need to contact your

network administrator to make sure that the user has been removed from the network. Depending on

the access method, this may happen automatically. Suspending does not delete the account, but marks
the account as suspended so that it cannot be used anymore.

J Note: Account suspension will only work if the controller in use supports ’Change of

Authorization’.

1. Select Account Management > Report and Manage Accounts as shown below.
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Charging and Refunding Transactions on Purchased Guest Accounts

Report & Manage ACCounts

Craated By: misru networks: Status: inacthw Soive Panding Aogrowal: Acthva Time betasan 02-boe- 20048 D00 and 02-ar-2085 Dol m

ST I I GO

Crantod By 4% | Usamame & MAC Addrass &% | Pagsword &Y | st Mame &Y | Last Name & T | Status & | St Tave & ¥ End T &%

A VSRS | AR SoR Salger Uk one Azt o3Decatiétdnn  prbecamazi S B O&
Amaricailon_rgeies  Americailog_ingeies

man networks | ECG0NHT tmilmpmE Aotha [2Dac2ots 1435 | mrDecomezzss @ B H&
Arwcicafion_Angeies | Amarcailos_Angeie

marnetworks | IR0 ppkradb Acttn 02Dec20id 1435 | mrDecaorimas S0 B&
ATELANLEE_ATHES  AeiniiLid_ARgEes

e netwerks BETUAN Jioswriat Ao f-Dec-20ta 1495 nrbecanazss @B A&
bmeicafLos Argeles | Amercailog Angses

maru networks | Fopklaet Gl Activa 0Decaiie 1435 | Deconsxi S B DS
Amancafioa Argsise  Amercailoa Angeay

merunetworks | SKBEER wodftTk Active 2Deca0te1aas mDecamazze S H B S
AescatLon_Angeles | Amercarles Angees

e nstworks | epesTf siprwal Hcthon nr-pec20iata3s | mrOecaoezce @0 B&
ETICAILDE ANQUES | ATCLDG ANgees

e networks | KLmaRmL Ui Active 03Dec20ié 1435 | prDecomszie S B O
Amaricafion Angsies | Amwericailon_ngeiss

maru networks | wITETUHD andwoin Active IDeca0te 1435 moecomazs SR DS
ATWrcatloo_Argeins ATl Angee

e networks | GLICTIENG yrmeationd Acthen mrpecaiaiaas | mrDecaoemss OB B&
ATCARLES ATQEES | AMESICEILIS_ANgEes

i||4) Page1cfe[x] ook W

Suspered Al

2. Click the suspend icon next to the account you want to terminate. The account is removed from the
list and the User will not be able to login anymore.

3. To Suspend more than once account, place a check in the check box of each account you wish to
suspend and then click on the Suspend All button to suspend the selected accounts.

Note: You can revive the account at a later date by performing an advanced search for suspended
accounts and clicking on the revive account icon.

Charging and Refunding Transactions on
Purchased Guest Accounts

If a User has purchased an account through a Guest Portal using the Payment Provider option, you can
now charge or refund that Users payment if necessary.
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Charging and Refunding Transactions on Purchased Guest Accounts

1. Go to Account Management --> Report and Manage Guests

Report & Manage Acoounis

SRl I AT P AgpeDval: A0 Trme Belwees | T-Row. 2014 0000 dnd 17-4an-20145 0000 m

T T

Craated By & = Uiirae & F | WAL Addvns &% | Puiswesrd & ¥ | Pril hame & T Ll Nama & F | Slahus &7 | Slan Tiee &% ot Tirrea & ®

mcal GG whBaTeum satren ITDec-matan  17-Deciazss B H &
o S P p—

toeal pichbicin sy 1wt i sclren 1rDec-atas  1nbeeiazzss @00 & G
Ararcalomdepre dreemice sepem

ertymalmeridiam e [ LiiL Marma clren ITDes2nE 1154 1Toeeierasy DB 0 S
[reh— [Epa——

emtynelmetgoem  dhatrd DFuser: clen 1rpec e 1ze?  itbemuemoy S0 0 S %
[ [Ep—

g A Lo ErEHHE anpm saTrel R EL KR

4| Page1oi1 =] Gal
Sunpend Al

2. Click on the Currency Unit Icon as shown on the far right, and this will display the screen below.

Charge/Refund & Payments Report: test@test.coma2

Showing 1-4 of 4 = m

| Transaction ID | Customer | Guest Partal | Payment Account | Access Plan | (USD) Amount & ¥ | Data & ¥

| 2225724394 Anrjurn lagin Auth plami 200=2+0@0%  17-Dec-2014 06:28:17
Addad By: local 5.00 | 17-Dec-2014 06:37:01
| Added By: local 500 17-Dec-2014 0B:54:55
Added By: local -200  17-Dec-2014 DE:54:58

" "l D-EIEE1 ofi E EJ » ™
Transaction Type: @& Charge
Refund
Arnount: {UsD}

Reason:

Note: Manually added transactions are only recorded for the guest. they are not chargedirefunded on the payment system, This must be
done manually in the relevant paymenit systems interface.

m Cancel Sand Purchase Receipt

This displays the Transaction ID and the history related to it. To refund a payment :
Transaction Type - Click on the Charge or Refund option depending on which you wish to do.
Amount - Enter the amount you wish to charge or refund.

Reason - Enter a reason for the charge or refund.

Click Add to add the charge the User or refund the User.

e 06 0 o W
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Creating Event Codes

Creating Event Codes

FortiConnect has the ability to allow a sponsor to create Event Codes which would allow Users to create
their own accounts when they were invited to an Event and the code generated by the Sponsor was given
to them. The Users would be subject to the timeout of that Code depending on how long an Event was
created for, be it a morning seminar or a week long conference.

Event Codes can be created in the Sponsor interface and then issued to Users who will then access the
Hotspot created for that Event and self register.

If you have the correct permissions to set up Event Codes, you will see the the options to Create and
Manage Event codes at your Getting Started screen :-

Creating Event Codes

To create an Event Code goto Event Codes --> Create Event Codes.
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Creating Event Codes

Create Event Code

Betails
Code Marmae:
Description:

z |z| [Dec [=] | 2004 (x| 5D
ACCOURNTS Can D2 created betweer

2 [z] Dec [=] | 2ma[=] &
And: -
z3)-] sz
Timezone: ArnericalLos_Angakes |=]
Account Limit @ Maximum Created ACCounts
BARKIMLM ACEE AL Oourts
Create Event Code m

Note: You will only see this option if your Administrator has given you the relevant permissions

1. Enter the following information in the fields provided
o Code Name - Enter the Name of the Code that will be provided to your Users.

o Description - Enter a Description of the Event

e Accounts can be created between - From the drop down menus and date pickers, select the
start and end dates you wish Users to be able to create their own accounts.

e« Timezone - Enter the Timezone that event will occur in.

e Account Limit - Maximum Created Accounts - Enter the maximum number of accounts that can
be created for the Event.

e Account Limit - Maximum Active Accounts - Enter the maximum number of accounts that can
be active at anyone time for the Event.

2. Click on Create Event Code when complete.

Once this has been completed you will see an extra tab appear, Time Restrictions, you can use this
screen to restrict Users from creating their accounts between certain times.

4. Click on the Time Restrictions tab as shown below.
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Managing Event Codes

Edit Event Code

Details Time Restrictions

Guests cannot create their accounts using this event code during these periods

Mo current restrictions for this event code

monday [=] |oo[v] oofe] |23[=] solv] [EH)

5. Enter the restrictions you wish to impose using the drop down tabs provided and click on Add after
each one.

You are now ready to issue your Event Code to Users so that they can Self Register when ready

Managing Event Codes

Click on Manage Event Codes in the Event Codes section.

1. From the Manage Events Code page you can tailor and run a report using the fields provided as
shown below.

© Fortinet Sponsor Documentation 537



Managing Event Codes

Manage Event C

Created By:  maris redvworks Actho Tima Batwear: |2 [x]  wov [=] 2014 [=] 6B
Code Mame: Ane 1 |E| Jan |E| }aﬁmﬁ

T

| Created By & ¥ | CodeMame & ¥ | Staus & | Accounts can be created batween 4 ¥ | And & ¥ | Accouns Group & ¥ | usage Profig av |
man Event Ong Activa 07-Diec-2014 14:58 02-0ec-2014 2350 Default Arcaunt default @na
meTwnrks Ateriatas_Angaies Americalled_Anpeei | Groug

M| | A F'ag,a'lnf'l'ilpn‘ 3

2. This will list all the event codes that have been created and then can be managed accordingly -
e Click on the suspend Icon to suspend the Event.

Manage Event Co

Created By:  meru netwarks Arthve Time Between: 2

Lo Marmat Aradi :

&% | Usage Profle & ¥ |

maru Evsnt Ong ' sk @ @BE

natwarks

!—'.“_II. oo .4 4 a;‘gn:nﬂl; Gol k||

e Click on the edit icon to edit the details of the Event.
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Managing Event Codes

Edit Event Code

Dacails  Time Restricicns

Coda Mama: Event Onig

Description:

2 [z] pex [2] |201a[x] B

z[z] %[zl
AMENcanos_Angekes
ACCOUNT Limit: @ Maximum Created Accourts 20
Maximum Aive AC0BUNS
ot evenc code]  oncel ]

Edit any changes and click on Edit Event Code to confirm.

¢ Click on the view accounts icon to view the Users that have created their own accounts for the
Event so far.
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Report & Manage Accounts

Event Code: Event One: Active Time Betwesn 02-Dec-2004 14:54 and 02-Dec-2014 23:58

SPONGOF GrouD: Al bl 3 E| Dt E| m-dE@
Artive Time Batween: : )
1az] [sa[x)

2 |m| e fm] 200sz] 0D
23?' SDF

Tirnedone; All E

Created By:

Guest Parnal;

Username: And:
WAL Ackdrass:

First Marme:

IP Aodress:
Last Maams:

Utsage Profile:
Compary:

Arcount Groupe
Ermuail:

Event Code: Event O
Mabie Fhons Mismbar,

InSCLives

At

Expirect
Suspended:
Penging Appronval
Aejected:

o Yowssodu e ocaiJoorias

Mo Records Found

Craatad By & 7 | Username &% | MAC Address &% | Passwond &% | Frst Mame &7 | L3St Name & ¥ | Status &% | Start Time & ¥ | Bnd Tirne & %

To perform an advanced search click on the Advanced Search Button as shown below under Account

Management-->Report & Manage Accounts.

Searches can be made using the relevant search criteria entered into the correct search fields.

Delete expired event codes

A sponsor can delete an expired event code from the Manage event codes page. Sponsor should have

"Manage Event Codes" permission to delete expired event code.
Step 1 Select Event Codes > Manage Event Codes.

Step 2  Click Delete icon next to the event code to delete the event code
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Viewing Active Accounts and Resending Details

Are you sure you want 1o delete this event code?

Viewing Active Accounts and Resending Details

FortiConnect provides an Active Accounts page that allows you to view the active accounts that you
created or accounts that you have permissions to view. This page allows you to view, print, email or text
message (SMS) the account access details to Users if they have lost or forgotten them.

1. Select Account Management > Report & Manage Guests to display a list of active accounts.
2. Click the username of the User to which you wish to resend details as shown below.
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Viewing Active Accounts and Resending Details

Guest Account Details

Username: test@test.com2 O
Passwonrd: Bsp&RHEH
Status: Active

Maximum Duration: 1 hour(s), 0 minute(s)

First Name: aanjum

Last Mame: Mot available
Company: Mot available
Email Address: test@test.com

Mobile Phone Mumber: +44 00000000000
Uszage Profile: 1 Hour

Account Group: Default Account Group

Print Account i Email Account [l Send SMS Message m Send Purchase Receipt il Reset Password

From this page you can click the relevant buttons:
e Print Account—Prints the account.
e Email Account—Sends email the account to the User.
» Send SMS Message—Sends an SMS message of the account details to the User.
» Suspend —Suspend the User account.

» Send Purchase Receipt - Resend a Purchase receipt to a purchased account.
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Reporting on Guest Users

Reporting on Guest Users

If you have the appropriate permissions, you can generate full reporting on User user accounts. You can

run reports to view who created User accounts, when they were created, and access details for the

Users themselves, such login time, logout time, and IP address used.

1. From the Main page, select Account Management > Report & Manage Guests to display a list of
active accounts as shown below.

2. Select the user for which you wish to view reporting, and click the notepad icon to view the detailed
report for that user.

3. Click the Accounting Log tab as shown below for the RADIUS accounting information for that User
including:

© Fortinet

Total Download - Total Download Usage in KB

Total Upload - Total Upload Usage in KB

Total Time Online

NAS IP Address—NAS IP address the User user was specified.

Users IP Address—IP Address assigned to the User.

Logged In—Time at which the User logged in.

Logged Out—Time at which the User logged out.

Duration—Duration of time the User remained logged in the account.
Download KB - Total amount of data downloaded by User.

Upload KB - Total amount of data uploaded by User.

Chargeable User ID - The Chargeable User ID attached to the account
Operator Name - Operator Name of the account

AP ID - AP ID account came via

AP Name - AP Name account came via
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Reporting on Guest Users

Report B Mana@e ACCOUNCE menuEimen. Coe

Beiimsertling Lbg AKTLDE ATy LOE LT ORTRGEHES

Torsl Soasnioact DR
Tor wpdaad Ll
Tkl trve orilise D0 Seton it e
[ e
MAS 1B ABOTESS & T | Users P AOTess & | CHbng 080 & T | Ligged 8 8 ¥ | Lopped 000 ¥ | Curaton | Doemisat kB e ¥ | Upkosd k8 & F | Crompeab Loerid & F | D{eraie Mame &% | AR08 T | AR AT & ¥

Mz Faczrth Found

4. Click the Audit Log tab as shown below to view the audit entries for that User account including:
e Sponsor—Sponsor ID.

o Action—Audit entry action.

o Date/Time—Date and Time of audit entry action.

Report & Manage Accounts: menuEmeru.C

Accounting Log  Audit Log  Activity Log  User Certificates

| 4 Daze1c|f"E|ll£in |-

5. Click the Activity Log tab as shown below to view the activities performed by the User for that
account, including firewall information if your administrator has allowed that functionality.
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Reporting on Guest Users

Report & Manage Accounts: Fgpk23ef

Aftounting Log  Audit Log  Actlviey Leg  User Camtificanas

Activity Data lst koaded 02 Dec2014 160084 m

Petwcrk Davice [P
Messaga Containg:

Liss regular expressione

Betmeen: 2 [r] (movfE] @ M 2 ] mec[7] e[z 8
=i 8 Bl ]
[ fun__Joownioad ¢sv

10 par & - E
=z

Date/Time & ¥ | Device & ¥ | Message &7 |
o Records Found

Search criteria include:

o Network Device IP—IP address of any network device you wish to search.
o Message Contains—Enter any text you wish to search for within the logs.

« Use regular expression—Check this checkbox to search for the specified text that matches with
regular expression. You can use Perl compatible regular expressions in the search.

o Between—Enter Date and Time from which you want to start your search.
e And—Enter Date and Time at which you want to end your search.

6. Click the Run button once you have completed selecting your criteria. Once the search is completed,
you can click the Download button to save your results to a file.

Returned information includes:

» Date/Time field—Displays the date and time of the User’s actions.
» Device—The device on which the User’s actions took place.

o Message—Displays the User’s actions.
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Creating Device Accounts

Creating Device Accounts

If you are assigned the appropriate permissions, you can create temporary device accounts.
1. Log into the FortiConnect as described in Connecting to the FortiConnect.

2. Navigate to Create Accounts > Create Device Account.

3. The Create Device Account page appears as shown in Figure devaccpage.

Note: The screenshot below shows the default template for creating a Device Account. Your
administrator has the option to add or remove other fields.

Create Device Account

MIAL Adcress:

First Mama:
LarsT Maives
Company:
Emal Addness
Kiohia Phons Numbar: | +1 [=
Trnepans; AmencaLas_Anpsles El
2 |z| pe |z| ez B
Account Start
16z naf=
2 =] Dec =] 2014 =]
Account End: g
Higl |9 |s
 Add Devr |

4. Enter the MAC Address of the device then follow the steps below to enter the details of the User
requesting the device be added onto the network.

Enter the First Name of your User.

Enter the Last Name of your User.

Enter the Company or organization of your User. Enter the Email Address of your User.
Enter the Mobile Phone Number of your User.

© © N o O

Select the Guest Role from the dropdown menu. This dropdown appears automatically if your
administrator has defined User roles and more than one role is available.
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Multiple Device Accounts

10. Choose the Timezone relevant to the time and date.

11. From the Account Start field, choose the Time and Date from which you want the account to be
valid.

12. From the Account End field, choose the Time and Date at which you want the account to end.

13. If the administrator for FortiConnect has configured any additional required account attributes,
specify the appropriate information for those settings in this form.

14. Click the Add Device button. The account is created and the details are displayed as shown below.

Create Device Account

Account Created

MAC Address: aabbiec:11:22:33 Q
Account Start: 17-Dec-2014 06:31 - AmericafLos_Angeles

Account End:  17-Dec-2014 23:50 - Americallos_Angeles

m m Send 5MS Message | Create another Device Account

15. Depending on your permissions, you can perform one or all of the following actions on the same page
where the new account details are displayed:
o Clicking the Print Account button allows you to print the account details to your printer to hand
to the User. These details commonly include User access instructions and usage policies. See
Print Account Details.

16. You can also create another account immediately by clicking the Create another Device account
button.

Multiple Device Accounts

The FortiConnect allows you to create multiple device accounts at the same time. The options available
to you are configured by your administrator. They include:

® Creating Multiple Device Accounts from Text Entry
® Creating Multiple Device Accounts from CSV File

You can create multiple accounts by pasting the details into the interface or importing a Comma
Separated Values (CSV) file.
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Creating Multiple Device Accounts from Text Entry

Creating Multiple Device Accounts from Text
Entry

1. Navigate to Create Accounts--> Multiple Device Accounts as shown below

Multiple Device Accounts

Chease File | o file chosen Downicad Template

MAL Aideeia FIFin Nirses: [P Corimijaiy Caiinley Code Mol PRdiie Nusissr Eifball At resd

' al r

Timazana: Amanca/Los_Angakes '|

2
Account Start

(=] Dec[=] 2maf=]
= ]

16[=] el

2 »| pec [=] )n14.'.3

Afcount End:
23z| 38z
e ccoms

2. Enter the details in the grid fields as required with a cell separating the values.

Select the Guest Role from the dropdown menu. This dropdown appears automatically if your
administrator has defined User roles and more than one role is available.

4. Select the relevant Timezone for the account.
Choose the Account Start time, and then the Account End time.
Click the Create Accounts button.
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Creating Multiple Device Accounts from CSV File

Creating Multiple Device Accounts from CSV
File

1.

Navigate to Create Accounts > Multiple Device Accounts as shown below.

Multiple Device Accounts

e 6 6 6 o o W N

| Choose File | No file chosen Download Template

MAC Address Flrst Name Last Name

_____________________________________________________________________

Download the CSV file by clicking the Download Template link and save this file locally.
Fill out the fields in the CSV Template file using a program such as Microsoft Excel:

MAC Address - The device MAC Address.

First Name — The User’s first name requesting the device be added.

Last Name — The User’s last name requesting the device be added.

Company — The User’s company requesting the device be added.

Email Address — The User’s email address requesting the device be added.

Country Code - The country code of the mobile phone number, for example 1 for the US, 44 for the
UK.

Mobile Phone Number — The User’'s mobile phone number requesting the device be added.
NOTE: Do not enter hyphens in the number.

Other details - Other details may be configured by your administrator and the names and descriptions
are decided by them.

Save the CSV Template file in CSV format.
Click the Browse button to select your edited CSV file.
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Managing Device Accounts

6. Select the Guest Role from the dropdown menu. This dropdown appears automatically if your
administrator has defined Usage Profiles and more than one profile is available.

Select the relevant Timezone for the account.

Choose the Account Start time, and then the Account End time.

Click the Import button.

Managing Device Accounts

You can view all accounts that have been created at any time.

1. From the Main page select Account Management > Report and Manage Accounts.

2. On the Manage Devices page, you can view the list of accounts that have been created as shown
below. The fields displayed on this page can be customized using Report Settings.

Report & Manage Accounts

Creatad By: meru: Shalus: InsciveActive Pending Approval Adtive Time Srbween 02-Hoe- 7074 00 and 0242005 00500 m
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METU networks

ELm&femii
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LS

Lozt Mpme &%

Editing Device Accounts
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Page 1 of 6 [=] G| w| W

If you create an account for a device and you need to extend its account access, you can change the
expiry date and time of the account.
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Editing Device Accounts

1. From the Main page select Account Management > Report and Manage Accounts.

Report & Manage Acoounts

Eraated y: meru: SEatus: Inactive Abtive Pendirg Approval Active Time Eebwesn 03 Nere- 3074 000 and 02-4an 2014 0800 m
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2. Click the pencil icon next to the account you want to change to go to the Edit Device Account page

as shown below.
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Advanced Device Search

Edit Device Account

MAC Address: Texdiian 2121
First hame: test

Last Narme: test

Company: test

Email Address: test@test.oom

bMobie Phone Number:  +1 3 122434325235

Re-apply wsage profile:  py change (default) F

e crange] e

3. Change the Account details.

4. Click the Save Changes button to update the account with the new details.

Advanced Device Search

1. If your Account Management page returns a large number of devices, you can perform an advanced
search by clicking the Advanced Search button as shown below.
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Advanced Device Search

2.

Report & Manage Accounts

Created By: meru: Stabus Inacive Ao Panding Approval Active Time betwsen 02-ow-2014 D00 and [2:Jan-2015 00cDD SRR EEEe
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Suspended
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Rgjpctect
[ fun__Jsave s Defit] Reset o Defuk

In the Advanced Search page that is displayed, you can enter the following criteria to make your

search:

o Created by—Sponsor who created the account.

e« MAC Address - MAC Address of device
e First Name—First Name of User.

e Last Name—Last name of User.

e Company—Company or Organization of User device.

« Email—Email address of User device.

e Start Time Between—Start Time from which the search to start.

« End Time Between—End Time at which the search to end.

2 [z] mov[z] mafz] @

o Timezone—From the dropdown menu select a timezone to be searched.

« Inactive—Select this option to include search for Inactive accounts.
o Active—Select this option to include search for Active accounts.

o Expired—Select this option to include search for Expired accounts.

e Suspended—Select this option to include search for Suspended accounts.

3. Click the Run button to search based on the given criteria. If your search criteria matches any

accounts in the database, they are displayed.

© Fortinet

4. Click the Save as Default option to save your current search as a default search.
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Suspending Device Accounts

5. Click on the Reset to Default option if you have made other searches and wish to revert back to
your saved default search.

6. Click on Download as CSV if you wish to download your search as a CSV file.

Note: Remember that not all device search criteria will be relevant to that of a User search.

Suspending Device Accounts

You can terminate an account so that a device can no longer login.Depending on the access method, this
may happen automatically. Suspending does not delete the account, but marks the account as suspended
so that it cannot be used anymore.

J Note:

Account disconnection will only work if the controller in use supports ’Change
of Authorization’, suspension of accounts will always work.

1. Select Account Management > Manage Devices as shown below.
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Mobile Device User Interface

2. Check the check box of the accounts you with to suspend then Click the Suspend All button.The
account is removed from the list and the device will not be able to login anymore.

Mobile Device User Interface

Sponsors can create Users using a mobile device as long as the sponsor has the correct administrative
permissions to create accounts.

Note: Compatible with I-Phones, Android and Blackberrys. Although some older browsers on these
devices may not support the Mobile User Interface.

Note: Screenshots below are of the I-Phone and may differ on other Mobile Devices

1. Using your Mobile device, navigate to your FortiConnect Management browser as shown below.

13:56 =

il voda...

local

[ Login )

Mot on a mobile device? Access the full
application.

Add this page to your home screen to view the
custom icon, startup screen and full screen mode.

2. Enter your Username and Password in the fields provided and tap on the Login button, this should
bring up the Mobile Ul home page as shown below.
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Mobile Device User Interface

Guests Add Guest

Tap "Add Guest" to create a
guest account

3. Tap on the Add Guest button to create a User account and enter the information required in the
fields provided as shown below.
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Mobile Device User Interface

il voda...

= 13.58 -

+1 IC *hone Numbe

default >

Ends today at 07:00 5
[ Add )

4. In the fields provided enter the following :-

First Name - First Name of the User user

Last Name - Last Name of the User user

Company - Company name of the User user

Email Address - Email Address of the User user

Mobile Phone Number - Users mobile phone number

Group - Default by standard, but tap the > icon to see more groups if applicable.

End time - Tap the > icon to select a time you with the users access to end by.

Tap on the Add button once complete.

5. Once you have selected Add the user details will show as per below.

© Fortinet
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Mobile Device User Interface

ll voda... = 13:59 ™

. Back Test User

Name: Test User

Username: test@test.com

Company: Acme corp

Email: test@test.com

Phone: +1 55511334

Password: C7qUFVx6

Start: 19-Nov-2010 05:58 Los Angeles

End: 19-Nov-2010 07:00 Los Angeles

6. Tap on the Back button to return back to your Mobile Ul home screen.
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Mobile Device User Interface

Logout Guests Add Guest

Test User test@test.com 8>

7. To check the status of any of the Users you have created on your Mobile Ul home screen tap on the
> jcon next to the User.
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Concurrent Users Report

..||I voda.. . 4:
Back = Test User

Status: -

Name: Test User

Username: test@test.com
Company: Acme corp

Email: test@test.com

Phone: +1 55511334

Password: C7qUFVx6

Start: 19-Nov-2010 05:58 Los Angeles

End: 19-Nov-2010 07:00 Los Angeles

Once you have finished with your Mobile Ul, tap the Logout button on the Mobile Ul home page to
logout.

Concurrent Users Report

A Sponsor may also be able to run a report on Users that are concurrently connected to the Network at
any one time and see license usage and licenses used over a specific period.

1. From the Sponsor User Interface, go to Account Management-->Concurrent Users Report as shown
below.
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Concurrent Users Report

Concurrent Users Report

L ssmiame

MAC Address:

Created By:

153 Nu'.rz z:-'-:Elﬁ

2 II Dec |=| }:11433

rmaru

Show Connected Onhy: |

Created By & ¥ | Usemame & ¥ | MAC Address & % | Logged In & ¥ | Logged Qul & ¥ | IP Address & F | NAS IP Addingss & W
Mo Reconds Fownd

2. Select which dates you wish to run the report from and to using the View Between date picker.

License Type - To run a report on a specific license type use the drop down menu to select.

Username - To run a report on a specific User enter the username of the User. Leave blank to
search for all.

MAC Address - To run a report on a MAC address enter the MAC address details here.

Created by - To run a report on Users created by a specific sponsor enter the sponsors username,
leave blank to search for all.

Show Connected Only - Place a check in the check box to show connected Users only

3. Once the report has run, a list of connected Users will appear.

© Fortinet

Click the Link icon to disconnect the active User from the Network.

Click the suspend icon to suspend the Users account.

Sponsor Documentation 561



Sponsor Reporting

Concurrent Guests Report
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entmynetwarks.oom  DFUser2 CEASS0ENIERE | 17-Dec-201d DaZE  1T-Dec-20048 03 10.8,21045
dentiynetworkscom | dfusart DO:2%:d3:bEF32a 17-0ec-2014 0438 17-Dec-201404:34 1012700005 10.8.210.45
identitynetwarkscom | dfuser IMpadeaiTiol  1T-Dec-20140433  1T-Dec-201a0435 101210008 10821045
Wentiynetwarks.com | DFLser? CEASSNE0IE0E | 17-Dec-2014 0409 17-Dec-20N4 0428 | 101210003 10.8.210.45
| Dage1nrd.r Gol k| M

4. The report will also detail the License Type and Overall License Usage below.

Sponsor Reporting

Sponsors can view reports under the Account Management section to view the summary, activity and
access details for their own account and other sponsor accounts.

Summary Reports

1. From the main page select Account Management > Summary Reports to bring up the summary
reports page as shown below.
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Sponsors Activity Report

Summary Reports

view Summary Between: 2 [7] Nov[z] (20u4[] 8 ana: 2 [5] oec 7] 2] @ ERED

Total Guest Accounts Created: 52
Total Authentcated Guests: Q

Total Cumulative Conmneact Time: 0,00 second(s)

2. Select a search criteria using the date pickers provided and click the Submit button.
3. The screen displays:

o Total Guest Accounts Created.
e Total Authenticated Guests.

Total Cumulative Connect Time.

Sponsors Activity Report

1. From the main page, select Account Management > Sponsors Activity Report to display the
Sponsors Activity Report page as shown below.
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Access Reports

Sponsors Activity Report

GURsT arcounts creatad betwean: 2 = Mow | = 2':"-1-‘"] :ﬂ

T Top 10 Spansars
And: 2 [zl e [z] [ma=z] @
ﬂl’l'y shiow sponsars who have created mors than 0 acCouUnts
m meru netearks (51

meru (1]

Ehoeaing 1-2 of 2 RREEIgWETH] - E

Usarname & ¥ Accaunts Created &% | Email &'F

| meru 1 marulmen ook
TP MEDWCrkS 51 meruneworksdmen.oom Taotal Logins Created: 52

q F‘m1{|hT_{,co ®

2. Select a search criteria using the date pickers provided. You can also select a minimum number of
Users created by sponsor.

3. When completed, click the Run button. The screen displays:
« Username—Username of sponsor.

« Total Accounts Created—Accounts created by sponsor.

o Email—Email address of sponsor.

A pie chart of the top ten sponsors, who created the accounts, is also displayed.

Access Reports

1. Navigate to Account Management > Access Report to go to the Access Report page as shown below.
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Access Report

View Between: 18/%| oct | 2014 V|8

And: 175 | Dec | [2014]v| 6

Showing 1-2 of 2 GhIET T 5

HAS [P Address &7 | Login: &7 |

10.1.210.45 19
10.10.40.5 15

Session Time & ¥
4 heun(g), 16 minute{s)

1

54 rhifsbelE] O dscandis) |

4 Pag'elc-‘ﬂv.ﬁo -

10. 1.21(}.45\\

Lagins
10.10.40.5

;

10.1.210.45

4

Sessun Time

\

10,10.40.5

_4

/

Select a search criteria using the date pickers provided and click the Run button.

session time.

Monetization Report

The screen displays the number of logins made by the enforcement device (IP Address) and its

In some environments, credit card based purchases are not widely used and they are much more
interested in using access codes with currency denominations attached to them.

Currency Denominations can be set up within the Admin interface, when this is set, it will allow a
sponsor to create a number of random User accounts assigned to a time profile, and then export them
to a CSV file to print off and then create an offline coupon or scratch card to distribute to the User.

Once the batches have been created and distributed, we can report on them using the report below.

From the Sponsor Portal go to Account Management --> Monetization Report as shown below
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Monetization Report

netization Report

Guest accounts created between: 17 =] Nov [=] 2014 [=] @)
And: 17 =] Dec (=] 2014 [~ 58

Number of accounts used: a
Mumber of unused accouwnts: 2
Total number of accounts created: 2

Value of accounts used: 0|usD)
Value of unused accounts: 40 (USD)
Total value of accounts created: 40{USD)

Account Usage

Unused Accounts

Account Usage Value

Unuzed Value

Used Accounks

Used Value
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Overview

APl Support

This appendix discusses APl support for the FortiConnect. It describes the following:

e Overview

« Authentication Requirements
« Time Format

e API Operations

» Status Codes

e Error Codes

e Valid Timezones

Overview

FortiConnect provides an API that allows you to perform certain operations using HTTP or HTTPS via
POST or GET operations. The FortiConnect API is accessed via
https://serveripaddress/sponsor/api/GuestAccount.php or
http://serveripaddress//sponsor/api/GuestAccount.php.

To use this API, note the following:

® Competency with a programming language (e.g. C, Java, Perl, PHP) is required and you must install
the relevant software on the machine that runs these programs to call this API.

® Fortinet does not support debugging of custom programs using the API. It only supports running API
calls.

Authentication Requirements

Access over HTTP or HTTPS for the API is based upon the SSL settings for the web
Administration interface as defined in Accessing the FortiConnect Using HTTP or HTTPS.

A valid username and password is also required to authenticate as a sponsor against the following
components:
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® Local database

® Active directory server as defined in admin settings
® LDAP server as defined in admin settings

® RADIUS as defined in admin settings

For example, the following call uses the username “sponsor” with password “mypass”:

http://1.1.1.1/sponsor/api/GuestAccount.php?username=sponsor&password=mypass&method=create
Carter&email=test@merunetworks.com&role=DEFAULT&company=Meru&mobileNumber=12345484345
startTime=20100210T10%3A45%3A00&endTime=20100211T13%3A15%3A00&timezone=Europe%2FLon
don&timeProfile=default

Note: All fields must be URL encoded, e.g. date/time fields have been encoded so the colon has been
replaced with %3A

Time Formats

All dates/times must be specified in a particular ISO 8601 format: YYYYMMDDTHH:MM:SS where:

YYYY is the 4-digit year

MM is the 2-digit month

DD is the 2-digit day of the month

Tis aliteral T

HH is the 2-digit hour (24 hour format)
MM is the 2-digit minute

SS is the 2-digit second

e.g. 20100304T08:45:30 is 4 March 2010, 08:45:30

See http://en.wikipedia.org/wiki/ISO_8601 for details.

APl Operations

You can use the API by passing the details either through a POST or GET operation to the Identity
Manager API.

The following example shows a GET operation to obtain the version of the APl and Identity Manager.
https://1.1.1.1/sponsor/api/GuestAccount.php?

username=sponsor&password=mypass&method=getVersion
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XML Response

All data is returned as XML.

XML Response

All responses are provided in the following XML format:
<?xml version="1.0"7?>
<response>
<status>
<code>0</code>
<message>Success</message>
</status>

</response>

In the case of an error, the code and message elements are set with the error code and error text.
Internal errors also return a <details> element that contains developer information to help address the
issue.

Create

The create method creates a guest user account in accordance with the sponsor’s permissions.

Required In Parameters

method (required): create
username (required): Sponsor account username
password (required): Sponsor account password

surname (based on policy): Guest user surname

email (based on policy): Guest user email address

°
°
°
e firstName (based on policy): Guest user first name
°
°
® accountGroup - name of account group (string)

°

company (based on policy): Guest user company name
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® phonecode (based on policy): Telephone code for the Guest user mobile telephone (e.g. +44)

mobilenumber (based on policy): Mobile telephone number for the Guest user

timezone (required): The timezone in which the guest account is created (as detailed in Valid
Timezones, page A-13)

option1 (based on policy): Optional data field 1

option2 (based on policy): Optional data field 2

option3 (based on policy): Optional data field 3

option4 (based on policy): Optional data field 4

option5 (based on policy): Optional data field 5
startTime (required): The time the account is due to start
endTime (required): The time the account should end

timeProfile (required): The time profile to use when creating the account

create Example Use

1. The following example creates an account with the following guest details:
» First Name: John

e Surname: Carter

« Email: johncart@merunetworks.com

« Role: DEFAULT (as created in the user role interface)

e Company: Fortinet

« Mobile Number (cellphone): 12345 48434532

e Phone Code: 123

« Start Time: 29th November 2008 (midnight)

e EndTime: 30th November 2008 (midnight)

e Timezone: Europe/London

« Time Profile: StartEnd (as created in the time profile user interface)
2. Call the API as follows:

http://x.x.x.x/sponsor/api/GuestAccount.php?username=local&password=local&method=create&firstNa
me=John&surname=Carter&email=johnc40merunetworks.com&role=DEFAULT&company=Meru&mobile
Number=12345+48434532&phoneCode=-11-29&endTime=2008-11-
30&timezone=Europe%2FLondon&timeProfile=StartEnd

3. If successful, a response is returned:

<?xml version="1.0"?>
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<response>

<status>
<code>0</code>
<message>Success</message>

</status>

<account/>

<account>
<id>815</id>
<firstName>John</firstName>
<surname>Carter</surname>
<company>Fortinet</company>
<email>johncart@merunetworks.com</email>
<mobi leNumber>12345 48434532</mobileNumber>
<phoneCode>123</phoneCode>
<optionl/>
<option2/>
<option3/>
<option4/>
<option5/>
<username>JohnCarterl0</username>
<password>1B,4N132(F1{VJ2</password>
<status>1</status>
<bulkld/>
<timezone>Europe/London</timezone>
<startTimeT>2008-11-29T00:00:00+00:00</startTimeT>
<endTimeT>2008-11-30T00:00:00+00:00</endTimeT>
<role/>
<createdTime/>

<modifiedUsername>1</modifiedUsername>
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<timeProfile>
<id>2</id>
<name>StartEnd</name>
<description/>
<duration>0</duration>
<accountType>1</accountType>
<durationUnit>Days</durationUnit>
<durationlnUnits>0</durationinUnits>
<restriction>
<id>43</id>
<weekDay>1</weekDay>
<startTime>00:00</startTime>
<endTime>08:59</endTime>
</restriction>
<restriction>
<id>45</id>
<weekDay>3</weekDay>
<startTime>00:00</startTime>
<endTime>08:59</endTime>
</restriction>
<restriction>
<id>50</id>
<weekDay>3</weekDay>
<startTime>17:00</startTime>
<endTime>23:59</endTime>
</restriction>
<restriction>
<id>51</id>

<weekDay>4</weekDay>
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<startTime>17:00</startTime>
<endTime>23:59</endTime>

</restriction>

<restriction>
<id>47</id>
<weekDay>5</weekDay>
<startTime>00:00</startTime>
<endTime>08:59</endTime>

</restriction>

<restriction>
<id>54</id>
<weekDay>7</weekDay>
<startTime>00:00</startTime>
<endTime>23:59</endTime>

</restriction>

</timeProfile>
</account>

</response>

edit

The edit method edits an existing user account in accordance with sponsor’s permissions.
You may edit any of the fields associated with an existing account with the following exceptions:

start time
role
time profile

time zone

To edit an account, you must supply the account ID as returned by the create method.
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Required In Parameters

® method (required): edit

® id (required): The database ID of the account to be edited

® username (required): Sponsor account username

® password (required): Sponsor account password

e firstName (optional): Guest user first name

® surname (optional): Guest user surname

® email (optional): Guest user email address

® group (optional): The role in which the guest user is created

® company (optional): Guest user company name

® phonecode (optional): Telephone code for the Guest user mobile telephone (e.g. +44)
® cellnumber (optional): Cell telephone number for the Guest user

°

timezone (optional): The timezone in which the guest account is created (as detailed in Valid
Timezones)

option1 (optional): Optional data field 1
option2 (optional): Optional data field 2
option3 (optional): Optional data field 3
option4 (optional): Optional data field 4
option5 (optional): Optional data field 5
startTime (optional): The time the account is due to start

endTime (optional): The time the account should end

timeProfile (optional): The time profiler to use when creating the account

edit Example Use

The following example changes the mobile phone (cell phone) number for the account with ID 794:

http://x.x.x.x/sponsor/api/GuestAccount.php?username=Ilocal&password=local&method=edit&id=794&
mobileNumber=12345678

The full account detail is returned as with the getDetails method.
<?xml version="1.0"?>
<response>

<status>
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<code>0</code>
<message>Success</message>

</status>

<account/>

<account>
<id>794</id>
<firstName>John</firstName>
<surname>Carter</surname>
<company>Fortinet</company>
<email>johncart@merunetworks.com</email>
<mobi leNumber>12345678</mobileNumber>
<phoneCode>123</phoneCode>
<optionl>l</optionl>
<option2>1</option2>
<option3>1</option3>
<option4>1</option4>
<option5>1</option5>
<username>jcarter</username>
<password>Fortinet</password>
<status>1</status>
<bulkld/>
<timezone>Europe/London</timezone>
<startTimeT>2008-10-28T00:00:00+00:00</startTimeT>
<endTimeT>2008-10-29T00:00:00+00:00</endTimeT>
<role/>
<createdTime/>
<modifiedUsername/>
<usage>

<startTime>2008-08-07T04:06:32+01:00</startTime>
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<endTime>2008-08-07T04:06:33+01:00</endTime>
<ipAddress>4.5.6.7</ipAddress>
</usage>
<usage>
<startTime>2008-10-02T22:00:00+01:00</startTime>
<endTime>2008-10-03T00:30:00+01:00</endTime>
<ipAddress>4.5.6.7</ipAddress>
</usage>
<timeProfile>
<id>2</id>
<name>StartEnd</name>
<description/>
<duration>0</duration>
<accountType>1</accountType>
<durationUnit>Days</durationUnit>
<durationlnUnits>0</durationinUnits>
<restriction>
<id>43</id>
<weekDay>1</weekDay>
<startTime>00:00</startTime>
<endTime>08:59</endTime>
</restriction>
<restriction>
<id>45</id>
<weekDay>3</weekDay>
<startTime>00:00</startTime>
<endTime>08:59</endTime>
</restriction>

<restriction>
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<id>50</id>
<weekDay>3</weekDay>
<startTime>17:00</startTime>
<endTime>23:59</endTime>

</restriction>

<restriction>
<id>51</id>
<weekDay>4</weekDay>
<startTime>17:00</startTime>
<endTime>23:59</endTime>

</restriction>

<restriction>
<id>47</id>
<weekDay>5</weekDay>
<startTime>00:00</startTime>
<endTime>08:59</endTime>

</restriction>

<restriction>
<id>54</id>
<weekDay>7</weekDay>
<startTime>00:00</startTime>
<endTime>23:59</endTime>

</restriction>

</timeProfile>
</account>

</response>
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getDetails

getDetalls

The getDetails APl gets a user’s account details in accordance with the sponsor’s permissions.

Required In Parameters

method (required): getDetails
username (required): Sponsor account username
password (required): Sponsor account password

id (one required): ID of the account to be retrieved

getDetails Example Use

1. To get details for an existing account, use the getDetails API call, passing in the ID of the account
as returned by the create method:

http://x.x.x.x/sponsor/api/GuestAccount.php?username=local&password=local&method=getDetails&id=
815

2. If successful the following response will be returned:
<?xml version="1.0"7?>
<response>
<status>
<code>0</code>
<message>Success</message>
</status>
<account/>
<account>
<id>815</id>
<fFirstName>John</FfirstName>
<surname>Carter</surname>

<company>Fortinet</company>
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<email>johncart@merunetworks.com</email>

<mobi leNumber>12345 48434532</mobileNumber>

<phoneCode>123</phoneCode>

<optionl>aaa</optionl>

<option2>bbb</option2>

<option3/>

<option4>ddd</option4>

<option5>eee</option5>

<username>jcarter</username>

<password>*****</password>
<status>1</status>

<bulkld/>

<timezone>Europe/London</timezone>

<startTimeT>2008-10-29T00:00:00+00:00</startTimeT>

<endTimeT>2008-10-30T00:00:00+00:00</endTimeT>

<role/>

<createdTime/>

<modifiedUsername/>

<usage>
<startTime>2008-08-07T04:06:32+01:00</startTime>
<endTime>2008-08-07T04:06:33+01:00</endTime>
<ipAddress>4.5.6.7</ipAddress>

</usage>

<usage>
<startTime>2008-10-02T22:00:00+01:00</startTime>
<endTime>2008-10-03T00:30:00+01:00</endTime>
<ipAddress>4.5.6.7</ipAddress>

</usage>

<timeProfile>
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<id>2</id>
<name>StartEnd</name>
<description/>
<duration>0</duration>

<accountType>1</accountType>

<durationUnit>Days</durationUnit>

<durationlnUnits>0</durationlnUnits>

<restriction>
<id>43</id>
<weekDay>1</weekDay>
<startTime>00:00</startTime>
<endTime>08:59</endTime>
</restriction>
<restriction>
<id>45</id>
<weekDay>3</weekDay>
<startTime>00:00</startTime>
<endTime>08:59</endTime>
</restriction>
<restriction>
<id>50</id>
<weekDay>3</weekDay>
<startTime>17:00</startTime>
<endTime>23:59</endTime>
</restriction>
<restriction>
<id>51</id>
<weekDay>4</weekDay>

<startTime>17:00</startTime>
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<endTime>23:59</endTime>

</restriction>

<restriction>
<id>47</id>
<weekDay>5</weekDay>
<startTime>00:00</startTime>
<endTime>08:59</endTime>

</restriction>

<restriction>
<id>54</id>
<weekDay>7</weekDay>
<startTime>00:00</startTime>
<endTime>23:59</endTime>

</restriction>

</timeProfile>
</account>

</response>

suspend

The suspend method suspends a user account in accordance with sponsor’s permissions.

Required In Parameters

method (required): suspend
username (required): Sponsor account username
password (required): Sponsor account password

id (required): The database ID of the account to be suspended
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suspend Example Use

The suspend method suspends the account and returns the same XML response as getDetails.
http://x.x.x.x/sponsor/api/GuestAccount.php?username=local&password=local&method=suspend&&&&i
d=815

notifyEmail

The notifyEmail method sends an email message to the guest's email account. It returns the sameXML
as getDetails.

Required In Parameters

method (required): notifyEmail

username (required): Sponsor account username

password (required): Sponsor account password

id (required): The database ID of the account to be emailed

from (required): The email address from which to send the email

to (required): the email address to send the email to

notifyEmail Example Use

http://x.x.x.x/sponsor/api/GuestAccount.php?username=local&password=local&method=notifyEmail.&
&&&id=815.

notifySMS

The notifySms method sends an SMS message to the guest's mobile (cell) phone. It returns the same XML
as getDetails.

Required In Parameters

® method (required): notifySms
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® username (required): Sponsor account username
® password (required): Sponsor account password
® id (required): The database ID of the account to be emailed

notifySMS Example Use

http://x.X.x.x/sponsor/api/GuestAccount.php?username=Ilocal&password=local&method=notifySms&&&
&id=815.

getVersion

The getVersion method shows the current API version.

Required In Parameters

® method (required): getVersion
® username (required): Sponsor account username

® password (required): Sponsor account password

getVersion Example Use

A call return a response of the form:
<?xml version="1.0"?>
<response>
<status>
<code>0</code>
<message>Success</message>
</status>

<appName>Cisco NAC Guest Server</appName>
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<version>2.0.2</version>
<majorVersion>2</majorVersion>
<minorVersion>0</minorVersion>
<maintenanceVersion>2</maintenanceVersion>

</response>

search

The search API returns guest account details for reporting purposes according to the sponsor’s
permissions and configuration, as per the Managing Guest Accounts of the sponsor interface.

Required In Parameters

username (required): sponsor account username

password (required): sponsor account password

method (required): search

sponsor (optional): sponsor username

guestUsername (optional): guest username

firstName (optional): guest user first name

surname (optional): guest user surname

company (optional): guest user company name

email (optional): guest user email address

ipAddress (optional)

startTime (optional): YYYY-MM-DD

endTime (optional): YYYY-MM-DD

timezone (optional): Timezone in which the account is create
timeProfile (optional): time profile name

accountGroup - name of account group (string)
mobileNumber (optional): guest mobile number

phoneCode (optional): guest mobile number country code
guestPortal (optional): guest portal name used by the guest to self register his account
option1 (optional):

option2 (optional):

option3 (optional):
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option4 (optional):

option5 (optional):
statusinactive (optional):
statusActive (optional):
statusExpired (optional):
statusSuspended (optional):

statusPending (optional):

statusRejected (optional):

search Example Use

The required parameters are mandatory. The optional parameters serve to subset the data returned. If
the start and end date are not specified, then accounts spanning the last 24 hours are returned.

The following example returns details of active guest accounts between 3rd March 2009 and 15th April
20009.

http://x.xX.x.Xx/sponsor/api/GuestAccount.php?username=Ilocal&password=local&method=search&startTi
me=2009-03-03&endTime=2009-04-15&statusActive=1

If successful, the following response will be returned.
<response>
<status>
<code>0</code>
<message>Success</message>
</status>
<item>
<i1d>2005</id>
<FirstName>Jim</FirstName>
<surname>Bean</surname>
<company>Beans Brewery</company>
<email>jim@bean.com</email>
<username> jim@bean.com </username>

<password>Es3TDdd3</password>
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<status>2</status>
<mobi leNumber>782394928</mobileNumber>
<phoneCode>1</phoneCode>
<timezone>America/Los_Angeles</timezone>
<optionl/>
<option2/>
<option3/>
<option4/>
<option5/>
<startTimeT>2009-04-01T04:40:00+00:00</startTimeT>
<endTimeT>2009-04-06T06:59:00+00:00</endTimeT>
<role>Default</role>
<sponsorld>196</sponsorlid>
<sponsor>sam</sponsor>
<timeProfileld>1</timeProfileld>
<timeProfile>default</timeProfile>
</item>
<item>
. Further account details meeting the request criteria..
</item>
<item>
.. Further account details meeting the request criteria..
</item>
<item>
.Further account details meeting the request criteria..
</item>

</response>
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approve

Approves a guest account
Note: The approve API is only available from Versions 10.11 and later. Required in parameters are :

method (required) : approve
id (required) : id for the guest account

username (required) : username for the sponsor making the API call

password (required) : password for the sponsor making the API call

approve example use

Approve example input method:
http://10.53.0.244/sponsor/api/GuestAccount.php?
username=local&password=local&method=approve&id=1
<?xml version="1.0"7>
<response>
<status>
<code>0</code>
<message>Success</message>
</status>
<account>
<username>test@test.com</username>
<password>a</password>
<failedLoginAttempts>0</failedLoginAttempts>
<modifiedUsername/>
<lastMonitoredLogRefresh/>
<duration/>

<allowedWindow/>
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<approvalDecisionDate>2010-11-18T10:20:46-05:00</approvalDecisionDate>
<eventCode>
<id/>
<sponsor/>
<startTime/>
<endTime/>
<timezone/>
<maxAccounts>0</maxAccounts>
<code/>
<status>1</status>
<description/>
<timeProfile/>
<guestRole/>
</eventCode>
<approvalRequestEmail/>
<nextApprovalNotification/>
<rejectReason/>
<id>1</id>
<firstName>test</firstName>
<surname>test</surname>
<company>test</company>
<emai l>test@test.com</email>
<mobi leNumber/>
<phoneCode/>
<optionl/>
<option2/>
<option3/>
<option4/>

<option5/>
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<status>1</status>

<bulkld/>

<timezone>America/Lima</timezone>

<startTimeT>2010-11-18T10:18:00-05:00</startTimeT>

<endTimeT>2010-11-18T23:59:00-05:00</endTimeT>

<role>

<id>3</id>

<name>Default</name>

<description>Default Role</description>
<maxConcurrentConnections>0</maxConcurrentConnections>
<maxFai ledAuthAttempts>2</maxFailedAuthAttempts>
<allowPasswordChange/>

<requirePasswordChange/>

<passwordChangelnterval/>

</role>

<createdTime>2010-11-18T15:18:53+00:00</createdTime>

<hotspot/>

<restricted/>

<timeProfile>

© Fortinet

<id>1</id>

<name>default</name>

<description>Default time profile</description>
<duration/>

<timezone/>

<accountType>1</accountType>
<durationUnit>D</durationUnit>
<durationlnUnits>0</durationlnUnits>
<allowedWindow/>

<windowUnit>D</windowUnit>
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<windowlnUnits>0</windowlnUnits>
</timeProfile>
</account>

</response>

disableRememberMe

Disables remember me option of a guest till it is enabled again by the guest. Remember me can be
disabled either using guest user id or Mac Address.

Required parameters

method (required): disableRememberMe
username (required): Sponsor account username
password (required): Sponsor account password

id (required): The database ID of the account to be suspended or MAC Address

disableRememberMe Example Use

The disableRememberMe method deletes the data used by remember me feature and forces guest user
to explicitly login during his next visit.

API returns the same XML response as getDetails.

http://x.x.x.x/sponsor/api/GuestAccount.php?username=local&password=localé6&method=disableRe
memberMe&id=2815

reject

Rejects a guest account
Note: The reject API is only available from Versions 10.11 and later. Required in parameters are:

® method (required) : reject
® id (required) : id for the guest account
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® username (required) : username for the sponsor making the API call password (required) : password
for the sponsor making the API call

reject example use

Reject example input:
http://10.53.0.244/sponsor/api/GuestAccount.php?
username=local&password=local&method=reject&id=1
<?xml version="1.0"?>
<response>
<status>
<code>0</code>
<message>Success</message>
</status>
<account>
<username>test@test.com</username>
<password>a</password>
<failedLoginAttempts>0</failedLoginAttempts>
<modifiedUsername/>
<lastMonitoredLogRefresh/>
<duration/>
<allowedWindow/>
<approvalDecisionDate>2010-11-18T10:22:52-05:00</approvalDecisionDate>
<eventCode>
<id/>
<sponsor/>
<startTime/>
<endTime/>

<timezone/>

© Fortinet API Support 591



reject example use

<maxAccounts>0</maxAccounts>
<code/>
<status>1</status>
<description/>
<timeProfile/>
<guestRole/>
</eventCode>
<approvalRequestEmail/>
<nextApprovalNotification/>
<rejectReason/>
<id>1l</id>
<fFirstName>test</FirstName>
<surname>test</surname>
<company>test</company>
<emai I>test@test.com</email>
<mobi leNumber/>
<phoneCode/>
<optionl/>
<option2/>
<option3/>
<option4/>
<option5/>
<status>6</status>
<bulkld/>
<timezone>America/Lima</timezone>
<startTimeT>2010-11-18T10:18:00-05:00</startTimeT>
<endTimeT>2010-11-18T23:59:00-05:00</endTimeT>
<role>

<id>3</id>
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<name>Default</name>
<description>Default Role</description>
<maxConcurrentConnections>0</maxConcurrentConnections>
<maxFai ledAuthAttempts>2</maxFailedAuthAttempts>
<allowPasswordChange/>
<requirePasswordChange/>
<passwordChangelnterval/>

</role>

<createdTime>2010-11-18T15:18:53+00:00</createdTime>

<hotspot/>

<restricted/>

<timeProfile>
<id>1</id>
<name>default</name>
<description>Default time profile</description>
<duration/>
<timezone/>
<accountType>1</accountType>
<durationUnit>D</durationUnit>
<durationlnUnits>0</durationinUnits>
<allowedWindow/>
<windowUnit>D</windowUnit>
<windowlnUnits>0</windowlnUnits>

</timeProfile>

</account>

</response>
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Device Account API

CreateDevice

The createDevice method creates a device account in accordance with the sponsor’s permissions.
Usage:

Required In Parameters

method (required): createDevice

username (required): Sponsor account username

password (required): Sponsor account password

macAddress

(required): Sponsor account username

firstName (based on policy): user first name

surname (based on policy): user surname

company (based on policy): Guest user company name

email (based on policy): Guest user email address

phonecode (based on policy): Telephone code for the Guest user mobile telephone (e.g. +44)
mobilenumber (based on policy): Mobile telephone number for the Guest user
accountGroup - name of account group (string)

timeProfile (required): The time profile to use when creating the account
timezone (required): Timezone in which the account is created (as per Valid
Timezones, page A-13)

startTime (required): The time the account is due to start

endTime (required): The time the account should end

optionl (based on policy): Optional data field 1

option2 (based on policy): Optional data field 2

option3 (based on policy): Optional data field 3

option4 (based on policy): Optional data field 4

option5 (based on policy): Optional data field 5

createDevice Example:

The following example creates a device account with the details below:
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Mac Address: 12-12-78-3b-cd-25
First Name: samuel

Surname: samuel

Company: Fortinet

Email: samuel@Fortinet.com

Phone Code: 44

Mobile Number (cellphone):
07929379212

Role: Default

Time Profile: Default

Timezone: Europe/London

Start Time: 16th March 2012 (midnight)
EndTime: 16th April 2012 (midnight)

Call the API as follows:

Device Account API

http://x.x.x.x/sponsor/api/GuestAccount.php?username=xxx&password=xxx&method=createDevice

&macAddress=12-12-78-3b-cd-

255&firstName=samuel&surname=samuel&company=meru&email=sam@meru.com&phoneCode=
44&mobileNumber=07929379212&role=Default&timeProfile=Default&timezone=Europe%?2FLon

don&startTime=2012-03-16&endTime=2012-04-16
If successful, a response is returned in the form:

<?xml version="1.0"?>
<response>
<status>
<code>0</code>
<message>Success</message>
</status>
<account>
<macAddress>12-12-78-3b-cd-25</macAddress>
<startTime>2012-03-16T00:00:00+00:00</startTime>
<endTime>2012-04-16T00:00:00+01:00</endTime>
<id>1</id>
<firstName>samuel</firstName>
<surname>samuel</surname>
<company>meru</company>
<email>samuel@meru.com</email>
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<mobileNumber>07929379212</mobileNumber>
<phoneCode>44</phoneCode>
<optionl/>
<option2/>
<option3/>
<option4/>
<option5/>
<status>1</status>
<bulkld/>
<timezone>Europe/London</timezone>
<startTimeT>2012-03-16T00:00:00+00:00</startTimeT>
<endTimeT>2012-04-16T00:00:00+01:00</endTimeT>
<createdTime>2012-03-16T03:47:48-07:00</created Time>
<restricted/>
<timeProfile>
<id>1</id>
<name>default</name>
<description>Default time profile</description>
<duration/>
<timezone/>
<accountType>1</accountType>
<durationUnit>D</durationUnit>
<durationInUnits>0</durationInUnits>
<allowedWindow/>
<windowUnit>D</windowUnit>
<windowlInUnits>0</windowInUnits>
</timeProfile>
</account>
</response>

editDevice
The editDevice method edits an existing device account in accordance with sponsor’s permissions.

To edit an account, you must supply the account ID as returned by createDevice above.

Usage:

Required In Parameters
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method (required): editDevice

username (required): Sponsor account username

password (required): Sponsor account password

id (required): The database ID of the device account to be edited
firstName (optional): Guest user first name

surname (optional): Guest user surname

email (optional): Guest user email address

group (optional): The role in which the guest user is created

company (optional): Guest user company name

phonecode (optional): Telephone code for the Guest user mobile telephone (e.g. +44)
cellnumber (optional): Cell telephone number for the Guest user
timezone (optional): The timezone in which the guest account is created (as per Valid
Timezones)

optionl (optional): Optional data field 1

option2 (optional): Optional data field 2

option3 (optional): Optional data field 3

option4 (optional): Optional data field 4

option5 (optional): Optional data field 5

startTime (optional): The time the account is due to start

endTime (optional): The time the account should end

timeProfile (optional): The time profiler to use when creating the account

editDevice Example:
The following example changes mobile / cell phone number & end date for an account with ID 1:

http://x.x.x.x/sponsor/api/GuestAccount.php?username=xxx&password=xxx&method=editDevice&i
d=1&mobileNumber=07941222222&endTime=2012-07-09

The full account detail are returned:-

<?xml version="1.0"?>
<response>
<status>
<code>0</code>
<message>Success</message>
</status>
<account>
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<macAddress>12-12-78-3B-CD-23</macAddress>
<startTime>2012-03-16T00:00:00+00:00</start Time>
<endTime>2012-07-09T00:00:00-07:00</end Time>
<id>1</id>

<firstName>samuel</firstName>
<surname>samuel</surname>
<company>meru</company>
<email>samuel@meru.com</email>
<mobileNumber>07941222222</mobileNumber>
<phoneCode>44</phoneCode>

<optionl/>

<option2/>

<option3/>

<option4/>

<option5/>

<bulkld/>

<timezone>Europe/London</timezone>
<startTimeT>2012-03-16T00:00:00+00:00</startTimeT>
<endTimeT>2012-07-09T00:00:00-07:00</endTimeT>

<createdTime>2012-03-16T10:47:48+00:00</created Time>

<restricted/>
<timeProfile>
<id>1</id>
<name>default</name>
<description>Default time profile</description>
<duration/>
<timezone/>
<accountType>1</accountType>
<durationUnit>D</durationUnit>
<durationInUnits>0</durationInUnits>
<allowedWindow/>
<windowUnit>D</windowUnit>
<windowInUnits>0</windowInUnits>
<restrictions/>
</timeProfile>
</account>
</response>
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getDeviceDetails

The getDeviceDetails retrieves device account details in accordance with the sponsor’s permissions.
Usage:

Required In Parameters

method (required): getDeviceDetails

username (required): Sponsor account username
password (required): Sponsor account password
id (required): ID of the account to be retrieved

getDeviceDetails Example

To fetch details of an existing device account using the ID of the account as returned by
createDevice:

http://x.x.x.x/sponsor/api/GuestAccount.php?username=xxx&password=xxx&method=getDeviceDe
tails&id=1

The full account detail are returned:-

<?xml version="1.0"?>
<response>
<status>
<code>0</code>
<message>Success</message>
</status>
<account>
<macAddress>12-12-78-3B-CD-23</macAddress>
<startTime>2012-03-16T00:00:00+00:00</startTime>
<endTime>2012-07-09T08:00:00+01:00</endTime>
<id>1</id>
<firstName>samuel</firstName>
<surname>samuel</surname>
<company>meru</company>
<email>samuel@meru.com</email>
<mobileNumber>07941222222</mobileNumber>
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<phoneCode>44</phoneCode>
<optionl/>
<option2/>
<option3/>
<option4/>
<option5/>
<status>2</status>
<bulkld/>
<timezone>Europe/London</timezone>
<startTimeT>2012-03-16T00:00:00+00:00</startTimeT>
<endTimeT>2012-07-09T08:00:00+01:00</endTimeT>
<createdTime>2012-03-16T10:47:48+00:00</created Time>
<restricted/>
<timeProfile>
<id>1</id>
<name>default</name>
<description>Default time profile</description>
<duration/>
<timezone/>
<accountType>1</accountType>
<durationUnit>D</durationUnit>
<durationInUnits>0</durationInUnits>
<allowedWindow/>
<windowUnit>D</windowUnit>
<windowlInUnits>0</windowInUnits>
<restrictions/>
</timeProfile>
</account>
</response>

suspend
Device

The suspendDevice method suspends a device account in accordance with sponsor’s permissions.

Usage:

Required In Parameters
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method (required): suspendDevice

username (required): Sponsor account username

password (required): Sponsor account password

id (required): ID of the device account to be suspended

suspendDevice Example

The suspendDevice method suspends the account & returns the same XML response as

getDeviceDetails.

http://x.x.x.x/sponsor/api/GuestAccount.php?username=xxx&password=xxx&method=suspendDevi
ce&id=1

deviceNotifyEmail

The deviceNotifyEmail method sends an email message to the device accounts email address &
returns the same XML response as getDeviceDetails.

Usage:

Required In Parameters

method (required): deviceNotifyEmail

username (required): Sponsor account username

password (required): Sponsor account password

id (required): ID of the device account to be emailed

deviceNotifyEmail Example

http://x.x.x.x/sponsor/api/GuestAccount.php?username=xxx&password=xxx&method=deviceNotify
Email.&id=1
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deviceNotifySms

The deviceNotifySms method sends an SMS message to the account mobile / cell phone & returns the

same XML response as getDeviceDetails.

Usage:

Required In Parameters

method (required): notifySms

username (required): Sponsor account username
password (required): Sponsor account password

id (required): The ID of the account to be messaged via SMS

deviceNotifySms Example Use

http://x.x.x.x/sponsor/api/GuestAccount.php?username=xxx&password=xxx&method=deviceNotify

Sms&id=1

searchDevices

The searchDevices API call returns device account details for reporting purposes according to the

sponsor’s
permissions.

Usage:
Required In Parameters

method (required): searchDevices

username (required): Sponsor account username

password (required): Sponsor account password

id (required): The ID of the account to be messaged via SMS
sponsor (optional): sponsor username

macAddress (optional): guest username

602 FortiConnect User Guide

© Fortinet



Device Account API

firstName (optional): account first name

surname (optional): account surname

company (optional): account company name

email (optional): account email address

ipAddress (optional)

startTime (optional): YYYY-MM-DD

endTime (optional): YYYY-MM-DD

timezone (optional): Timezone in which the account is create
timeProfile (optional): time profile name

accountGroup - name of account group (string)
mobileNumber (optional): guest mobile number
phoneCode (optional): guest mobile number country code
guestPortal (optional): guest portal name used by the guest to self register his account
optionl (optional):

option2 (optional):

option3 (optional):

option4 (optional):

option5 (optional):

statusInactive (optional):

statusActive (optional):

statusExpired (optional):

statusSuspended (optional):

searchDevices Example

Optional parameters serve to subset the data returned. If

the start and end date are not specified then only accounts spanning the last 24 hours are returned.
The following example returns details of active device accounts between 1%t January 2012 and 31°

December 2012.
http://x.x.x.x/sponsor/api/GuestAccount.php?username=xxx&password=xxx&method=searchDevice
s&startTime=2012-01-01&endTime=2012-12-31&statusActive=1

On success, the following response will be returned.

<?xml version="1.0"7>
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<response>

<status>
<code>0</code>
<message>Success</message>

</status>

<item>
<id>1</id>
<macaddress>12:12:78:3B:CD:23</macaddress>
<firstName>samuel</firstName>
<surname>samuel</surname>
<company>meru</company>
<email>samuel@meru.com</email>
<status>2</status>
<mobileNumber>07941222222</mobileNumber>
<phoneCode>44</phoneCode>
<timezone>Europe/London</timezone>
<optionl/>
<option2/>
<option3/>
<option4/>
<option5/>
<startTime>2012-03-16T00:00:00+00:00</startTime>
<endTime>2012-07-09T07:00:00+00:00</endTime>
<role>Default</role>
<sponsorld>196</sponsorld>
<sponsor>Sam</sponsor>
<timeProfileld>1</timeProfileld>
<timeProfile>default</timeProfile>

</item>

<item>
<id>2</id>
<macaddress>BB:1C:7C:3B:CD:24</macaddress>
<firstName>John</firstName>
<surname>James</surname>
<company>meru</company>
<email>jj@merunetworks.com</email>
<status>2</status>
<mobileNumber>07929379212</mobileNumber>
<phoneCode>44</phoneCode>
<timezone>Europe/London</timezone>
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<optionl/>
<option2/>
<option3/>
<option4/>
<option5/>
<startTime>2012-01-16T00:00:00+00:00</startTime>
<endTime>2012-08-15T23:00:00+00:00</endTime>
<role>Default</role>
<sponsorld>192</sponsorld>
<sponsor>Will</sponsor>
<timeProfileld>1</timeProfileld>
<timeProfile>default</timeProfile>

</item>

<item>
...further account details meeting the request criteria...
</item>

<item>
...further account details meeting the request criteria...
</item>

<item>
...further account details meeting the request criteria...
</item>

</response>

Status Codes

The account status is returned via XML and contains the following values:

Status inactive = 1
Status active = 2
Status expired = 3

Status suspended = 4
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Error Codes

The following error codes are returned in the <code> element of the response. Value - Description:

Value 0—No error

Value 1—Internal application error

Value 100—Incorrect sponsor username and/or password
Value101—Cannot access API via HTTPS (controlled by administrator)
Value102—Cannot access APl via HTTP (controlled by administrator)
Value 1000—Some required fields are missing (listed in the message)
Value1001—Sending SMS messages disabled by administrator
Value1002—Sending Emails disabled by administrator
Value1003—The passed account ID does not exist

Value1004—Some fields are incorrect (listed in the message)

Value 1005—Some fields cannot be changed using the edit method

Valid Timezones

Africa/Abidjan Africa/Accra Africa/Addis_Ababa Africa/Algiers Africa/Asmara Africa/Bamako
Africa/Bangui Africa/Banjul Africa/Bissau Africa/Blantyre Africa/Brazzaville Africa/Bujumbura
Africa/Cairo Africa/Casablanca Africa/Ceuta Africa/Conakry Africa/Dakar Africa/Dar_es_Salaam
Africa/Djibouti Africa/Douala Africa/El_Aaiun Africa/Freetown Africa/Gaborone Africa/Harare
Africa/Johannesburg Africa/Kampala Africa/Khartoum Africa/Kigali Africa/Kinshasa Africa/Lagos
Africa/Libreville Africa/Lome Africa/Luanda Africa/Lubumbashi Africa/Lusaka Africa/Malabo
Africa/Maputo Africa/Maseru Africa/Mbabane Africa/Mogadishu Africa/Monrovia Africa/Nairobi
Africa/Ndjamena Africa/Niamey Africa/Nouakchott Africa/Ouagadougou Africa/Porto-Novo
Africa/Sao_Tome Africa/Tripoli Africa/Tunis Africa/Windhoek America/Adak America/Anchorage
America/Anguilla America/Antigua America/Araguaina America/Argentina/Buenos_Aires
America/Argentina/Catamarca America/Argentina/Cordoba America/Argentina/Jujuy
America/Argentina/La_Rioja America/Argentina/Mendoza America/Argentina/Rio_Gallegos
America/Argentina/San_Juan America/Argentina/Tucuman America/Argentina/Ushuaia America/Aruba
America/Asuncion America/Atikokan America/Bahia America/Barbados America/Belem America/Belize
America/Blanc-Sablon America/Boa_Vista America/Bogota America/Boise America/Cambridge_Bay
America/Campo_Grande America/Cancun America/Caracas America/Cayenne America/Cayman
America/Chicago America/Chihuahua America/Costa_Rica America/Cuiaba America/Curacao
America/Danmarkshavn America/Dawson America/Dawson_Creek America/Denver America/Detroit
America/Dominica America/Edmonton America/Eirunepe America/El_Salvador America/Fortaleza
America/Glace_Bay America/Godthab America/Goose_Bay America/Grand_Turk America/Grenada
America/Guadeloupe America/Guatemala America/Guayaquil America/Guyana America/Halifax
America/Havana America/Hermosillo America/Indiana/Indianapolis America/Indiana/Knox
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America/Indiana/Marengo America/Indiana/Petersburg America/Indiana/Tell_City
America/Indiana/Vevay America/Indiana/Vincennes America/Indiana/Winamac America/Inuvik
America/lqaluit America/Jamaica America/Juneau America/Kentucky/Louisville
America/Kentucky/Monticello America/La_Paz America/Lima America/Los_Angeles America/Maceio
America/Managua America/Manaus America/Martinique America/Mazatlan America/Menominee
America/Merida America/Mexico_City America/Miquelon America/Moncton America/Monterrey
America/Montevideo America/Montreal America/Montserrat America/Nassau

America/New_York America/Nipigon America/Nome America/Noronha America/North_Dakota/Center
America/North_Dakota/New_Salem America/Panama America/Pangnirtung America/Paramaribo
America/Phoenix America/Port-au-Prince America/Port_of_Spain America/Porto_Velho
America/Puerto_Rico America/Rainy_River America/Rankin_Inlet America/Recife America/Regina
America/Resolute America/Rio_Branco America/Santiago America/Santo_Domingo America/Sao_Paulo
America/Scoresbysund America/Shiprock America/St_Johns America/St_Kitts America/St_Lucia
America/St_Thomas America/St_Vincent America/Swift_Current America/Tegucigalpa America/Thule
America/Thunder_Bay America/Tijuana America/Toronto America/Tortola America/Vancouver
America/Whitehorse America/Winnipeg America/Yakutat America/Yellowknife Antarctica/Casey
Antarctica/Davis Antarctica/DumontDUrville Antarctica/Mawson Antarctica/McMurdo
Antarctica/Palmer Antarctica/Rothera Antarctica/South_Pole Antarctica/Syowa Antarctica/Vostok
Arctic/Longyearbyen Asia/Aden Asia/Almaty Asia/Amman Asia/Anadyr Asia/Aqtau Asia/Aqtobe
Asia/Ashgabat Asia/Baghdad Asia/Bahrain Asia/Baku Asia/Bangkok Asia/Beirut Asia/Bishkek
Asia/Brunei Asia/Calcutta Asia/Choibalsan Asia/Chongging Asia/Colombo Asia/Damascus Asia/Dhaka
Asia/Dili Asia/Dubai Asia/Dushanbe Asia/Gaza Asia/Harbin Asia/Hong_Kong Asia/Hovd Asia/Irkutsk
Asia/Jakarta Asia/Jayapura Asia/Jerusalem Asia/Kabul Asia/Kamchatka Asia/Karachi Asia/Kashgar
Asia/Katmandu Asia/Krasnoyarsk Asia/Kuala_Lumpur Asia/Kuching Asia/Kuwait Asia/Macau
Asia/Magadan Asia/Makassar Asia/Manila Asia/Muscat Asia/Nicosia Asia/Novosibirsk Asia/Omsk
Asia/Oral Asia/Phnom_Penh Asia/Pontianak Asia/Pyongyang Asia/Qatar Asia/Qyzylorda Asia/Rangoon
Asia/Riyadh Asia/Saigon Asia/Sakhalin Asia/Samarkand Asia/Seoul Asia/Shanghai Asia/Singapore
Asia/Taipei Asia/TashkentAsia/Tbilisi Asia/Tehran Asia/ Thimphu Asia/Tokyo Asia/Ulaanbaatar
Asia/Urumgqi Asia/Vientiane Asia/Vladivostok Asia/Yakutsk Asia/Yekaterinburg Asia/Yerevan
Atlantic/Azores Atlantic/Bermuda Atlantic/Canary Atlantic/Cape_Verde Atlantic/Faroe
Atlantic/Jan_Mayen Atlantic/Madeira Atlantic/Reykjavik Atlantic/South_Georgia Atlantic/Stanley
Atlantic/St_Helena Australia/Adelaide Australia/Brisbane Australia/Broken_Hill Australia/Currie
Australia/Darwin Australia/Eucla Australia/Hobart Australia/Lindeman Australia/Lord_Howe
Australia/Melbourne Australia/Perth Australia/Sydney Europe/Amsterdam Europe/Andorra
Europe/Athens Europe/Belgrade Europe/Berlin Europe/Bratislava Europe/Brussels Europe/Bucharest
Europe/Budapest Europe/Chisinau Europe/Copenhagen Europe/Dublin Europe/Gibraltar
Europe/Guernsey Europe/Helsinki Europe/lsle_of_Man Europe/Istanbul Europe/Jersey
Europe/Kaliningrad Europe/Kiev Europe/Lisbon Europe/Ljubljana Europe/London Europe/Luxembourg
Europe/Madrid Europe/Malta Europe/Mariehamn Europe/Minsk Europe/Monaco Europe/Moscow
Europe/Oslo Europe/Paris Europe/Podgorica Europe/Prague Europe/Riga Europe/Rome Europe/Samara
Europe/San_Marino Europe/Sarajevo Europe/Simferopol Europe/Skopje Europe/Sofia
Europe/Stockholm Europe/Tallinn Europe/Tirane Europe/Uzhgorod Europe/Vaduz Europe/Vatican
Europe/Vienna Europe/Vilnius Europe/Volgograd Europe/Warsaw Europe/Zagreb Europe/Zaporozhye
Europe/Zurich Indian/Antananarivo Indian/Chagos Indian/Christmas Indian/Cocos Indian/Comoro
Indian/Kerguelen Indian/Mahe Indian/Maldives Indian/Mauritius Indian/Mayotte Indian/Reunion
Pacific/Apia Pacific/Auckland Pacific/Chatham Pacific/Easter Pacific/Efate Pacific/Enderbury
Pacific/Fakaofo Pacific/Fiji Pacific/Funafuti Pacific/Galapagos Pacific/Gambier Pacific/Guadalcanal
Pacific/Guam Pacific/Honolulu Pacific/Johnston Pacific/Kiritimati Pacific/Kosrae Pacific/Kwajalein
Pacific/Majuro Pacific/Marquesas Pacific/Midway
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Pacific/Nauru Pacific/Niue Pacific/Norfolk Pacific/Noumea Pacific/Pago_Pago Pacific/Palau
Pacific/Pitcairn Pacific/Ponape Pacific/Port_Moresby Pacific/Rarotonga Pacific/Saipan Pacific/Tahiti
Pacific/Tarawa Pacific/Tongatapu Pacific/Truk Pacific/Wake Pacific/Wallis
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